N

COTY af

Salisbury

AGENDA
FOR AUDIT AND RISK COMMITTEE MEETING TO BE HELD ON
11 JULY 2023 AT 6.30 PM

IN WITTBER & DR RUBY DAVY ROOMS, SALISBURY COMMUNITY HUB,
34 CHURCH STREET, SALISBURY

MEMBERS
Cr Kylie Grenfell (Chair)
Cr B Brug (Deputy Chair)
Ms P Davies
Mr N Ediriweera
Mr C Johnson

REQUIRED STAFF
Chief Executive Officer, Mr J Harry
General Manager Business Excellence, Mr C Mansueto
Manager Governance, Mr R Deco
Team Leader Corporate Governance, Mr B Kahland
Internal Auditor & Risk Coordinator, Mr H Rafeeu

APOLOGIES
LEAVE OF ABSENCE

PRESENTATION OF MINUTES

Presentation of the Minutes of the Public and Confidential Audit and Risk Committee
Meeting held on 12 April 2023.



REPORTS

Administration
7.0.1 ot S I PRSPPSO 15
7.0.2 Future Reports for the Audit and Risk Committee..........cccccvvvveveiieiieii e, 17

For Decision

7.1.1 BDO's Interim Management Letter for 2022/2023 Year End Audit. .................... 19
7.1.2 Audit & Risk Committee Annual Work Plan 2023/2024...........cccooevviinicvennnnne. 27
7.1.3 3-Year Internal Audit Plan 2022/23-2024/25.........ccccooveiiieiieeieieie e 33
7.14 Internal Controls Framework and Audit and Risk Committee section for
Annual Report 2022/2023 ..........oooeeeieeee et 57
7.15 Risk Management and Internal Controls ACHVILIES ..........cccceieriiiiiiiiiieieee, 61

For Information
7.2.1 Outstanding Actions Arising from Internal AuditS ..o, 79

QUESTIONS ON NOTICE
There are no Questions on Notice.

MOTIONS ON NOTICE
There are no Motions on Notice.

OTHER BUSINESS
(Questions Without Notice, Motions Without Notice, CEO Update)
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ORDER TO EXCLUDE

7.4.1 Cybersecurity Report - Jan-Mar 2023
Recommendation

Pursuant to section 90(2) and 90(3)(b) of the Local Government Act 1999 the Audit and Risk
Committee orders that, the public be excluded from attendance at this meeting in relation to
Agenda Item 7.4.1 (Cybersecurity Report - Jan-Mar 2023) except the staff of City of
Salisbury, on grounds that:

1.  Pursuant to Section 90(2) and 90(3)(b)(i) and (ii) of the Local Government Act 1999,
the principle that the meeting should be conducted in a place open to the public has been
outweighed in relation to this matter because:

- it relates to information the disclosure of which could reasonably be expected to
confer a commercial advantage on a person with whom the council is conducting, or
proposing to conduct, business, or to prejudice the commercial position of the
council; and

- information the disclosure of which would, on balance, be contrary to the public
interest; and

2. The disclosure of this information would, on balance, be contrary to the public interest
because the public interest in the Council preserving its commercial sensitivity of
information discussed between Administration and Audit & Risk Committee would be
compromised by disclosure of the information.

On that basis the public's interest is best served by not disclosing the Cybersecurity
Report - Jan-Mar 2023 item and discussion at this point in time.

CLOSE
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MINUTES OF AUDIT AND RISK COMMITTEE MEETING HELD IN
WITTBER & DR RUBY DAVY ROOMS, SALISBURY COMMUNITY HUB,
34 CHURCH STREET, SALISBURY ON

12 APRIL 2023

MEMBERS PRESENT
Cr K Grenfell (Chair)
Cr B Brug (Deputy Chair)

Ms P Davies
Mr N Ediriweera
Mr C Johnson
OBSERVERS
Nil
STAFF

Chief Executive Officer, Mr J Harry

General Manager Business Excellence, Mr C Mansueto
General Manager City Infrastructure, J Devine

Manager Governance, Mr R Deco

Manager Infrastructure Delivery, J Collins

Manager Financial Services, Ms K George (via Teams VC)
Team Leader Corporate Governance, Mr B Kahland

The meeting commenced at 6:35pm.

The Chairman welcomed the Members, staff and the public to the meeting.

APOLOGIES
Nil.

LEAVE OF ABSENCE
Nil.




PRESENTATION OF MINUTES

Moved Ms P Davies
Seconded Cr B Brug

The Minutes of the Audit and Risk Committee Meeting held on

15 February 2023, be taken as read and confirmed.
CARRIED

REPORTS
The Chairman sought and obtained leave of the meeting to bring forward on the agenda item 7.1.1.

7.1.1 BDO's Annual Audit Plan for 30 June 2023

Moved Cr B Brug
Seconded Mr C Johnson

That Council:

1.  Notes the report.
CARRIED

The Chairman sought and obtained leave of the meeting to bring forward on the agenda item 7.1.4.

7.14 Draft Strategic Asset Management Plan 2023/24

Moved Mr N Ediriweera
Seconded Ms P Davies

That Council:

1. Notes that, in line with Section 126 (4)(ab) of the Local
Government Act 1999, the Audit and Risk Committee considered
the Draft Strategic Asset Management Plan 2023/24 as attached in
the report (Item 7.1.4 - Draft Strategic Asset Management Plan

2023/24, Audit and Risk Committee — 12 April 2023)

CARRIED
UNANIMOUSLY
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The Chairman sought and obtained leave of the meeting to bring forward on the agenda item 7.2.1

7.2.1 Salisbury Aquatic Centre Project

Moved Ms P Davies
Seconded Mr C Johnson

That Council:

1.

Notes that the Audit and Risk Committee reviewed the risk
management methodology and strategy for the Aquatic Centre
Project.

Notes that construction works are progressing in accordance with
the construction program, and the current practical completion date
of 4 April 2024 remains unchanged.

Notes that clearly defined project management processes and
systems, consistent with Council’s Capital Delivery Framework,
are being implemented to provide management principles and
guidance, transparency and the ability to capture learnings for
future project delivery.

Notes that the governance framework is based on other recent
major capital projects such as the Salisbury Community Hub and
the Burton Community Hub.

Notes that KPMG has been engaged for the duration of the project,
in a project management advisory and quality assurance role, to
support the project team.

Notes that Rider Levett Bucknall (RLB) has been engaged for the
duration of the project, to prepare pre-tender, 30% and 60% design
milestone cost estimates, certify monthly progress claims, assess
and negotiate contract variations, and provide project finance
modelling and reporting at bimonthly PCG meetings.

Notes that Kelledy Jones Lawyers are supporting the project team
as required, in relation to contract management.

Notes that extensive site investigation and analysis works were
undertaken by Council pre-tender, and that the associated reports
including known risk and limitation were communicated to the
tenderers, in the tender documents.

Notes that the project Risk Register is an active document which is
used by the project team to record and monitor all project and
financial risks, throughout the different project stages.

CARRIED
UNANIMOUSLY

Mr N Ediriweera declared a general conflict of interest on the basis of KPMG being his employer.
Mr N Ediriweera declared that he had no involvement in this project and no involvement in the
ongoing management and dealt with the conflict by voting in the best interests of the City of

Salisbury.
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Administration

7.0.1 Future Reports for the Audit and Risk Committee

Moved Cr B Brug
Seconded Mr N Ediriweera

That Council:

1. Notes the report.
CARRIED

7.0.2 Actions List

Moved Cr B Brug
Seconded Mr C Johnson

That Council:
1.  Notes the report.

CARRIED
UNANIMOUSLY

The Committee meeting suspended for a short break from 8:00pm until 8:05pm.

For Decision
7.1.2 Draft 2023/24 Long Term Financial Plan and Annual Business Plan

Moved Ms P Davies
Seconded Cr B Brug

That Council:

1.  Notes that the Audit and Risk Committee has reviewed the
Council’s Draft 2023/24 Long Term Financial Plan and Annual
Business Plan in accordance with s126(4)(a,b) of the Local
Government Act 1999.

2. Notes that the Audit and Risk Committee have considered the
following which have been included in the Draft 2023/24 Long
Term Financial Plan and Annual Business Plan (LTFP&ABP) as
required by S122(1h) of the Local Government Act 1999:

a. “ESCOSA Advice Strategic Management Plan Scheme”
proposed Action Plan (commencing page 20 of the Draft
LTFP&ABP)

and

b. “ESCOSA Advice and City of Salisbury Comments”
(commencing page 135 of the Draft LTFP&ABP)
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3. Notes that the Audit and Risk Committee has considered the
scenarios provided within this report and has formed the view, that
considering the costs at risk of higher than current budget increases
eventuating which will be further discussed with Council, a rate
increase within the range of 7.0% and 8.0% is appropriate to
maintain Council’s financial sustainability balanced with the needs
of the community for affordability, and further the Committee
advised that should Council determine a rate increase of less than
6.5%, consideration will need to be given to reduction in service
levels.

CARRIED
UNANIMOUSLY

Cr B Brug left the meeting at 9:14pm and returned to the meeting at 9:15pm.
Mr C Johnson left the meeting at 9:15pm and returned to the meeting at 9:18pm.

7.1.3 Audit & Risk Committee Performance Self-Assessment Survey
Outcome

Moved Mr C Johnson
Seconded Ms P Davies

That Council:

1. Notes the report.
CARRIED

The Chairman sought and obtained leave of the meeting to bring forward on the agenda item 7.2.3.

7.2.3 Position Paper Revenue Recognition

Moved Cr B Brug
Seconded Mr C Johnson

That Council:

1.  Notes the Revenue Recognition Position Paper (as included in Attachment 1,
Audit and Risk Committee meeting, 12 April 2023, item no 7.2.3) which is an
internal document developed to support the administration in correctly
accounting for revenue in relation to Accounting Standards AASB 1058 Income
of Not-for-Profit Entities and AASB 15 Revenue from Contracts with
Customers.

CARRIED
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7.15 Asset Policy Review

Moved Mr C Johnson
Seconded Ms P Davies

That Council:

1. Notes that the Audit and Risk Committee recommends the Asset
Depreciation Policy, as set out in Attachment 1 to this report
(Audit Committee 12/04/2023 Item No. 7.1.5), to Council for
adoption.
CARRIED

7.1.6 3-Year Internal Audit Plan 2022/23-2024/25

Moved Ms P Davies
Seconded Mr C Johnson

That Council:

1. Notes the updates made to the 3-year Internal Audit Plan 2022/2023
to 2024/2025 as set out in Attachment 1 to this report (Audit and
Risk Committee, 12 April 2023, Item No. 7.1.6).

2. Notes the mapping of internal audits to the current identified risks in
the strategic risk register as set out in Attachment 2 of this report
(Audit and Risk Committee, 12 April 2023, Item No0.7.1.6).

3. Notes the accompanying high-level indicative draft scope for
pending audits as set out in Attachment 3 of this report (Audit and
Risk Committee, 12 April 2023, Item No.7.1.6).
CARRIED

717 Audit & Risk Committee Annual Work Plan 2022/2023 and
2023/2024

Moved Mr C Johnson
Seconded Ms P Davies

That Council:

1. Approves the updated Audit & Risk Committee Annual Work Plan
for the year 2022/2023 and 2023/2024 as set out in Attachment 1
to this report (Audit & Risk Committee, 12 April 2023,
Item No0.7.1.7).

CARRIED
UNANIMOUSLY

Cr B Brug left the meeting at 9:37pm and returned to the meeting at 9:39pm.
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For Information

7.2.2 Outstanding Actions Arising from Internal Audits

Moved Mr C Johnson
Seconded Ms P Davies

That Council:

1.  Notes the update in this report and the full Internal Audit Log
Actions Register in Attachment 1 to this report (Audit and Risk
Committee, 12 April 2023, Item No0.7.2.2).

2. Notes the update on the Capital Works Project Audit Pressure
Points Action List in Attachment 2 to this report (Audit and Risk
Committee, 12 April 2023, Item No.7.2.2).

CARRIED
UNANIMOUSLY

QUESTIONS ON NOTICE
There were no Questions on Notice.

MOTIONS ON NOTICE
There were no Motions on Notice.

OTHER BUSINESS
(Questions Without Notice, Motions Without Notice, CEO Update)

Nil.
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ORDERS TO EXCLUDE THE PUBLIC

7.4.1 Quarterly Cybersecurity Report October 2022 - December 2022

Moved Ms P Davies
Seconded Mr N Ediriweera

Pursuant to section 90(2) and 90(3)(b) of the Local Government Act
1999 the Audit and Risk Committee orders that, the public be excluded
from attendance at this meeting in relation to Agenda Item 7.4.1
(Quarterly Cybersecurity Report October 2022 — December 2022) except
the staff of City of Salisbury (Chief Executive Officer, General Manager
Business Excellence, Manager Governance and Team Leader Corporate
Governance), on grounds that:

1.  Pursuant to Section 90(2) and 90(3)(b)(i) and (ii) of the Local
Government Act 1999, the principle that the meeting should be
conducted in a place open to the public has been outweighed in
relation to this matter because:

- it relates to information the disclosure of which could
reasonably be expected to confer a commercial advantage on a
person with whom the council is conducting, or proposing to
conduct, business, or to prejudice the commercial position of
the council; and

- information the disclosure of which would, on balance, be
contrary to the public interest; and

2. The disclosure of this information would, on balance, be contrary
to the public interest because the public interest in the Council
preserving its commercial sensitivity of information discussed
between Administration and Audit & Risk Committee would be
compromised by disclosure of the information.

On that basis the public's interest is best served by not disclosing
the Quarterly Cybersecurity Report October 2022-December 2022
item and discussion at this point in time.

CARRIED
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7.4.2 ERP / Project Connect verbal update

Moved Ms P Davies
Seconded Mr N Ediriweera

Pursuant to section 90(2) and 90(3)(b) of the Local Government Act
1999 the Audit and Risk Committee orders that, the public be excluded
from attendance at this meeting in relation to Agenda Item 7.4.2 (ERP /
Project Connect verbal update) except the staff of City of Salisbury
(Chief Executive Officer, General Manager Business Excellence,
Manager Governance and Team Leader Corporate Governance), on
grounds that:

1. Pursuant to Section 90(2) and (3)(b)(i) and (b)(ii) and (e) of the
Local Government Act 1999, the principle that the meeting should
be conducted in a place open to the public has been outweighed in
relation to this matter because:

- it relates to information the disclosure of which could reasonably
be expected to confer a commercial advantage on a person with
whom the council is conducting, or proposing to conduct,
business, or to prejudice the commercial position of the council;
and

- information the disclosure of which would, on balance, be
contrary to the public interest; and

- matters affecting the security of the council, members or
employees of the council, or council property; or the safety of
any person.

2. The disclosure of this information would, on balance, be contrary
to the public interest because the public interest in the Council
preserving its commercial sensitivity of information discussed
between Administration and Audit & Risk Committee would be
compromised by disclosure of the information.

On that basis the public's interest is best served by not disclosing
the ERP / Project Connect Verbal Update item and discussion at
this point in time.

CARRIED
The meeting moved into confidence at 9:40 pm
The meeting moved out of confidence and closed at 9:59 pm.
CHAIRMAN. ..o,
DATE. ..o
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ITEM7.0.1

ITEM

DATE
HEADING

AUTHOR

7.0.1

AUDIT AND RISK COMMITTEE
11 July 2023

Actions List

Hussain Rafeeu, Internal Auditor & Risk Coordinator, CEO and
Governance

CITY PLAN LINKS 4.2 We deliver quality outcomes that meet the needs of our

community
4.4 We plan effectively to address community needs and identify
new opportunities

SUMMARY This report summarises the actions arising from previous meetings,

RECOMM

That Counc

1. Notes

since it was last presented to the April 2023 Audit and Risk
Committee meeting.

ENDATION
il:

the report.

ATTACHMENTS
There are no attachments to this report.

1. BACKGROUND

11

1.2

The Audit and Risk Committee has requested that an actions list be maintained
and included as an item on the agenda for each meeting.

An actions list has been developed to capture actions arising out of the Audit and
Risk Committee meetings. These actions do not replace the minutes from the
Audit and Risk Committee, or the recommendations of the Committee that were
submitted to the Council for adoption. They are included in this report to support
the Audit and Risk Committee.

2. REPORT

2.1

2.2

2.3

The actions list contains information regarding the date on which the action was
identified, a description of the action, the action owner, the expected due date for
completion of the action and the current status of the action.

Below is the list of actions arising out of the Audit and Risk Committee meetings,
which has been compiled for the purpose of supporting the Audit and Risk
Committee.

Actions will remain on the actions list until reported as completed. Once the
action has been completed, and that completion has been reported to the Audit and
Risk Committee, the item will be removed from the actions list.
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ITEM7.0.1

2.4 Where an action is noted as outstanding on the Futures Report (Agenda item
7.0.1), that action is removed from this report, to avoid duplication.

No | Date Action Owner Due Status
Date
42 | 12 Feb | Consider undertaking an GM Business | Sep | Draft scoping
2023 | independent audit or review on the Excellence 2023 | document being
lessons learned arising from the reviewed by
confidential Quarterly Administration and
Cybersecurity Report update given an external vendor
to February 2023. has been identified to
perform the audit.

3. CONCLUSION/PROPOSAL

3.1 Anactions list has been developed for the Audit and Risk Committee. The actions
list will be maintained and presented to each Audit and Risk Committee meeting
with an update on status of the relevant items. Any additional actions identified by
the Audit and Risk Committee will be included on the actions list as they arise.
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ITEM7.0.2

ITEM

DATE
HEADING

AUTHOR

CITY PLAN LINKS

SUMMARY

RECOMMENDATION
That Council:
1. Notes the report.

ATTACHMENTS

7.0.2

AUDIT AND RISK COMMITTEE

11 July 2023

Future Reports for the Audit and Risk Committee

Michelle Woods, Projects Officer Governance, CEO and
Governance

4.2 We deliver quality outcomes that meet the needs of our
community

This item details reports to be presented to the Audit and Risk
Committee as a result of a previous Council resolution. If reports
have been deferred to a subsequent month, this will be indicated,
along with a reason for the deferral.

There are no attachments to this report.

1. BACKGROUND

1.1 Historically, a list of resolutions requiring a future report to Council has been
presented to each committee for noting.

2. CONSULTATION/COMMUNICATION

2.1 Internal

2.1.1  Report authors and General Managers.

2.2 External
2.2.1  Nil.
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ITEM7.0.2

3.  REPORT

3.1 The table below outlines the reports to be presented to the Audit and Risk
Committee as a result of a Council resolution.

Meeting - Heading and Resolution Officer
Item
27/02/2023  Litigation Update Brett Kahland
7.4.2 Council has previously resolved this resolution to be
confidential.
Due: August 2023

4.  CONCLUSION/PROPOSAL

4.1 Future reports for the Audit and Risk Committee have been reviewed and are
presented to Council for noting.
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ITEM7.1.1

ITEM

DATE
HEADING
AUTHOR

CITY PLAN LINKS

SUMMARY

RECOMMENDATION
That Council:
1.  Notes the report

ATTACHMENTS

7.1.1

AUDIT AND RISK COMMITTEE

11 July 2023

BDO's Interim Management Letter for 2022/2023 Year End Audit.

Hussain Rafeeu, Internal Auditor & Risk Coordinator, CEO and
Governance

4.2 We deliver quality outcomes that meet the needs of our
community.

Council engaged BDO to provide external audit services for the
financial year ending 30" June 2023 in accordance with the
requirements of the Local Government Act 1999 and associated
regulations. The initial phase comprises the conduct of an internal
controls audit which commenced in May 2023.

The status of the internal controls audit is provided in BDO’s
Interim Report on the 2023 External Audit, which will be presented
by BDO at the Audit & Risk Committee meeting in July 2023.

BDO’s status update on the Annual Audit Plan report states that
based on the work to date, they have not noted any reportable
points or material exceptions that would lead to a qualification to
the audit report on internal controls.

The outcome of the internal controls audit will be finalised and
included within the final audit completion report to be issued
following the final year-end audit.

This document should be read in conjunction with the following attachments:
1. BDO's Interim Report - 2023 External Audit

1. BACKGROUND

1.1 Section 129(3) of the Local Government Act 1999 states that:
The auditor must provide to the council

(a) an audit opinion with respect to the financial statements; and

(b) an audit opinion as to whether the controls audited under subsection (1)(b) are
sufficient to provide reasonable assurance that the financial transactions of the
council have been conducted properly and in accordance with law.

Page 19

City of Salisbury

Audit and Risk Committee Agenda - 11 July 2023



ITEM7.1.1

1.2

1.3

1.4

1.5

1.6

1.7

Section 125 of the Local Government Act 1999 states that:

(1) A council must ensure that appropriate policies, practices and procedures of
internal control are implemented and maintained in order to assist the council
to carry out its activities in an efficient and orderly manner to achieve its
objectives, to ensure adherence to management policies, to safeguard the
council's assets, and to secure (as far as possible) the accuracy and reliability
of council records.

(2) The policies, practices and procedures of internal financial control under
subsection (1) must be in accordance with a standard or document (such as a
model relating to financial controls) adopted by the regulations.

Section 10A of the Local Government (Financial Management) Regulations 2011
states that “For the purposes of section 125(2) of the Act, the policies, practices and
procedures of internal financial control of a council must be in accordance with the
Better Practice Model—Internal Financial Controls.”

Section 19(2) of the Local Government (Financial Management) Regulations
2011 states that “In forming an audit opinion for a council under section 129(3)(a)
of the Act, the auditor must give due consideration to the adequacy of the
council's policies, practices and procedures of internal control under section 125
of the Act.”

Section 19(3) of the Local Government (Financial Management) Regulations
2011 states that “In forming an audit opinion for a council under section 129(3)(b)
of the Act, the auditor must assess the internal controls of the council referred to
in section 129(1)(b) of the Act based on the criteria in the Better Practice Model—
Internal Financial Controls.”

In accordance with section 126(4)(c) of the Local Government Act 1999 the
functions of Audit and Risk Committee include “reviewing the adequacy of the
accounting, internal control, reporting and other financial management systems
and practices of the council on a regular basis.”

In accordance with section 126(4)(b) of the Local Government Act 1999 the
functions of Audit and Risk Committee include “liaising with the council's
auditor.”

2. REPORT

2.1

2.2

2.3

2.4

BDO conducted an interim audit as part of the overall 2022/2023 external audit
process. Representatives from BDO attended at the Salisbury Community Hub
from 15 to 19 May 2023 to perform an audit on the internal controls of City of
Salisbury.

The Administration provided key necessary documentation to BDO prior to their
attendance at the Salisbury Community Hub.

The City of Salisbury maintains LG Better Practice Model—Internal Financial
Controls within Control Track software.

BDO selected 87 internal controls, based on risk prioritisation. The progress of the
work completed to date on internal controls is as set out in Attachment 1 to this
report.
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ITEM7.1.1

2.5 BDO representatives Andrew Tickle, Partner, and/or Chelsea Aplin, Senior
Manager, will be in attendance for the July 2023 Audit and Risk Committee
meeting to present the Interim Report.

2.6 The internal assessments and reviews of the financial internal controls have been
completed. BDO report states that based on the work to date, they have not noted
any reportable points or material exceptions that would lead to a qualification to
the audit report on internal controls.

3. CONCLUSION/PROPOSAL

3.1 BDO will complete its work on financial internal controls and the financial
statements over the coming months and report its findings to the October 2023
meeting of the Audit and Risk Committee.
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7.1.1 BDO's Interim Report - 2023 External Audit

Tel: +61 8 7324 6000 BOO Centre
Fax: +61 8 7324 6111 Level 7, 420 King William Street
www.bdo.com.au Adelaide SA 5000

GPO Bax 2018 Adelaide SA 5001
Australia

Cr Kylie Grenfell
Presiding Member, Audit and Risk Committee

City of Salisbury
34 Church Street
SALISBURY SA 5108

26 June 2023

Dear Kylie
INTERIM REPORT ON THE 2023 EXTERNAL AUDIT

We are pleased to provide the members of the Corporate Governance Committee an update on the
2023 External Audit.

We have conducted our interim audit visit as set out in our audit plan. Our work to date has covered:

+«  Our annual assessment of risk and potential implications for the audit of the financial report.

«  Our annual assessment of risk and potential implication for the audit opinion on internal controls.

*  Areview of internal controls and determination of those which will be relied upon and tested as
part of our audit strategy for the audit of the annual financial statements.

« Interim testing of internal controls for the audit opinion on internal controls.

* Interim testing of a sample of transactions in revenue, operating expenditure and payroll
functions.

«  Review of interim results and analytical review to identify any unusual trends or items which
might require additional audit attention.

*  Review of interim testing to ensure that there are no underlying deficiencies in internal controls
or matters which would require additional attention as part of our audit on the financial report,

In addition to the issues identified in our audit plan, as discussed during the Corporate Governance
Committee meeting held on 12 April 2023, we will provide an update on:

*  Materiality
* Revaluation, depreciation, useful lives and residual values of Infrastructure, Land & Buildings.

» Progress in relation to our work around internal controls.

B00 Audit Pry Ltd ABN 13 134 022 370 s a member of 3 national association of independent entities which are all membery of B0O Austra
Ltd ABN 77 030 110 275, an Australtan company timited by guarantes. BDO Audit Pty Lid and BDO Australia Ltdf are members of BDO
International Ltd, a UK company limited by guarantee, and form part of the intemationsi BDO network of independent member firms, Liz
timited by a scheme approved under Professional Stanclards Legistation.
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7.1.1 BDO's Interim Report - 2023 External Audit

IBDO

Status update on key issues
Materiality

At the time of issuing our 2023 Annual Audit Plan we were yet to calculate our materiality as we had
not commenced our ptanning visit. We have since completed this visit and take this opportunity to
communicate our current position. Our materiality for the 30 June 2023 audit is based on 1.9% of
forecasted expenditure of $133,621,530. Our estimated materiality levels are set out in the table
below:

MATERIALITY $2,530,000

CLEARLY TRIVIAL THRESHOLD $126,500

Revaluation, depreciation, useful lives and residual values of Infrastructure, Land & Buildings

Council revalue all significant asset classes on a regular basis such that carrying values are not
materially different from fair value. Revaluations are carried out on a rotational basis by Council's
employees in conjunction with independent valuers. This year, we have been briefed by management
that there will be an external revaluation of Council’s bridges and a desktop review of the unit rates
for infrastructure assets.

It is expected that these engagements will be completed as part of the year end reconciliation process,
and this will be available to us by our final visit commencing 28 August 2023.

Accounting treatment of Capital Work In Progress (WIP)

We have been briefed by management on the progress in relation to Capital WIP and in particular the
capitalisation and / or expensing of items. It is expected that the underlying asset records will be
updated together with the year-end reconciliation and will be completed before the commencement of
the final audit visit.

Accounting treatment for grant funding

AASB 1058 provides specific guidance on the recognition of revenue that enables an entity to acquire or
construct a recognisable non-financial asset that is to be controlled by the entity. As a result, Council
recognises income in profit or loss when, or as, it satisfies its obligations under the transfer.

We will obtain a schedule of grant income recognised and deferred at year end. We will select a
sample of grants and obtain the agreements to review in detail and ensure that they have been
recognised in accordance with applicable accounting standards.

Management override of internal controls

Our interim testing did not identify any evidence of management override of internal controls. We will
revisit this at the year-end visit, complete our testing and report our findings accordingly.
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7.1.1 BDO's Interim Report - 2023 External Audit

IBDO

Update on audit opinion in relation to internal controls

We have commenced planning work and testing of internal controls for the purpose of providing an
audit opinion on Council’s internal controls, specifically that controls exercised by the Council in
relation to the receipt, expenditure and investment of money, the acquisition and disposal of property
and the incurring of liabilities are sufficient to provide reasonable assurance that the financial
transactions of the Council have been conducted properly and in accordance with law.

Our assessment of internal controls is based on the criteria in the Better Practice Model - Financial
internal Control for South Australian Councils as issued by the Local Government Association of South
Australia.

Below is a table that shows the progress of the work completed to date on internal controls:

CONTROLS =5- ;

COMPLETED - COMPLETED - NOT
RISK CATEGORY TO BE IN PROGRESS ooz

SATISFACTORY | UNSATISFACTORY STARTED

TESTED

Strategic Financial 9 8 . 1
Planning
Assets n 14 . 2 6
Liabilities 8 7 - - 1
Revenue 18 15 . 3
Expenses 27 5 - 22
External Services 3 . . k]
Financial Governance

Based on the work to date, we have not noted any reportable points or material exceptions that would
lead to a qualification to the audit report on internal controls. We will continue our work on internal
controls at the year-end visit and will report to Council accordingly.

Please contact me if you have any questions or need any further information.

Yours sincerely
Ltd

dreJJ Tickle

Director
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ITEM7.1.2

ITEM 7.1.2

AUDIT AND RISK COMMITTEE

DATE 11 July 2023

HEADING Audit and Risk Committee Annual Work Plan 2023/2024

AUTHOR Hussain Rafeeu, Internal Auditor & Risk Coordinator, CEO and
Governance

CITY PLAN LINKS 4.2 We deliver quality outcomes that meet the needs of our
community

4.4 We plan effectively to address community needs and identify
new opportunities

SUMMARY The Audit and Risk Committee Annual Work for the year
2023/2024 is attached for review by the Audit and Risk Committee.

RECOMMENDATION

That Council:

1.  Approves the updated Audit and Risk Committee Annual Work Plan for the year
2023/2024 as set out in Attachment 1 to this report (Audit and Risk Committee, 11 July
2023, Item No.7.1.2).

ATTACHMENTS

This document should be read in conjunction with the following attachments:
1. Audit and Risk Committee Annual Work Plan for 2023-2024

1. BACKGROUND

1.1 The Annual Work Plan 2023/2024 was last presented to the Audit and Risk
Committee at its meeting held on 12 April 2023.

1.2 The purpose of the Audit and Risk Committee Annual Work Plan is to ensure that
all essential areas are covered by the Audit and Risk Committee, in performing its
roles and responsibilities under the Local Government Act 1999 (“the Act”).

2. REPORT

2.1 Key changes on the Audit and Risk Committee Annual Work Plan 2023-24, since
it was last presented in April 2023 are as follows:

211  The past completed year’s Annual Work Plan is removed in this
2023/2024 Annual Workplan.

2.1.2  Internal Audit Report on the Desktop Audit on Strategic Alignment of
Investment in ERP Solutions, is rescheduled to be presented to the
November 2023 Audit and Risk Committee meeting as the relevant
General Manager for this audit area is on pre-arranged leave at the time
of the July 2023 Audit and Risk Committee meeting.
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2.1.3  Following the rescheduling of the Independent External Review of the
Internal Audit Function audit from June 2023 to June 2024, the report is
expected to be completed and presented to the November 2024 Audit and
Risk Committee meeting, and therefore this audit is removed from the
2023/2024 Audit and Risk Committee Annual Work Plan.

2.1.4  All other items from the last presented Annual Work Plan remain
unchanged.
CONCLUSION / PROPOSAL

2.2 This report outlines all changes made to the Audit and Risk Committee Annual
Work Plan for the 2023/2024 financial year.
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7.1.2 Audit and Risk Committee Annual Work Plan for 2023-2024

Audit & Risk Committee (A&RC) - Annual Work Plan 2023/2024
(Updated for 11 July 2023 Meeting)

Relevant FY 2023 / 2024 Comments
Touch points a
No. Aty (LG Act / TOR) g & g ; ;
1.0|Financial Reporting 5126(4)(a) -
Review Annual Financial Statements for FY2021/22 and (next FY
2022/23)
1.1}~ Review Asset Valuations 2021/22 and (next FY 2022/23) " 1
- Review methodology and approach to Depreciation 2021/22 and
{next FY 2022/23)
Reviewing significant accounting and reporting issues, recent
1.2|changes in standards and industry updates 2021/22 and (next FY " 1
2022/23)
Reviewing significant accounting and reporting issues, recent
1,3|changes in standards and industry updates for FYE 2022/23 and i
(next FY 2023/24)
2.0 |Internal Controls 5126(4)(c)
21 Review Better Practice Model Self-Assessment {External Auditor N P
" |reviews as part of Controls certification)
22 Annual Report - Internal Controls Framework and Audit Committee . P
" |sections
3.0 |Risk Management $126(4)(c)
3.1|Review of Strategic Risk Register - B BR BE BE |
3.2|Risk Management & Internal Control Activities " 4 BN BR
3.6|Confidential Report on Cybersecurity " AN R R BN | Racurring Quartardy status update
report
4.0 |Internal Audit 5126(4)(c)
4.1|Review Internal Audit Plan . B (1
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7.1.2 Audit and Risk Committee Annual Work Plan for 2023-2024
Audit & Risk Committee (A&RC) - Annual Work Plan 2023/2024
(Updated for 11 July 2023 Meeting)
Relevant FY 2023 / 2024 Comments
Touch points a
No- Activity (LG Act / TOR) g b g ; g
4.2|Review the status of Outstanding Audit Actions " € TRERE)
Given that the relevant General
Manager for this audit is on leave
i i ill
Desktop Audit on Strategic Alignment of Investment in ERP N UG Sy L% S WA 0L B
4.6 I |} able to present the report to the
Solutions. .
A&RC, the report presentation is
rescheduled to November 2023
A&RC meeting.
4.7|1A Report - Strategic Reporting Process " [l
Removed,
Following reschedule of this audit
4.8|IA Report - Independent External Review of Internal Audit Function " € to commence in June 2024, this
will be presented to November
2024 Audit & Risk Committee.
4.9/1A Report - Tree Management Framework Audit " ]
4.10 |IA Report - Rates Setting Process, Revenue and Debtors Audit " H
4.11 |1A Report - Risk Management Audit " 1
4.12 |IA Report - Fraud and Corruption Prevention Control Audit " 1
4.12 |IA Report - Business Continuity Audit " g
5.0 |External Audit $126(4)(b)
51 Review External Audit Plan for 2022/2023 audit and (next FY N 1
'"12023/24)
5.2{Review Interim Audit Report " ]
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7.12

Audit and Risk Committee Annual Work Plan for 2023-2024

Audit & Risk Committee (A&RC) - Annual Work Plan 2023/2024
(Updated for 11 July 2023 Meeting)

No.

Activity

Relevant
Touch points
(LG Act / TOR)

FY 2023 / 2024

:

i}

5.3

Review final External Audit Report

5.4

Review Management Representation Letters

5.5

Assess the appropriateness of Council's response to the Auditor’s
findings and recommendations

"

5.6

Oversee actions to follow up on matters raised by External Auditor

5.7

Meet with External Auditor to:

- invite presentation of audit methodology and risk assessments
within the External Audit plan

- discuss any qualifications and comments made in management
letter

- invite comments on financial management and internal controls,
relative to other benchmarks

- discuss any other relevant matters

TOR3.2

58

In-confidence session with External Auditor

Better Practice

Reporting

6.1

Audit Committee Self-Assessment report

s126(4)(c)

6.2

Report on Audit Committee Work program status and future
proposals

o

Standard Agenda Item, review on a
need arising basis.

7.0

Strategic, Financial and Management Planning

$126(4)(ab)

7.1

Review Annual Plan 2022/23 & LTFP

7.2

Review Annual Budget, Fees & Charges 2022/23

7.3

Review Annual Plan 2023/24 & LTFP and (next FY 2024/25)
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7.1.2 Audit and Risk Committee Annual Work Plan for 2023-2024

Audit & Risk Committee (A&RC) - Annual Work Plan 2023/2024
(Updated for 11 July 2023 Meeting)

Relevant FY 2023/ 2024 Comments

. e e I FTHHIE

Review Annual Budget, Fees & Charges 2023/24 and (next FY N 1
2024/25)

7.

=y

8.0 |Policy and Procedure Review 5126{4)(c)
8.1|Treasury Policy "

9.0 |Other Matters $126{4)(ac)
9.1|Review/Approve Audit Committee Annual Work Program "
9.2|Reports on other relevant matters {if any) " (AR BR B R |
9.3 Proposing and reviewing the exercise of powers under s130A of the

Act (if any)

Public Interest Disclosures cases reported and investigations "

undertaken (if any)

Internal Controls Framework and Audit Committee section for

9.5{inclusion in the Annual Report 2021/2022 and (for next FY 1

2022/2023)

s130A

9.4

Past Reporting / Review

Current Month Reporting / Review
Rescheduled / Deferred

Future Reporting / Review
Excluded / Removed
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ITEM7.1.3

ITEM 7.1.3

AUDIT AND RISK COMMITTEE

DATE 11 July 2023

HEADING 3-Year Internal Audit Plan 2022/23-2024/25

AUTHOR Hussain Rafeeu, Internal Auditor & Risk Coordinator, CEO and
Governance

CITY PLAN LINKS 4.2 We deliver quality outcomes that meet the needs of our

community
4.4 We plan effectively to address community needs and identify
new opportunities

SUMMARY This report summarises the changes to the 3-year Internal Audit

Plan 2022/2023 to 2024/2025, since it was last presented to the
Audit and Risk Committee in April 2023.

RECOMMENDATION
That Council:

1.

Notes the updates made to the 3-year Internal Audit Plan 2022/2023 to 2024/2025 as set
out in Attachment 1 to this report (Audit and Risk Committee, 11 July 2023, Item
No0.7.1.3).

Notes the mapping of internal audits to the current identified risks in the strategic risk
register as set out in Attachment 2 of this report (Audit and Risk Committee, 11 July
2023, Item No.7.1.3).

Notes the accompanying high-level indicative draft scope for pending audits as set out in
Attachment 3 of this report (Audit and Risk Committee, 11 July 2023, Item No.7.1.3).

ATTACHMENTS
This document should be read in conjunction with the following attachments:

1. 3 Year Internal Audit Plan 2022-23 to 2024-25
2.  Strategic Risk Mapping to Internal Audits
3. Indicative Scope for Pending Audits 11 July 2023
1. BACKGROUND
1.1 The 3-year Internal Audit Plan 2022-2023 to 2024-2025 and the accompanying
indicative draft audit scopes were last considered by the Audit and Risk
Committee in April 2023.
1.2 The Audit and Risk Committee requested to update the 3-year Internal Audit Plan
showing the mapping of internal audits to the strategic risks.
Page 33 City of Salisbury

Audit and Risk Committee Agenda - 11 July 2023



ITEM7.1.3

2. REPORT

The updated 3-year Internal Audit Plan 2022-2023 to 2024-2025 is set out in
Attachment 1 to this report.

Key changes and updates to the 3-year Internal Audit Plan 2022-2023 to 2024-2025 are
as follows:

2.1 Progress of Audits as per Approved Internal Audit Plan

2.1.1 Desktop Audit on Strategic Alignment of Investments in Enterprise

Resource Planning (ERP) Solutions

The Internal Auditor and Risk Coordinator completed the audit and issued
the draft internal audit report with management comments for final
consideration by General Manager Business Excellence (GMBE) and the
Chief Executive Officer (CEO). Given that the relevant General Manager
for this audit area (GMBE) is currently on leave, the CEO decided to
reschedule the presentation of this audit report to another Audit and Risk
Committee meeting to allow GMBE to be present when the report is being
presented to respond to any queries that may arise relating to the audit
report.

2.2 Ongoing and Pending Audits for this current Financial Year

Strategic Reporting Process Audit — Galpins has commenced the internal audit
field work in June 2023. The audit is expected to be completed and draft report
issued for management comments by mid-August 2023, and currently scheduled
to present the audit report to the November 2023 Audit and Risk Committee
meeting.

The following audits are on schedule to commence in 2023/2024 in accordance
with the last update to the Audit and Risk Committee in April 2023:

Tree Management Framework Audit — to commence in July 2023 on a co-
sourced model.

Rates Setting Process, Revenue and Debtors Audit — to commence in
August 2023 to be undertaken by Internal Auditor and Risk Coordinator.

Risk Management Audit — to commence in October 2023 on a co-sourced
model.

Fraud and Corruption Prevention Control Audit — to commence in
January 2024 to be undertaken by Internal Auditor and Risk Coordinator.
Business Continuity Audit — to commence in January 2024 on a co-sourced
model.

IT Disaster Recovery Audit — to commence in April 2024 on a co-sourced
model.

2.3 Audits Rescheduled

Independent External Review of Internal Audit Function — originally
planned to commence in June 2023 on a co-sourced model. Administration
has further considered to reschedule commencement of this audit in June
2024 to allow other more value adding audits (such as tree management
framework audit; rates setting process, revenue and debtors audit; and risk
management audit) coming out of the strategic risk register to commence in
the first half of 2023/2024 as originally scheduled.
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2.4 Strategic Risk Register Mapping of Internal Audits

The 3-year Internal Audit Plan is developed to closely align the activities of
internal audit with Council’s current identified strategic risks. The internal audits
undertaken (since 2011) and planned on the 3-year internal audit plan are mapped
to the current identified risks on the strategic risk register, to demonstrate this
relationship as summarised below:

Risk Short Name

Strategic

INTERNAL AUDITS (2011 to 2025)

PAST INTERNAL AUDITS

Inherent
Resdiual

PLANNED INTERNAL AUDITS ON
3-Year Internal Audit Plan
2022/23-2024/25

(Mar 2011)
Food Safety Audit (Apr 2020)

Event Incident Management Business Continuity Audit (Jan 2024)
Framework Audit (Dec 2016)
Event Incident Management Risk Management Audit (Oct 2023)
. € |Framework Audit (Jun 2021)
1 Business =
Continuity Risk 8 Compliance With Building
= Inspections Policy (Sep 2014)
LGRS BCP Exercise Audit (June
2018)
BCP Desktop Audit (Nov 2014)
Recycled Water E .
2 | Contamination = |Management of Contaminated | iy \1anagement Audit (Oct 2023)
. © |[Sites Audit (Aug 2020)
Risk s
Public and Environmental Health By-Laws Management and .
) . Enforcemement Process Audit (Feb
Public and Management Audit (Dec 2017) 2025)
3 Environmental o
Health Risk Administation of the Food Act
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% o ‘g s PLANNED INTERNAL AUDITS ON
% 2 RiskShortName g 5 PAST INTERNAL AUDITS 3-Year Internal Audit Plan
& £ 2022/23-2024/25
Strategic Development Projects Tree Management Framework Audit
Audit (Mar 2018) (Jul 2023)
€ Community Consultation Process, and
4 Environmental 3 Community Perception Survey
and Social Risks g Effectiveness Audit (Jul 2024)
Environmental Sustainability & Climate
Change Risk Management Audit
(potential 2025/2026 Audit)
Corporate Credit Card Audit (Oct |Fraud and Corruption Prevention
2020) Control Audit (Jan 2024)
Trade Card and Trading Account .
Audit (Nov 2020) Grants Management Audit (Aug 2024)
Financial Sustainability Audit (Jun |Rates Setting Process, Revenue and
2019) Debtors Audit (Aug 2023)
Asset Management Audit (Mar Budgetary Control Audit (Nov 2024)
2020)
Payroll Audit (Sep 2010; March Desktop Audit on Strategic Allgnmen.t
2017) of Investments in ERP Solutions Audit
(Jan 2023)
Financial g )
5 Sustainability = Procurement Audit (Sep 2014)
. ()
Risk = |Fraud and Corruption Prevention
Control Audit (Jan 2013)
Grants Management Audit (Sep
2012)
Contractor Management Audit (Jan
2020)
Fleet, Heavy Vehicle, High Value
and Portable Assets Audit (Jan
2023)
Capital Works Projects Audit (Mar
2018)
Capital Works Projects Audit (Aug
2021)
Complaint Handling Process Audit |Strategic Reporting Process Audit
(Mar 2021) (Mar 2023)
£ Volunteers Audit (Mar 2008) Data Governance Audit (Jul 2024)
> - B
6 |Governance Risk S |Volunteers Audit (Jun 2021) Risk Management Audit (Oct 2023)
=
Capital Works Projects Audit (Mar
2018)
Capital Works Projects Audit (Aug
2021)
Event Incident Management
c |Framework Audit (Dec 2016)
7 Work Health and ._g LG Risk Evaluation Audit (Nov
Safety Risk g 2019)
Event Incident Management
Framework Audit - Jun 2021
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INTERNAL AUDITS (2011 to 2025)

z’ Risk Short Name PAST INTERNAL AUDITS

Strategic
Inherent
Resdiual

PLANNED INTERNAL AUDITS ON
3-Year Internal Audit Plan
2022/23-2024/25

Business Systems and Solutions
Audit (Apr 2018)

Desktop Audit on Strategic Alignment
of Investments in ERP Solutions Audit
(Jan 2023)

IT and
8 Cybersecurity

Cyber Security Implementation
Project Pre-Implementation Audit

Data Governance Audit (Jul 2024)

Medium

Risk

Business Continuity Audit (Jan 2024)

IT Disaster Recovery Audit (Apr
2023)

Climate Change
Risk

Medium

Environmental Sustainability & Climate
Change Risk Management Audit
(potential 2025/2026 Audit)

People & Culture Risk Review (Jun
2015)

Community Consultation Process, and
Community Perception Survey
Effectiveness Audit (Jul 2024)

Program Review of Twelve25
Salisbury Youth Enterprise Centre
(Sep 2012)

10 | Reputation Risk

Medium

Legislative compliance Audit (Jan
2021)

For further clarity, an expanded version covering these strategic risks with
corresponding causes and controls, the control effectiveness, and the internal audit
mappings are included in the Attachment 2 of this report.

This mapping will be updated in December 2023 upon finalisation of the revised

strategic risk register.

2.5 Indicative Scopes for Pending Audits for the 3-year Internal Audit Plan

The scopes for pending audits (included in Attachment 3) have not changed since
last presented to the Audit and Risk Committee in April 2023.

3. CONCLUSION/PROPOSAL

This report outlines the progress made towards the completion of the 3-year Internal
Audit Plan since it was last presented to the Audit and Risk Committee in April 2023.
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7.1.3 3 Year Internal Audit Plan 2022-23 to 2024-25

The City owns and operates a sigraficant feet of vehcies. There n
. ¥ risd trat the mmmanagerrent of P feet causes neMoences in .
. eatormsd svents Inadeguete valiston of aaseds o and rivk managenert § suliciently regard 10 producivey and negaive cout Impect Thi evaew s 10 """_m
? naccunsie depreciation ot 30 phesiect @ ermare e provide that the e and sk Promcts.
+ Inadecume planning for visbdity of e feet, hewvy veiicies. N regens 10 ~arage of thes feet & Bty Survioes; Pisld Servime
fepaks o g Foust 10 protect the wabiity of e avaets. and Shuagic
Lack of whgrament and « Lach of busness engogerwnt and
integrty of 1T sysieow chanty of roles uyWesrt reance lachreingy © mammn
and data 10 suppont *+ Externad prestiuse for changes 10 m“m “:m g-FrAnhm.:ﬁ
service deisery | systevra 1D prowche BssTance hat e
- Fabhse  a0equately mvove T when| ™ E """'"" MIGTD FY Bocaiviine. v costign oy pack e Gy
| Geveloping plans. stralegies and
| propects .
.'"".".W:w"'" wubmmdmmmuhn‘
ST B Syvtem ""“_u Strwleyy y robust f0 support cumentand | L o
ey ad
. B | § foontited ine enchrmd o g and s sigred 1o e o ramves . Sytores: g e
jmarrar [ccomplehenent of Cay Pen 2005 Goven 1hat COB is 1 the mtel of 4 mafr 1T inveaboont 0rmct | oo oo,
0 e oo of #n Enterprne R Planning (ERP)
wpnieen, following the st Aast & Risk Commition fendbach.
Oelunrined et £ & more value sddvy (0 underdele
o intlel dwiidop sud on Pe strategs o T by
By he Cty's ntemal Acdter & Rivk Coordator, st instwad of &
S Bedged (T irvestment sudd By an exivnal sust Srm A A
Bedped 1T bvestment & © be underiaben of & Woler stage upon e
Iplereriaton of the ERP yystom
emtlecuve governence * Iy
NS I B provision of which are et Sokad 15 olie or
wervice which o mot I
el COMTRINRYy » Fabhae 10 dubver what i sogacied by
| @sge tutens The local cormeamty dus 1o & leck of
'f’f"’"‘"’*""‘"‘" ity of Salstury hat establshed &5 sirmlegic plan, Ciy Pian 2035,
) aviad “"‘n" witsd oy Tohasd by cr 0@ a0 and!
. ? 9". "’"'-_‘"'m'.:“"“ ndCalons for e mesum 10 iohg ieem. The sudl wil
e ":' poing twrwrn the SEQC OOrIngG processes ncluting Sl net
) ve recasadrity benied G importing cnt. Fa Cty Pan 2035 eed other
.'“' wd i to redpeant plar ncludng Acrusl Plan and Busness Pacs.
| nddresa Cusianmer ey
» Fakare 10 sogage wih o
[ stabatoidns i developing the Ciy

Page 39
Audit and Risk Committee Agenda - 11 July 2023

City of Salisbury



7.1.3 3 Year Internal Audit Plan 2022-23 to 2024-25

Cybervecutty sk s recog as a0 g and ever o]
ak for mary SMANSItons whaoh Mmay ead to Srancial oss. service
erpton GEta 008 MDY AN damage from an eventt
Impacing the Ciy's sdonmasen sywsens CO8 has dessioped &

mwhmmmu-mm
inplevested COS's Gaasher
anu-ﬂbmnhﬂ“

e wing.

o ly ripiee

In vcordance wih Pe test pracice wlandards, COS's IMemal Augn
mmmhmbmmumum

NA NiA i « | NA - met nciuded it e srstegic vk
2
egue The lest sudt was undertahen n 2016, and i due for anather
rovew o comply weh ha stardarch
'Mnbwn g understanding and
rpac! of everomeeetal | pimening for Taciors impucting e Macsgument The City has & sireet tree population of ever 75,000, mede up of
and wocil faclons on ‘ ) Pramowork  [Frovide sssurence St COS has mote Puin 7 Sfermct spackes. wihen £3 Krmtacaces, parka a0d
Counchl infrasinuctwe, + Falurw 1o considet ervirormentsl Audit wed 2 Tree Manage COon Spaces - and which *
ety and services conseguences when pleening and Frammao for the management of - Cormmunity Plansing &
A g poley P Ky Draction 2 Sustaineg Our Enveosment and Key Drection Vasiny:

3 The Living City' in out City Plan 2005 A repiacerment value of
foprosimately $3 Am for e i nchuded within seset cless Roads
Peciges srdd Footpata” in the Austed Frencial Statermens for
FY201520 COS has an ongoing Stee! Tree Renewal Program thet
v 10 renew shout 1 000 ees sach yeer. To snsure the
Mdmm COS has snlabishad a Tree
[ 20 of s uan forest.
mmwnnmdmm ree
mmm mmm Lommunty

and wrgage and sk e This review B
10 prowede sssursnce thal Pw Cty's Tree Manugerent Framework &)
d oo ¥

Page 40
Audit and Risk Committee Agenda - 11 July 2023

City of Salisbury



7.1.3

3 Year Internal Audit Plan 2022-23 to 2024-25
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(fraue. comupton. meconduct snd preversson of fraud. conmaption wd

wd ndapendend assesurend of ypsloms and processes (sees piece
e pant of B srvical ademal sudll and renaing & part of many

wrherr! sudis Given that there are contnuoun changes hepgening

Wit the control ervrorement, systenm, process. and

Al Dx

wolved e smergence of newer ek and fakune of controm mary
occar and iherefore an assessment of conitoie for haud & essentisl
Hence Be obyective of tha st i 10 determine the sflectvensss of
Faud prevertion siialeges TIs au0? #ms 10 ensure That cument
practoes are eBattive 10 prevent muwum
10 Faad. comation ol and o, and evdure
that confrols are mpiemenied as per agreed polces
EET
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7.1.3 3 Year Internal Audit Plan 2022-23 to 2024-25

CTEMNAL AUDIT PLAN - 20237633 to 2034783

The previous BOP sudits were underaken n 2014 and 208 Since
e, BOP seviows for ndhvidusl Fave boen
COrDnuly OFf Smsrgency + Externgl prassise for changes 10 u-«quwucosum.nmum
evenl, of majer wcdent L P sdnguay nrad el of the curtent SCM
ot 3 Councl run * Falun 10 adequatesy rvolve [T when
Communty avent deseloprg plam . dirviegers ans
188 [SRE Lack of ahgrment ? ? prosects
ond rdegrty of IT * Fadors 10 consider Wl Opt0nS when
Sywems and duts fo PIpACYNG 8 SYSIeN OF PRoces
SUEPO sevvice devery . change s net
conducied in @ siuchueed and Dgoa
.
City of Selsbury » Elacted Mermier cobeson The mapping of inferms sudis ageirst the salegc reh mgaier
[repation wilers due 0 * Lk of or retecive arety Process, and Community iduritfind Surt i ares hae nol been sudited lor sdequacy and | _
werveces provded rot |onaSmon 87 engegerrent Process, and Pt Survey [ Mects Lefectveness i e paal However, selevent policiey ane 2, b, e
sy * Fadue 10 delver servioes especing Comemunity Audit e n place and COMITLItY pRTEpion yurveys are - re g~
reeds and expecistions, by he Peccaption Thee sudt s 10 provide Resurmnce reguiery it may e bereScial for the Cly 10 the it
esuiing i @ reduction in * Customer service & not property Survey thet the City's commundty efleciveness of these wurveys o°d how wel Te 98 from
butress mvestmert. [ mordored o meraged ¥t vt ergage heve surveys are Foomorated in he service delivery and planeing | Develcpment und Any
+ Not meetng shaRge obectves Y o s adequiie and ol process of Councd and whether (he relevant polcies and other Dnisons that |
% ? ? - Fadure 10 Undersne legriasve and ermure That the Community 1 dures are ellecively ng frvohve the devalopment
+ Linck of or ineflactive comvmunity
Conautation aed engagerend
Imm QT T p—— Data
GIVATANCE Tesuls It the | parfotance ndicuions mn plece Governants Audt on deia goverarce i o
|provison of servees + Incormaie reparang srd data Audit provide avsurancs that Cly of Mih‘umhmmmﬂ-‘
which do ot meet cotechan | Saemnury dam grvwnance n loss of date or the nabéty (0 Wiioe the data. This review wil
Communty eepectstons. + Linck of businwss engagement and |roceteas snurs adeguate Provide gwding e yotp o Chyof
(Hgh | Medum). Clarity of roMs [rotecton of eformabcs and Sababury nioemabon o
SRS Lack of sigreet + Exterraat pressure for changes 10 [Pt data aragernent repted The Gy has signficant reenca upon iechnalogy 1o ond
and mbegrity of IT wystems 0 et business newds. drive g s ond guies. Faluw (o comectly|
‘.“mnmb ? i + Fadure 1 adequately invaive IT when| 3 |
AWEPor! servics dedvery [ Gevelopng plans, slrategies and
(Fgh i veg) wround TT enesiment & suMcienty T wywierms mading ©© neficences. francel mpost. servoe
+ Fadurw 15 comider 9 gtons when robiast %0 pport the cument nwrmption and insbidy to Tha | Customer Relstions.
Ergrovng # Syshan o process. | s regurements and Teveew 1 10 prowde Cly of Setsbury wih sssursrce tha! the IT Governance. and
+ Orgasimaionsl changs = not v " Tobund (D SUpROrt Curtent and Sirategc Procurement
conducted 1 & strucluewd and logcsl changry -~y as
W arrees
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7.13 3 Year Internal Audit Plan 2022-23 to 2024-25
Soategic Risk
¥ Tre City affers many grants 10 encowsge develp and SUPEOT
Comeunly Jecjects
estarnsl svents COS offers many dffevest categories of grants svaiiabie for & broes
SRE: Ineffectiv . e of it 8 tainees o y S, s balnd on
5 & | goverrance rmuts i the ; » Inauicient or reducton In grant 5 prpine oo
§ [provision of services [hnsve and signed 1o the City Plan 2006. Thes ausi 4 10 provide sssurmrce that e grants provide © Cay of
which 4O ot mesel Sabsbury vy and " deet 10 whgtle
comarunily eapeciaton. ———— e we e P
procediews wnd shgred B e Oty Plan 2035 ¢ Rwiations.
Gty of Sabsbory M + Insuficmnd or reducson m grant Strmege Fask Regaier Navew wad 10 decsication of ek Covses
[Sustonabaty = fundng Control Awdit | Ermure that the City of Sebabory has and facions, thet have not been ansured theough intemal sudt
comguommed by irtemal + inadeguate reverue and a takure rotnuet ok At procedures es3ng In the past A2hough Budgedary contols e testnd arruaty
| deomions and / or MAYFTe revence U souTTee [Covering the annusl Budget s port of the ety sudt process tesing of LGA Financiel Best
extemal evenis. + Unplanead spending procwss. and that Practics Model, & (Ul fledge, and-10-4nd sudt has not been
*» Inadegunte vhuason of sesets of budgetnry conbol precesses P o Dhe ot of the Dudget and
contiol gracess In Be pasl.
5
Lack of maragement of Sirategc Rink Regeier Heview mad 1o ertication of Mek Causes
putic and emdronmerial o Wsing #nd factons, and nO spechc andio-end sudt hes Deen undertaien
e riska * A=A varTon iiestaton on e of by-tww Maragement and
* Nosious pignts Pprocess i the post
3 t t + Fadoo of waste daposal condrucior
10 et contraciusl obigstions.
0 Awdt & ik
Ongoing Audts
Aats Canerweserart Parned for Future Peros
Noste sirthe throagh teat for removals. end addisons in AL
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7.1.3 Strategic Risk Mapping to Internal Audits

sity of Salisbury (COS)
strategic Risk Register - Internal Audit Mapping

Control Effectiveness Rating Key: E-Effective; ME-Majority Effective; PE-Partially effective;
SiR-Significant Improvement Required; 'F-Ineffective

<, Risk Description 3 = Critical Controls
s ol and Actual S Audits in the 3-Year internal
- 2 £ Audit Plan 2022/23-2024/25
o 3 =
There is a risk of 1.1 | Lack of plans and procedures 1o Inform rasponse sirategies 1 e —— 14.13 Business Continuity Audit (Jan
:ac:equat:;umospon.wn loa \when a business conlinuity or emergency event occurs "Cument ssid maintained Business Conmmy rEmework a1 1:’: 1 1‘ Evem lmuekn:‘d Ma(nagemo.c zoe;\;) 1.:. :t 2024)
USINess inuity or (including Plans and testing regime) 18 1'“', ramewark it 15 1.
emergency event, or o 18
major incident at a 12 |Lack of cor ationiraining for relevant staff required to Maintaining and reviewing Business Continuity Framework 11,13 ME Risk Management Audit (Oct
| ! Janare e 14,13, age
:f:::" run Community [respond 1o business continuity and emergency events 1617, Event Incident Management 18 1003
CoS’ continued abilityto | 1-3 | Information to facilitate action during business continuity or Pert g of BCP scenari 14 ME 1.8, 1,40/ Amework Audit (Jun 2021)
" f eme events s insufficient or not avallable ]
support essential, critical emergency Business Continuity staff identified and trained on roles and 1.2 PE 1.6, 1.9, |Compliance With Buildi
business activities and responsibilities 1’ 10 . Policy (Sopngo 14)
access available key | | N Inspections
business resources is 1.4 |Impact of climate change on weather patierns Incident Managemen! Team identified and trained 12 PE 1.1, 1.2, |LGRS BCP Exercise Audit (June
impacted as a result of 1.3, 1.4, 2018)
failure to prepare for, 1.6, 1.10|BCP Desktop Audit (Nov 2014)
g respond to and recover 4 g™ TEAVIDE pandemic Key ICT members actively participating within the Zone 12 E
g § from a disaster (e.g. fire, i - —nd 2 Emergency Management Committee — Northern Area )
flood, explosion, 1.6 | Inadequaie procedures and plans in piace to prevent incidents | < | < Training of all potential event owners on risk identification and 12 ME
earthquake, storm, aircraft ‘ Ela due diigence assessment w | B
= crash). CoS experiences Q @
1 g |negative impacts to CoS' | 1.7 |Lack of asset management and maintenance § E Effective and regularly revie COVID action plans 15 E 7] é .
2 brand and image, legal 1.8 | Inadequate due diligence performed by CoS in order 1o identidfy Q Formal information exchange between City infrastructure 1.2 ME § g
) and cost implications, and relevant risks relaled 1o the management and delivery of 5 bookings and Events Teamn to identify community events
pubdic 8 staff safety as a \community events z Involving CoS assets
§ rosult of faslure 1o prepare | Participation in Zone Emergency Management Committees — 1514 E
< for and respond to a major Northern Area , , ,
lincident at @ Council run Distribution and maint ;e of eff VPN r rk access 16 E
community event,” *It has to all relevant staff
:em v‘oc::\tud mlhe‘ Evacuation procedures and testing 1.6 ME
sk relating 1o an en Building Control and Inspections 1.7 ME
ocourming at an event Provision and maintenance of Bullding safety sysmms eg. 1.7 ME
sponsored of partnered by exit signs, fire extinguighers, etc., Ind:
Council is stil relavant d and ined Assel manag plans 17 ME
however need not be
recorded on the Strategic | Risk assessme Pﬂwhwmm 18 ME
Risk Register. g and reviewing Event M t Plans 18 ME
nce wnh Evm e i 18 ! M |
1.1 I PE {
2 ' Contaminaton of the 2.1 | Inadequate monitoring plans and sample testing _ _ - ] ME | 2.1, 2.2, | Management of Contaminated Sites Risk Management Audit (Oct
o recycled waler sysiems. Salisbury Waler Business Unit - Recycled Water Risk-Based | 2.1 ME 2.3, 24, | Audit (Aug 2020) 18,23
CoS experiences reduced Management Plan including sample testing before water 25,26,
enviconmental, economic injections are commenced 27
—_— sndsocigibeneftaduweto f- b oo s st et et — —_— " .
failure 1o prevent, prepare | 22 | Failure to respond aporopriately in the event of contamination Supervisory Controf and Data Acquisition system in place to 22 E
for and respond to detect faults and alert CoS staff. 24/7 remote access
—_— % contamination of the ! : S availability by laptop by CoS staff.
4 R Salisbury Water recycied 2.3 Failure of controls within the Recycled Water Risk Based implementation of the Water Course Management Plan 23 ME
§ § ® non-drinking water | Management Pian incuding the renewal of Wetlands and desilting/removai of
_ 8 distributed to parks, | ) pollutants in walerways as required
g g reserves, schools, 24 | Wel weather could hamper clean-up operations or contribute | ; Review of Risk Based Management Plan every five years 21 ME >
industry and some new 1o a contamination event 210 | = i
. 8 g residential sub-divisions. [~2'5 |PFAS and PFOA infiltration. a E d SHtes Regist 21 PE g ;
. BET 2.8 _ | Act of Terrorism g2 : atrols | 5
« = 3 o 2.7 | llegal dumping 5 Salisbury Water Business Unﬂ mﬂmng plan and 21 ME
§ 5 monitaring matrix. Al water sampling is carmied out by National
3 Assocbtion of Tessng Authorities (NATA) accredited staff,
é s per g the g are NATA accredited
] Rapid Response Team and Call Out Officers through City 22 ME
Infrastructure (Council staff) in place to manage events that
may jead to contamination of recycled water system (e.g.
o chemical spill} {24/7 support including after hours)
Employee Media Policy and Procedure and Elected Member 22 ME
Media Poli
Lack of management of | 3.1 | Inadequaie management ring or testing \ g | ME 34,32, 3.1, 3.2,|By-Laws Management and
| —_———— : ——— | Public ang Environmental Health
public and environmental Public Health Enmmnmamal 1 1 33,34, 3.3, 3.4, |Enforcemement Process Audit
heaith risks. Community Ponce i = Folicies ana . Ve | 95 [ IESRGLAU fe Ty 35 |(Feb 2025)
liness or == - e -
|"MY due to 8 failure 1o 32 :Fallure to respond appropriately in the event of an incident Pedomu\oe of General Inspections 31 E 34,32, mlsmm of the Food Act (Mar
deliver public and 35
ire e haakth and Food Safety Audil (Apr 2020)
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7.1.3

Strategic Risk Mapping to Internal Audits

! Risk Description Critical Controls
E fential and Actual
sau outcomes for Animai/vermon infestation Accurate compietion of Food Safety Inspection Checklists 3.1
% community {includes food Perf 1o of infs clure maintenance aclivities 31 E
> 3 safety, dog and cat 34 | Noctous plants Provision of all Food Safety inspection documentation to 31 ME
(5] i - management, by-law relevant business Proprietors
i enforcement and parking | 3.5 | Failure of waste disposal contractor to meet contractual Activating the relevant initiatives within the CoS Regional 31 E
control). _ abligations Public HeathPlan o o
: % > |2 Administration and management of CoS' responsibities under 31 ME ‘g o
3| B|E § @S theFood At o o
2 § = § Compliance with and training on Employee Media Policy and 31 nE §
. 5 Procedure and Elected M Media Policy
w Accurate completion of Food Safety Audit Report 341 ME
< | Control Progr
| Provision of Immunisation Services
|
|
‘ Enforcement of the CoS' responsibilities under the SA Public
‘ Enforcement of the CoS' responsibiiities under the Dog and 31 1 E |
d Cat Management Act S SSRSR F— S
Faliure 1o manage the 41 | Inadequate understanding and planning for factors impacting i : =¥ | ME 4.1, 4.2, | Strategic Development Projects 41,42 Tree Managoment Framewark
impact of environmental the environment - , - - 4.8, 4.10|Audit (Mar 2018} " Audit (Jul 2023)
and social factors on 4.2 | Failure 1o consider environmental consequences when Early waming system of text based on Bureau of 41 E Community Consultation Process,
COtmc.l:‘:,MruMur:h 'planning and designing infrastructure M logy data, imp by DEWNR 4.6, 4.7, |and Community Perception
assets and services. The ===+ coponr modelling of weather events used within Assel Bushfire Management Plan 41 ME 4.8 |Survey Effectveness Audit (Jul
detrimental affect on Management Planning 2024)
Council assets and . —— - :
infrastructure caused by 4.4 | Inadequate infrastructure within the City 1o manage stormwater Watercourse Management capital program 41,49 ME 4.1, 4.2, |Environmental Sustainability &
ot aas lounlsioan dhan ta alosm. Y
environmental factors, [~ 45 inadequate undersianding of and pianning for the iImpact of One in 100 year flood and Probable Maximum Flood modefing 43 ME 4.3, 4.4, (Climate Change Risk
including cimate change \climate change on City infrastructure and assets inciuding tidal info. in place at individual house level, using 4.5, 4.9, Management Audi (potential
is nat adequataly digital terrain modeling. 410 |2025/2026 Audit)
'“‘!“"’ through 4.6 |Fallure 1o monitor and forecast demographic changes in the Adapting Northern Adelaide Plan 42 ME
Council planning. The City and adjust objectives and plans accordingly
detrimental effect on =451 plan becomes obsolete or faiis to anticipate the financial Reviewed and maintained Asset Management Policy and 410,43,42 ME
i impact of changes Plans
. "wd_”mu"’"uz‘h‘"”’ 48 Fallure 1o maintain a social infrastructure pian for the existing Flood mapping is updated periodically and communicated a5 44 ME
«5 8 as ‘and future assets necessary and is incorporated into the development plan
& changes in demographics, |
& k] a‘;d":s::;q”im 49 iCoastal Inundation and impact on biodiversity Reviewed and maintained Growth Management Plan 46 E
[§] ough - . . _— : - . )
ﬁ % Council planning. 4.10 3Fnltute 1o update Asset Management Plang ’; Implementation of Youth Strategy and Intercultural Plan 46 ME g g
Yl 1 e B W
§ 4 and t Plan 44,45 PE g g
<
Participation in Zone Emergency Management Committee — E
Compliance with grant funding applications process and ME
reviews
Compliance with Home Care Common Standards — Operating E
Manual . R
Regular monitoring of risk sites e.g_land il sites, dams 46 E
Planning controls 47,45 E
Reviewed and maintained Leaming Strategy, Wellbeing 47 ME
Strategy & Intracultural Strategy
Reviewed and mainiained City Plan/Strategic Plans/Business 47 ME
Plans
Social Infrastructure Assessment Fi i
Strategic Land Review
Asset Manag uuucture audits )
[Extreme Heat response process (forresients) | 45
City of Salisbury financial | 5.1 |Insufficient or reduction in grant funding ronta ME 53,57 Corporate Credit Card Audit (Oct 57.53 Fraud and Corruption Prevention
sustainability is | : " 12020 * >~ | Control Audil (Jan 2024)
compromised by intemal | §2 | Inadequate revenue and a faslure to maximise revenue from ail Long term financial planning, by managing monitoring and 5.11,5.19 57 Trade Card and Trading Account |51, 5.3,{ Grants Managemant Audit (Aug
decisions and / or extemnal | scurces » reviewing 53,57 | audit (Nov 2020) 57 |2024)
events. CoS fails 1o 5.3 | Unplanned spending Managing monitoring and g of Asset Manag 55 ME 517,
maintain service | Plans 5.3,
standards and invest in 54 | Inadeg huation of or inaccurate depreciation Undenaking Quarterly Budget Review 53,51 E 512, 6.2, 6.5,
assels and infrastructure 520, |Financial Sustainability Audit (Jun | > o 3% | Rates Setting Process. Revenue
= [ i i i " ; , )
£ asamultofnw.e?.seo 5.5 Inadequate pianning for infrastructure repairs or upgrades Annusal Plan and Annual Report reviewed by Audit Committee | 5.7, 5.17, 5.4 E 5168|2019 5.18, and Debioes Audit (Aua 2023}
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7.1.3 Strategic Risk Mapping to Internal Audits
! 0 Addresses Cause Effectiveness
s
1 fing surplus due to |0 _| roduction of draft legislation regarding rate capping Adhoc Prudential Reviews 57,513,542 E Ty
: {am sw;, a5 rate 57 Fraud, misconduct or maladministration Regular reviews of rating system lairness and equily 59,5258, ME 513,
3 capping and cost shifting. | 5.18,5.20 55,56
2 Risk of CoS failing to 5.8 | Changes to legislation/obligations imposed by other levels of Appropriate execution of the Grant Management application 51 PE 5.4, 5.5, | Asset Management Audit (Mar Budgetary Control Audit (Nov
S |approprately mg:go cost \government Process, (subject of an intemal audit) 5.145.19|2020) 5.3 |2024)
1 and efliciency. Tails
s 1o ientify oppyortunm« for] 5.9 Polental new revenue streams/opportunities are not fully Review of Financial information by the Budget & Finance Payroli Audit (Sep 2010; March Desktop Audit on Strategic
g 5 i | atemative sources of “j‘""“‘iw Committen 53,57 01 7 Asignment of Investments in ERP
: ; revenue. Insufficient | 5,40 | Changes to roles and responsibilities assigned to City of Diversification of income (e.g. Water Business Unit, Strategic 52 ME g 513 |Solutions Audit (Jan 2023)
o budgeting for the ' Salisbury by federal or stale government Property Development and Building Rules Certification Unil, 57' 15mummxmmzou)
completion of the strategi | o | NAWMA, Salisbury Memorial Park) ‘ ale 7, 5.
- plan. | -] p
5 g ; Sl el is may at the experse of ionger ferm| I g Compliance with Budget Policies and Procedures 53,511,517 E = § 87 53, auc and Comuption Prevention
: z e é‘ * | Cantrol Audit (Jan 2013)
2|l % | © | 5.19
i E g 5.12 | Poorly structured debt funding Business Case Modelling 5.18,5.20,54 ME 5.1, 5.3, |Grants Management Audit (Sep
- | 57  |2012)
= 513 iPoot t deck King Business Support Agenda Contractor Management Audit (Jan
= 2020)
£ .
514 jl.mknown consequences of new infrastructure provision from Growth Action Plan 52,55, 58, ME 53,54, Fleet, Heavy Vehicle. High Value
‘other levels of government or private sector investment 5.16, 517 55 57 and Portable Assets Audit {Jan
| S — S | IS S R LT R
.g 515 | Failure 1o encourage investment in the Gity Annual external Audit activities 57,53,54, E 55 |Contal Works Projects Audit (Mar
B o - i ) L o 8.5. ) 2018)
: 5.16 | Increased expectations of the community in relation to the Project Management Methodology 85, PE Capital Works Projeois Audit Mug
o ‘demand for and breadth of services and standards delivered 55 (2021
by CoS
517 | Council ultimately becomes financially unsustainable
518  City revenue has lo be raised increasingly through more
____traditional methods (rate rises)
519 Rcvmﬁomﬂuuleolnun(hnd)umtmmdhrm
_____llonger term benefit of the community
520 melmmwmmmsnvmor
lincreasing bad or doubtiul debts
Ineffective governance | 6.1 |Inadequate performance measures which are not linked to ME 64.6.3 6.1,6.2,
results in the provision of | lobjectives or strategies M A‘ 6 “ Compilaint Handling Process Audit | 6.3, 6.4,|Strategic Reporting Process Audil
services which do not 6.2 Fallure 1o consistently conduct Post Ivmbmonmlm mes Compliance with Budgel Process 6.1 E “'1 0 (Mar 2021) 6.5, 6.6,|(Mar 2023)
meel community _and measure benefits reaksation 67,69
expectations. Inadequate | 6.3 | Failure to monitor organisational performance against Review of Annual Plan and Annual Report by Audit Commitiee 64,67 E 6.1, 6.4 Data Gavernance Audit (Jul
decision making. Fallure 'stakeholder expectations and to take action when necessary fo . .‘ s ' |Volunteers Audit {Mar 2008) 6.5, 6.6, 2024)
to integrate govemance to correct it )
enable the meeting of 64 |Failure to deliver what is expected by the local commundy due Review and approval of City Plan by elected members 64 E 6.1, 6.4, | Volunteers Audit {Jun 2021) Risk Management Audit (Oct
strategic objectives. to a lack of alignment of strategic plans 68 2023)
6.5 | Limited meaningful corporate performance indicators in place Established and embedded Customer Service Framework 64,6567, ME 51,62 Capital Works Projects Audit (Mar
| 6.10, s |2018)
6.6 | Inconsistent reporting and data collection of corporate Monthly Sirategic Executive Group meetings 6.3 ME "3.' :“" Capital Works Projects Audit {Aug
performance indicators ©l2021)
6.7 |Processes and systems fall to address customer needs Alignment of New Initiative Bid documentation to the City Plan 6.1,6.12 ME
"E 3 6.8 | Inadequate capability and capacity (e.g. workforce plans, Strategic Planning and Accountability 61,612 ME E
§ training and development, technology, systems atc.) > > <
6 é § 6.9 | Failure to engage with all stakeholders in developing the City g § Eﬂocl!vo use of and compli with C y Engag 6.10,69,63 ME g
Plan = Z
=2 6.10 Cust service is neither dored or managed - Prqecx" ME t o o 62,611 PE = g
o 5_ 6.1 ‘Insufﬂcm pdorllswono(pmpdsm L Cmduclo'bt-m satisfaction survey 6.10 ME
< o 8.12 ;Pmmwpmdwamwnsbmmmeswc Regular performance of CEOQ Review via CEQ Review 61 ME
3 \direction of CoS Committee
| Business case development for aged care sch ME
| Governance Framework and Statement PE
| Regularly reviewad and communicated Delegations Register E
OCI'ABEF survey process 64,6.10 ME
‘ Regular Strategee Project Reporting 6.12 ME
Skilled and experienced staff 6.8 ME
Pertormance of G Mana 1 ME
lnlmsuucun Maintenance Activities E
Panning 6.8 ME
LG Performance Excellence Program benchmarking activity 65 ME
Immature and inadequate | 7.1 ilnadequae controls in place to prevent incidents ocourming 7472
work health safety policles ™ 5 5 Insufficiant reporting of incidents and near misses WHS training and e-leaming (mandatorily required for alf 74,73 E 7:3'7.4' Event Incident Management
and procedures result in employees on of employment and thereafter » T Eramewark Audit (Dec 2016)
an unsafe working routinely} M 7576

pmirnnmant Faibare tn
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7.1.3 Strategic Risk Mapping to Internal Audits
i— 0 0 Addresses Cause 3
¥ &
G 5
(S
meel WHS obligations 73 T‘Sale work practices not doc ted or icated to Performance of Licensing qualifications checks 73 E , LG Risk Evaluation Audit (Nov
which result in an unsafe jemployees 71.5,7.6 |2019)
workplace. CoS 7.4 |Inadequate induction, Iraining and supervision Training in WHS Procedures 74 E 7.1, 7.2, |Event Incident Managermant
i ; - 73,74, .
. § o recipei "s“;m“:l::’ 75 Inadequate hazard management system Updated WHS IM Business Plan 74 E ] oAU m 2623
i Risk Regislerdue tothe | 7.6 | Organisational safety attitude does not recognise the Perf e WHS Revi 71,72 ME
2 g seriousness with which importance of foiowing WHS policies and procedures |
CoS takes its obligations : Principal WHS Committee E !
(=] § in refation to Work Health ?: City Infrastructure WHS Commitiee ) E
¢ | W and Safely. >| & JSA, work instructions and plant risk 71 ME 5l
7 £ B g 3| E Staff training on and compliance with Code of Conduct 73,76 ME | me % §
& £ 3 5|2 cwtam:o with Hazard and incident reporting and 71,72, 76 ME g
g § e investigation procedures
8 Members of the Local G wment Workers Comp ti 75 E
3 ’5 Scheme, requiring annual external audits
= Work Health Safety representative team E {
| Support from LG Sectoriother councilsiprivate sector 74,76 E
2 ganisations with devel ion of WHS
licles/procedures (ir Judin bonchmmm)
Conttactxm arrangements with external providers 1o assist 73,76 ME
compliiance with WHS obligations
Quarterly Executive Report highlighting trends, outstanding 72 ME
awmsmdhiq\nskmmghmvuumwo: I |
E: of organisational vm 74 PE
Lack of alignment and 8.1 Failure to adequately involve IT when developing plans, Preventative Controls 84,82 8.1, 8.2,| Desktop Audit on Strategic
integrity of IT systems and 'strategies and projects IT Governance Framework 8.1,8.2,85 PE 8384 8.3, 8.5,[Alignment of Investments in ERP
data to support service M s' 8 " Business S and Solutions 8.6 |Solutions Audit (Jan 2023)
detivery. Information 8.2 |Fallure to consider all options when improving a system or Programmed testing of systems for security and reliabiity 8.8, 812,811, ME " 7' ! Audit ;Ml 8.2, |Data Governance Audit (Jul
management systems are| pmcoss o ) o 8 “; (Apr ) 811 |2024)
"°“ m:‘v”;;“'“"ﬂ in 8.3 |Organisational change is nol conducted in a structured and Penetration testing 8.8, 8.11 ME 813 g |Business Continuity Audit (Jan
neffective business |logical manner 2024,
processes. Ineffective g4 |Failure to support the skill set of individuals responsible for the Compliance with Information Security Policies and Procedures | 8.7, 8.14 ME 8.7, 8.8, 8.7, 8.9,|IT Disaster Recovery Audit (Apr
) “‘." o rence {dafivery of business systems 842, |Cyber Security Implementation 8.1, |2023)
c" "°°"‘ "":{‘"‘:’"‘ o 85 [Lack of business engagement and ciarty of roles Continuous Improverment Framework ME 8.13, |Project Pre-implementation Audit | 8,13
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A Risk Description = = Critical Controls 5
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City of Salisbury 10.1 | Lack of or ineffective community consultation and engagement . PreventativeControls 10.7, |People & Culture Risk Review (Jun | 10.1, |Community Consultation Process,
reputation suffers due to 10.10 ME 10.13 |2015) 10.2, |and Community Perception
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Risk Description C

Critical Controls Cause

Potential and Actual

Audits in the 3-Year Intermal
Audit Plan 2022/23-2024/25

Inkarant Risk
Residual Risk

3
£
o
x!

L

Polaris Centre Client Satisfaction Scorecard conducted by new |10.10, 10.15,

focus 10.16, 10,17
Reactive Controls
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7.1.3 Indicative Scope for Pending Audits 11 July 2023

PENDIN S N.
PLAN 2022/2023-2024/2025
{The scopes are indicative only and in early draft format - actual scope will vary pending stakeholder
engagement and further input)

1. IT DISASTER RECOVERY AUDIT

The overall objective of the audit is to provide assurance that City of Salisbury has adequate disaster
recovery processes in place, and the processes are likely to be effective in the event of a disruption.

The specific objectives for the audit will be to ensure that:
e A Disaster Recovery Plan exists with the exact steps to be covered if a disaster event occurs.
e The Disaster Recovery Plan steps captures the relevant scenario expectations including
Maximum Allowable Outages (MAO), Recovery Point Objective (RPO) and Recovery Time
Objective (RTO).
The approved Disaster Recovery Plan is tested appropriately with relevant test case scenarios.
Critical systems required to be recovered following a disaster event have been identified.
Single points of failure have been identified.
Business Continuity Plans are fully linked with IT disaster recovery arrangements,
Server infrastructure includes testing of the ability to recover systems; and
Backups are completed and taken off-site to provide additional resilience in the event of a
disaster event.

2.  STRATEGIC REPORTING PROCESS AUDIT

The overall objective of the audit is to provide assurance on the processes and controls in place,
specifically in relation to the City Plan, Business Planning and Annual Planning.

The specific objectives for the audit will be to ensure that:
The City has policies and procedures governing the strategic planning process.
The City is in compliance with statutory and regulatory requirements in terms of strategic
reporting.
Strategic plan documents align to the City’s approved 4 Strategic directions and goals.
The deliverables identified in City Plan 2035 cascades down to goals, deliverables and
performance indicators reflected on other strategic planning documents,
» All required departmental and/or divisional Business Plans are established as a 4-year rolling
plan covering all the essential arcas and are reviewed annually by end of June.
* Budgets and resources are planned for all critical action points under immediately noticeable
impact areas.
Appropriate systems are in place to capture the strategic reporting information.
Established mechanism report performances against strategic plans.
The strategic information reported 1s effective, accurate, reliable and timely,
There are clear roles and responsibilities for the strategic planning process,
The strategic planning process is resourced appropriately.
There is simplicity and case of reporting processes
There is transparency and accountability in the strategic reporting process
Strategic reporting process has agreed performance indicators and are reviewed appropriately.
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3. INDEPENDENT EXTERNAL REVIEW OF INTERNAL AUDIT FUNCTION

The overall objective of the audit is to obtain an understanding and form an opinion on the current
Internal Audit function, determine the level of compliance with the Internal Audit Standards, and
identify existing issues and areas for improvement.
The specific objectives for the audit will be to ensure that;
o The City has formalised and adequately designed policies and procedures covening the internal
audit process.
e The City is in conformance with mandatory internal auditing requirements, including the
Internal Audit Standards.
e The Audit & Risk Committee and management expectations of Internal Audit are being met,
The Internal Audit is value adding and contributing to the organisational objectives.

4. RATES SETTING PROCESS, REVENUE AND DEBTORS AUDIT

The overall objective of the audit on Rate setting process is to ensure that the Rates setting process
comply with legislative compliance requirements, and is appropriately reviewed and validated for
accuracy and impact on financial sustainability. The overall objective on review of debtors and
revenue side is to ensure that there are no revenue leakages, and that the revenue charged and
collected are accurate and complete, and revenue and debtor management process is effective as per
approved policies and procedures in accordance with relevant legislation,

The specific objectives for the audit will be to ensure that;

e The City has formalised and adequately designed policies, procedures and framework covering
the rate setting process and aligned to the legislative requirements,

e Applicable policies, procedures and legislative requirements are being followed in cases
during the rate setting process.

o The relevant assumptions applied in the rate setting process are validated and tested
appropriately.

» The public consultation and feedback process are adequately administered and taken sufficient
account of ratepayers’ feedback on their proposals before finalising rates,
Rates calculation and application of rates through the rate setting system is accurate.
Local Government Financial Best Practice Model controls related to rates setting, revenue and
debtors are implemented effectively.
There are no unnoticed, unaccounted, unrealised or unintended revenue losses.
The City has formalised and adequately designed policies and procedures covering the revenue
and debtor management process.

e The City’s revenue and debtor management processes are implemented effectively as per
agreed policies and procedures,

5. TREE MANAGEMENT FRAMEWORK AUDIT

The overall objective of the audit is to provide assurance that COS has established a Tree
Management Framework for the management of its urban forest, covering policy measures in the
area of tree planting, tree protection, tree removal, tree asset management, community consultation
and engagement, and risk management, and ensure that the framework is adequate and implemented
effectively.

The specific objectives for the audit will be to ensure that:
o The City has formalised policies and procedures covering its Tree Management Framework
that are adequately designed and established.

Page 52 City of Salisbury
Audit and Risk Committee Agenda - 11 July 2023



7.1.3 Indicative Scope for Pending Audits 11 July 2023

® The Tree Management Framework covers Environmental and Social factors including the

trees in public open space and private sphere.

The City’s Tree Management Framework is implemented effectively.

The City’s tree management strategy is aligned to relevant deliverables in City Plan 2035,
The City maintains appropriate level of traceability and verification and recording of Tree
Assets reflected in the financial statements where relevant.

e Street Tree Renewal Program is implemented effectively,

* Public requests / complaints related to tree removal, tree planting, and other tree management
related matters are resolved and reported effectively in accordance with clearly document
policies and procedures.

* Any legislative compliance requirements related to trec management arising from Local
Government Act 1999, Planning, Development and Infrastructure Act 2016, Commonwealth
Environmental Protection and Biodiversity Conservation Act 1999, Natural Resource
Management Act 2004, Environmental Protection Act 1993, Electricity Act 1996, Heritage
Places Act 1993, Road Traffic Act 1961, Aboriginal Heritage Act 1988 and Water Industry
Act 2012, are identified and their level of compliance assessed at a high level.

* City of Salisbury has efficient processes in place to identify and manage potential tree hazards
and is implemented effectively.

6.  FRAUD AND CORRUPTION PREVENTION CONTROL AUDIT

The overall objective of the audit is to provide assurance that current practices are effective to
prevent, detect, and manage risks related to fraud, corruption, misconduct and maladministration, and
ensure that controls are implemented as per agreed policies and procedures.

The scope of the audit is to ensure that the City:

e  has an effective fraud control framework, which is integrated with the City's organisation-
wide risk management strategy.

. has appropriate, well understood and current fraud control plans, which address major risks
has established effective fraud controls,

. has adequate internal systems, training and reporting processes to support effective
implementation and monitoring of fraud control plans.

e regularly test, monitor and report on the effectiveness of the fraud control plan and associated
practices.

. review the outcomes of testing and use the insights gained to inform continuous improvement
in fraud prevention and to update fraud control plans to ensure their ongoing appropriateness.

7.  RISK MANAGEMENT AUDIT

The overall objective of the audit is to ensure that the City of Salisbury has robust policies,
procedures and framework in place for risk management and controls are in place to manage risks
effectively.

The specific objectives for the audit will be to ensure that:
e The City has formalised and adequately designed policies, procedures and framework covering
its risk management process.
e The City’s risk management processes are implemented effectively as per agreed policies and
procedures,
e Risk tolerance limits and thresholds are defined along with corresponding action points on the
risk management plan / framework for better transparency and avoidance of doubts.
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* The City has up-to date registers for risk, including its strategic risk register and operational
risk registers.
Risk management is embedded within the whole organisational processes.
Formalised and regular processes are implemented effectively for the identification of risks,
assessment of risks, and treating risks.

o The status of risk treatment action plans (especially all the high-risk ones) is reported to senior
management in a timely manner.

o The City has implemented any actions arising from LGA Mutual Liability Scheme review
recommendations on risk management.

8.  BUDGETARY CONTROL AUDIT

The overall objective of the audit is to ensure that the City of Salisbury has robust policies and
procedures in place covering the annual budget preparation process, and that budgetary control
processes are implemented effectively and comply with legislative requirements.

The specific objectives for the audit will be to ensure that;

e The City has formalised and adequately designed policies and procedures covering its
budgetary control and management process and aligned to relevant legislations.

e The City’s approved budget and budgetary control management processes are implemented
effectively as per agreed policies and procedures and comply with relevant legislative
requirements.

e Budget responsibility and accountability are clearly defined, appropriately allocated and
regularly reviewed.

o Budget requirements are effectively reviewed and monitored on a regular basis.

Budget variances are identified, properly reported and approved.
Accurate, relevant and timely management information is produced and used effectively to
inform decision making and reporting.

9. BUSINESS CONTINUITY AUDIT

The overall objective of the audit is to assess the adequacy of practices and procedures to manage
COS’s business continuity. The audit will provide assurance that process and the measures in place to
ensure that, in the event of a disruption, critical business operations can be maintained, or restored in
a timely manner, with minimal impact to the CoS and its stakeholders.

The specific objectives for the audit will be to ensure that:

e The City has formalised an overarching policy / procedure document covering the business
continuity management process.

e (Critical systems and functions requiring Business Continuity Plans (BCPs) are identified.
BCPs are current and adequately developed for all critical functions and systems.

e BCPs for critical functions and systems covers business resumption and continuity /
contingency strategics,
Business Impact Analysis approaches and process are determined and agreed in the BCPs.
Effective communication plans are established to manage public and media relations in the
event of a disruption.
There is an agreed process in place for activating BCPs when emergencies occur.,
Business continuity plans are adequately monitored and maintained.
A formalized business continuity training program exists, and all individuals responsible for
developing and implementing BCP have been adequately trained.
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¢ Business continuity plans are tested periodically and the test results and lessons learned are
reviewed, documented, and applied.

10. GRANTS MANAGEMENT AUDIT

The overall objective of the audit is to provide assurance that the grants provided to City of Salisbury
community and businesses are awarded to eligible recipients, and managed effectively as per
approved policies and procedures and aligned to the City Plan 2035,

The specific objectives for the audit will be to ensure that:

e The City's policies and procedures covering its grant management process are adequately
developed for all categories of grants and communicated appropriately to the relevant
stakeholders.

® The eligibility criteria and award process for all grant categories have been established and
communicated, and have been complied with.

e COS has a central register of fund recipients, capturing the details of previous funding
received.

e Conflict of interest avoidance measures are incorporated and followed in the grant awarding
process,

o Grants schemes are aligned to City Plan 2035.

e All grants have terms and conditions or signed agreements specifying the expectations on
usage and reporting requirements agreed by the Grant Recipient and COS.

e COS have a monitoring process in place to ascertain that Grant Recipients adhere to timely
reporting requirements in the Grant Agreement.

e Any unused funding from the grant is dealt with appropriately as per the grant agreement or
agreed terms and conditions.

* Any contingency percentages included in the grant scheme are appropriately allocated and
disbursed.

o COS measures the effectiveness of the grant schemes, and use feedbacks for quality assurance
purposes in future planning and grant scheme designing.

1. BY-LAWS MANAGEMENT AND ENFORCEMEMENT PROCESS AUDIT

The overall objective of the audit is to ensure that the City of Salisbury has appropriate policies and
procedures for management and enforcement of by-laws, and ensure that the by-laws management
and enforcement process is efficient, effective, and complies with relevant legislations.

The specific objectives for the audit will be to ensure that:

o The City has formalised and adequately designed policies and procedures covering the by-law

management and enforcement process.

e The City has appropriate Structure and governance of by-law enforcement teams,
Feedback from rate payers are appropriately incorporated and by-laws are reviewed and
updated on a regular basis,
Enforcement fines and penalties comply with relevant legislations and are charged accurately.
The City’s methods and approaches to enforcement are adequate and effective,
There are clearly identified performance measures and metrics for by-law enforcement.
Enforcement team is sufficiently staffed and appropriately trained.
By-law related complaints are handled effectively.
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12. DATA GOVERNANCE AUDIT

The overall objective of the audit on data governance is to provide assurance that City of Salisbury
data governance processes ensure adequate protection of information and effective data management
required to meet organisational needs,

The specific objectives for the audit will be to ensure that:

o The City has appropriate policies and procedures covering all aspects of data governance and
the data management lifecycle, including collection, maintenance, usage and dissemination
that are clearly defined and documented.

e A process is in place for training of new stafl and refresher training for existing staff to
provide understanding of the Records Management system and requirements.

* Internal audit complies with necessary statutory and regulatory requirements related to data
management and data governance.

e The City has an adequate governance structure and processes in place to support the
management of data, including data privacy, confidentiality and Freedom of Information
requests and disclosures.

o Data collection and retention levels are adequate and effective as per policies and procedures
and industry best practice guidelines.

e Data and database structures are designed and developed in an efficient manner to ease data
analytics and avoid data redundancies.

e Audit trails and history logs on master data changes are available for traceability and
reviewed.

e Data inventories are maintained and managed with appropriate levels of data security level
category classifications, where relevant.

o Controls related to data content management, record management, data quality, data access,
data sharing, data security and data risk management are adequate and implemented
effectively. (Note: The audit will focus only on the safety and security aspects of data itself
and full-fledged cybersecurity review is beyond the scope of this audit,)

13. COMMUNITY CONSULTATION PROCESS, AND COMMUNITY PERCEPTION
SURVEY EFFECTIVENESS AUDIT

The overall objective of the audit is to provide assurance that the City's community consultation and
engagement process is adequate and effective, and ensure that the community perception surveys
undertaken are effective and achieving intended objectives.

The specific objectives for the audit will be to ensure that:

o The City has formalised, adequately designed and current policies, procedures and framework
covering the community consultation, engagement and community perception survey process.

* Any legislative compliance requirements in relation to community consultation process are
met.

o Contemporary engagement tools and best practices are incorporated within the community
consultation process.
Community engagement strategies are developed and implemented effectively,

o  Community need assessments are undertaken effectively through the community consultative
process, and applied in policy, planning, strategy formulation and service delivery.

o Community perception survey results are evaluated appropriately and systematically apply any
resultant learning outcomes in policy, planning, strategy formulation and service delivery.

e Community consultation, engagement initiatives and perception survey outcomes are reported
to senior management and Council appropriately.
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ITEM 7.14

AUDIT AND RISK COMMITTEE

DATE 11 July 2023

HEADING Internal Controls Framework and Audit and Risk Committee
section for Annual Report 2022/2023

AUTHOR Hussain Rafeeu, Internal Auditor & Risk Coordinator, CEO and
Governance

CITY PLAN LINKS 4.4 We plan effectively to address community needs and identify
new opportunities.
4.5 We engage meaningfully and our community is aware of
Council initiatives.

SUMMARY The City of Salisbury Annual Report refers to the operations and
financial activities of Council in the previous financial year. It also
contains sections which detail the operations and membership of
the Audit and Risk Committee of Council and the Financial
Internal Controls Framework.

This report contains the draft text for these sections of the annual
report for review by the Audit and Risk Committee.

RECOMMENDATION

That Council:

1.  Approves the proposed inclusions in the annual report relating to the operations and
membership of the Audit and Risk Committee for the 2022/2023 financial year as set
out in Attachment 1 to this report (Audit and Risk Committee, 11/07/2023, Item 7.1.4).

ATTACHMENTS
This document should be read in conjunction with the following attachments:

1. Internal Controls Framework and Audit Committee section for inclusion in the Annual
Report 2022/2023

1. BACKGROUND

1.1 Council is required, under Section 131 of the Local Government Act 1999 to
publish an annual report. The annual report must be prepared and adopted by 30
November each year. Contained within the annual report is information regarding
Council’s operating and financial activities for the previous financial year. It also
includes information relating to the operations of the Audit and Risk Committee
of Council.

1.2 Each year, the Audit and Risk Committee reviews the statements to be included in
the annual report concerning internal audit and risk management.
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1.3 The full annual report is presented each year to the Governance and Compliance
Committee for review and recommendation to Council. To allow the Audit and
Risk Committee to consider sections relevant to its operations prior to inclusion in
the annual report, the relevant text is presented separately to the Audit and Risk
Committee.

1.4 Section 126(9) of the Local Government Act 1999 enacted in the Statutes
Amendment (Local Government Review) Act 2021 will require that the annual
report of Council’s Audit and Risk Committee is included in its annual report.
This local government reform provision is not in effect yet and will be complied
with for next year’s annual report.

2. REPORT

2.1 The City of Salisbury’s annual report is a vehicle for the publication of Council’s
end of financial year statements and a summary of its operating activities over the
previous financial year. Financial statements will be presented to the Audit and
Risk Committee for review at the October 2023 meeting.

2.2 The operations of the Audit and Risk Committee, together with information
regarding the Financial Internal Controls Framework are outlined in the annual
report. A draft of the proposed text for inclusion in the annual report on these
subjects is provided as Attachment 1.

2.3 The proposed text is concise and prepared on the basis that the audience will be a
variety of stakeholders including local residents and the Minister for Local
Government. It gives a brief explanation of the Financial Internal Controls
Framework, the work of the Audit and Risk Committee and its membership
throughout the year 2022/2023.

2.4 Once the Audit and Risk Committee have reviewed the proposed text, the
Community Experience and Relationships division will include this in the draft
annual report 2022/2023, which will be presented to the Audit and Risk
Committee as a draft, and to the Governance and Compliance Committee for
recommendation to the Council.

3. CONCLUSION/PROPOSAL

3.1 The proposed inclusions in the annual report provide information relating to the
operations and membership of the Audit and Risk Committee of Council in the
2022/2023 financial year. The draft text is provided for review, prior to
submission for inclusion in the draft annual report.
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Internal Controls Framework and Audit Committee section for inclusion in the Annual Report
2022/2023

Audit and Risk Committee of Council

The Audit and Risk Committee reports to Council and is a critical component of the Council's
governance framework. The Audit and Risk Committee is established in accordance with Section 126
of the Local Government Act 1999. Its functions as per the Act are as follows:
* reviewing annual financial statements to ensure that they present fairly the state of affairs of
the council;
* proposing, and providing information relevant to, a review of the council’s strategic
management plans or annual business plan;
* proposing, and reviewing, the exercise of powers under section 130A;
» liaising with the council’s auditor; and
e reviewing the adequacy of the accounting, internal control, reporting and other financial
management systems and practices of the council on a regular basis,

Further information regarding the roles and responsibilities of The Audit and Risk Committee are
contained in its Terms of Reference, which are available on the City of Salisbury website.

The Audit and Risk Committee consists of five members, three of whom are independent of the
Council. Independent members are appointed by Council based on their individual skills, knowledge
and experience 10 ensure the effective discharge of the Committee’s responsibilities,

Audit & Risk Committee Membership July 2022 — June 2023

Name Elected Member Or Term and Period Total Number

Independent of Meetings
Attended

Member
As Chair (Up to February Joutof3
Cr Graham Reynolds | Elected Member 2023)

As Deputy Chair (Up 10 Soulof 5
Cr Kylie Grenfell Elected Member February 2023)

CrB Brug Elected Member As Deputy Chair (from 2outof 2

(Deputy Chair) February 2023 onwards)
Mr Craig Johnson Continuing member for full Soutof5
independent consultant_| 'ndependent Member | oo o) Year
Mr Neil Edinweera Continuing member for full Soutof5
Partner, KPMG Independent Member | cinancial Year
Ms Paula Davies Continuing member for full Soutof 5
Professional Standards | Independent Member | Financial Year
Director

Financial Internal Controls Framework

The City of Salisbury follows the Local Government Better Practice Model — Financial Internal Control
for South Australian Councils. in order to demonstrate compliance with this model, the City operates
an extensive financial internal controls framework. The framework is designed to ensure financial
processes, procaedures, policies and systems are applied efficiently and effectively in order to mitigate
the financial risks identified in the Model. Oversight of the financial intemal control framework is
provided by The Audit and Risk Committee of Council, through the Governance Division. The financial
internal controls framework of the Council is audited by the City of Salisbury’s external auditor.

Internal Controls

The City of Salisbury utilises a risk and control management application called Control Track, to
monitor and review its internal financial controls. There are approximately 260 controls within Control
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Track across 7 classes: Assets, Expenses, External Services, Liabilities, Revenue, Strategic Financial
Planning and Financial Governance.

We use the a five point rating scale when self-assessing the effectiveness of our internal financial
controls {1 = ineffective, 2 = requires significant improvement, 3 = partially effective, 4 = majority
effective and 5 = effective).

All of the 260 controls in the Better Practice Model were assessed and reviewed in 2022/23. Three
controls (1.15%) were assessed as being partially effective, and the other controls assessed are rated
as either effective or majority effective. Treatment plans have been established to improve the rating
for the three controls that are assessed as partially effective.

Internal audits

The City of Salisbury operates a risk-based Internal Audit Plan, where audits are conducted to provide
assurance on the risks identified in the Strategic Risk Register.

The following audits were completed and reported to the Audit and Risk Committee in the 2022/2023
period:

« Cybersecurity Improvement Program Pre-Implementation Audit

* Fleet, Heavy Vehicle, High Value and Portable Assets Audit

The audit on the Cybersecurity Improvement Program Pre-implementation was performed by s
cybersecurity specialist vendor to assist management in identifying any gaps or areas for
improvements in the approach, design and implementation strategy of the CSIP after reviewing the
COS's current cybersecurity control environment.

An audit on the Fleet, Heavy Vehicle, High Value and Portable Assets was performed in-house to
provide assurance that the established governance and risk management processes are sufficiently
robust to manage, protect and ensure the viability of the Fleet, Heavy Vehicle, High Value and
Portable assets.

Actions were identified to address the total 14 risk findings from these two internal audits, for
implementation by the Council as per agreed deadlines and the status of actions are monitored and
reported to the Audit and Risk Committee on a quarterly basis.

The following internal audits have commenced in 2022/2023 and are in progress, to be completed
and reported to Audit and Risk Committee in 2023/2024:
* Desktop Audit on Strategic Alignment of Investments in Enterprise Resource Planning (ERP)
Solutions.
+ Strategic Reporting Process Audit.

Risk Management

During the year, the Audit and Risk Committee reviewed COS's Enterprise Risk Management
Framework, covering the Council's risk appetite, following the review of its Enterprise Risk
Management Policy in the previous year, The Risk Management and Internal Controls Activities report
is reviewed by the Audit and Risk Committee which captures the review of strategic risk register and
other risk management and internal control activities on a quarterly basis,

Page 60 City of Salisbury
Audit and Risk Committee Agenda - 11 July 2023



ITEM7.1.5

ITEM 7.15

AUDIT AND RISK COMMITTEE

DATE 11 July 2023

HEADING Risk Management and Internal Controls Activities

AUTHOR Hussain Rafeeu, Internal Auditor & Risk Coordinator, CEO and
Governance

CITY PLAN LINKS 4.2 We deliver quality outcomes that meet the needs of our

community
4.4 We plan effectively to address community needs and identify
new opportunities

SUMMARY This report provides an update on the risk management and internal

control activities undertaken and planned for the 2022/2023
reporting period.

RECOMMENDATION
That Council:

1.

Notes the update on Risk Management and Internal Control Activities for the
2022/2023 reporting period, as set out in Attachment 1 to this report (Audit and Risk
Committee, 11 July 2023, Item No.7.1.5).

Adopts the Strategic Risk Register categories and risk descriptions for the new Strategic
Risk Register, considering input and feedback from Audit and Risk Committee, as set
out in Attachment 2 to this report (Audit and Risk Committee, 11 July 2023, Item No.
7.1.5).

Notes the current Strategic Risk Register as set out in Attachment 3 to this report
(Audit and Risk Committee, 11 July 2023, Item No. 7.1.5).

ATTACHMENTS
This document should be read in conjunction with the following attachments:

1.  Risk Management and Internal Controls Activities

2.  New Strategic Risk Register Risk Categories and Description

3. Current Strategic Risk Register

1. BACKGROUND

1.1 This report provides an update on the risk management and internal control

activities undertaken in 2022/2023 and planned for 2023/2024. The report allows
the Audit and Risk Committee to monitor and review the activities and assurance
they provide.
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2. REPORT

2.1 The risk management and internal control activities undertaken in 2022/2023 and
planned for the 2023/2024 reporting period are summarised in Attachment 1 and
have been updated since they were last reviewed by the Audit and Risk
Committee in November 2022.

2.2 Administration has held two workshops to review the Strategic Risk Register, and
determined with input from Executive that some of the current risks lost current
relevance, new risks have emerged and some required consolidation.
Administration determined to remove the following three risks:

22.1 Recycled Water Contamination Risk: The outcome from the first
workshop was to consolidate this risk under the category “Water and
Waste Management Risk”. Subsequently, at the second workshop, Water
and Waste Management Risk was considered as less relevant as a strategic
risk category and therefore removed.

2.2.2  Public and Environmental Health Risk: The outcome from the first
workshop was to focus this risk under the category “Impact of Pandemic”.
The Impact of the Pandemic risk category has been consolidated under
“Business Continuity & Emergency Management Risk.”

2.2.3  Reputation Risk — the outcome of the second workshop acknowledged
Council’s reputation is a strategic concern because it is connected to and
magnified by other business risks. Given that reputation risk is a byproduct
of another business risk rather than a standalone risk, it was proposed to
remove this category from the Strategic Risk Register.

2.3 Following the removal and consolidation of risks from the current strategic risk
register, the following eight strategic risks are now determined for the new
strategic risk register:

2.3.1 Financial Sustainability Risk
2.3.2 Cybersecurity Risk

2.3.3 Information Systems and Information Technology (IS/IT) Risk (excluding
Cybersecurity)

2.3.4  Assets and Infrastructure Management Risk

2.3.5 Business Continuity & Emergency Management Risk

2.3.6  Climate Change Adaptation Risk

2.3.7 Human Resources, Organisational Capability and Safety Risk
2.3.8 Ineffective Governance Risk

Administration seeks feedback from the Audit and Risk Committee on the
proposed risk descriptions.

2.4 The current Strategic Risk Register is set out in Attachment 3 for reference.
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3.  CONCLUSION/PROPOSAL

3.1 This report has provided a summary of the risk management and internal controls
activities undertaken for the 2022/2023 reporting period and planned for
2023/2024, since it was last presented to Audit and Risk Committee in November
2022.

3.2 Administration is seeking input and feedback to finalise the risk descriptions for
the new strategic risk categories determined, as in attachment 2 of this report.
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Risk Management and Internal Controls Activities

Risk Management and Internal Controls Activities — July 2022 to June 2023 vid
Annual Plan - July 2022 to June 2023
Activity Type of Resourcing | Status: Rationale for piece of work Update on progress
Activity (Risk (Internal,
Management or | External,
Internal Co-sourced)
Controls)

1. External Audit | Internal Controls | External This piece of work is legislatively | The Interim Report from the
of financial mandated. Internal audit is external auditors for FY2022/2023
internal heavily involved in facilitating the | is presented to the July 2023 Audit
controls work. and Risk Committee meeting. Final

Audit Completion report for last
completed financial year was
presented to Audit and Risk
Committee in October 2022.

2. Completion of | Internal Controls | Internal Completed  The external auditor's The control self-assessments for
Control Self- expectations are that at least one | the Financial Year 2022/2023 was
Assessments control self-assessment will be completed in May 2023 and the
and Risk conducted annually and a risk controls were audited by External
Assessments assessment should also be Auditor in the Interim Audit in June
through the conducted on financial internal 2023. Interim audit report is issued
Control Track controls. and presented to the July 2023
system, Audit and Risk Committee meeting.
including
external audit
preparation

3. Cash Internal Controls | Internal INprogress | This work needs to be completed | The petty cash and till fioat
Management annually as a part of the financial | reconciliations were performed in

internal controls framework; it July 2023 for the 2022/2023 period

includes the end of year to substantiate the information to

reconciliations of petty cash and | be contained within the Annual

till floats, Financial Statements. A memo to
the GM Business Excellence Is
being prepared. No issues were
identified at this stage.
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7.15 Risk Management and Internal Controls Activities
Risk Management and Internal Controls Activities — July 2022 to June 2023 vid
Annual Plan - July 2022 to June 2023
Activity Type of Resourcing | Status: Rationale for piece of work Update on progress
Activity (Risk | (Internal,
Management or | External,
Internal Co-sourced)
_ Controls) - N
. Reportonthe | Internal Controls | Internal The annual self-assessment Audit and Risk Committee self-
findings of the reviews the performance of the assessment was undertaken in
Audit Audit Committee. March 2023 for the calendar year
Committee ending 31 December 2022 and
self- reported to the April 2023 Audit
assessments and Risk Committee meeting.
. Develop Risk Internal Completed | Contributes to the vision of having | Following the development of an
documented Management an organisation wide, consistent, | Enterprise Risk Management
risk usable risk management (ERM) Policy and an ERM
management framework to encourage and Program Roadmap, an ERM
framework inform risk management. Framework document was
developed and council adopted by
Council, along with COS's risk
appetite statement in November
2022.
. Assurance Risk Internal Completed @ CEO asked to prepare an overall | The Assurance Map was
Map Management Assurance Map for the City of developed using the Institute of
Salisbury to determine where we | Internal Auditor’s (IIA's)Three Lines
are in terms of assurance. Audit | Model as the theoretical framework
Committee has also asked for a and an Interim Report presented to
brief on this as was agreed as an | the July 2022 Audit and Risk
action item. Committee.
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7.15 Risk Management and Internal Controls Activities
Risk Management and Internal Controls Activities — July 2022 to June 2023 vid
Annual Plan - July 2022 to June 2023
Activity Type of Resourcing | Status: Rationale for piece of work Update on progress
Activity (Risk | (Internal,
Management or | External,
Internal Co-sourced)
_ Controls) _

7. Strategic Risk | Risk Internal Given the dynamic nature of Two executive workshops have
Register Management macro factors affecting COS's been held during this financial year,
Review strategic risk environment, and and Administration has identified

emerging risks, Administration some risks on the current strategic

determined to review the strategic | risk register may not be relevant

risk register. and emerging risk areas identified
to be more relevant. The risk
categories and risk descriptions for
the new strategic risk register is
presented to the July 2023 Audit
and Risk Committee for review,
input and feedback.

8. ERM Roadmap | Risk Internal Establishing and maintaining an Governance Division is facilitating
Deliverable - | Management operational risk register for each | this process and working with the
Operational division is required under the Divisional Managers to have their
Risk Registers ERM Framework adopted by operational risk registers updated
for all Divisions Council. along with training key

stakeholders on how to use the
ERM Framework. The training and
updating operational risk registers
for all divisions is expected to be
completed by end of December
2023.
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7.1.5

New Strategic Risk Register Risk Categories and Description

Risk short
name

City of Salisbury (COS) - St

Risk Owner

ategic Risk Register Risk Descriptions

Current Risk Description

;canpranisedbymomaldoclsbnsmdlor
‘external events. CoS fails to maintain service

Risk Description - Discussed at 22/6/23 Exec I

Workshop

RALLE

(As at 11 July 2023)

Revised:

o o i 2 2
::z,;‘;'s'f oM i;:::"‘"l andimvest n sssels and orassure | THere is a isk that the long term financia There is a risk that the long term financial
Financial Bxoelienon: on CoS ing surplus due to factors such stability of the Council may be affected and sustainability is compromised and may impact
! !” e per andg cost shifting. Risk of CoS financial commitments and requirements may | the Council's capacity to respond to emerging
Risk ; darly: ! tail mcapplng m c'osl and not be met for Council operations and delivery | needs of Council, and meet the financial
GMs ' lem;g appropriately manage . of services. commitments and requirements for Council's
Other { ency. CoS fails to identify opportunities for a8ons and delivary of Sarvices
alternative sources of revenue. Insufficient pen ery ’
budgeting for the compietion of the strategic
plan S
Lack of alignment and integrity of IT systems
and data to support service delivery, Information . . . Revised:
'management systems are not integrated m&mm mem :‘:d or";" m” There is a risk that inadequate and ineffective
Primarily: GM resulting in ineffective business processes. " ble to cyber attacks potential for IT security controls may leave the organisation
cmeuums' Ineffective data management results in poor harm or loss arisi fromc'tel a'ml zed vulnerable to cyber attacks, having potential for
Risk Excell reporting and decision making due to g :'. ""l 9 ) tion. of harm or loss arising from the unauthorized
insufficient data collection and storage. de“su |" ' of al. ! ml. ‘satbo;\ data / access, use, disclosure, disruption, or
|Ineffective IT security leaves the organisation information orpin.formm al n:ﬂ'ﬂa " destruction of personal and organisational data /
vulnerabie to cyber attacks. Failure to keep systems. infarmation,
pace with cyber changes.
There is a risk that the ERP system and other
Information information systems and technology solutions Reviend:
'Syshm’ ":"d ::::':?s GM ;m:nmm: vl oﬂmwaﬂ ect the There is a risk that the lack of alignment, data
Technology |Excellence; eviously bundied up with Cybersecurity risk | efficiency and offectivaness of service delivery |31, and the effectiveness of nformation
(IS/IT) Risk ! l(:bcwe) w and operations of the Counci ery systems and technology strategy deployment
{excluding | Secondaril ' hare i 8 risk ) may not adequately support the efficiency and
y: a Tt ISAT strategy may not be effectivaness of Council tions and service
Cybersecurity Other GMs aligned to the business strategy and council not |t "/ opera
) being able to keep pace with the changing Y.
technology better practices.
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New Strategic Risk Register Risk Categories and Description

Risk short
name

Risk Owner

Current Risk Description

AT VAT T
is a

Currently placed under Environmental and
Social Risks:

Risk Description - Discussed at 22/6/23 Exec
Workshop

-y

Primarily: GM l'Failure to manage the impact of environmental
City and social factors on Council infrastructure, . Revised:
Infrastructure; |assets and services. The detrimental effecton | o c 1> & risk that the acquisition, There is a risk that the planning, acquisition,
Assets and Council assets and infrastructure caused by development, W“‘ maintenance, safe development, operation, maintenance, safe
Infrastructure Secondaril . . h . demolition and financing of Council's assets and " | o
Mana ¢ arily: mwmnmwm.rvdudlngdmate infrastructure may not be managed in a p«nolibonandfhandngofCoundlsasselsand
Risk GM Business  change, is not adequately addressed through sustainabl for operation and . infrastructure may not be managed in a
Excellence; GM |Council planning. The detrimental effect on of C g pro sustainable manner for operation and provision
City Council assets and infrastructure caused by ' of Council's servicas.
Development  'social factors, such as changes in
demographics, is not adequately addressed
through Council pianning.
There is a risk of inadequate response to a
business continuity or emergency event, or
major incident at a Council run Community
lavent. e a . N No change required.
oS’ continued ability to support essential, | Tore 1> @ 118k What potential veats InCluding |ryarg i 4 risk that potential threats including
Business Primarily: CEO; {aitical business activities and access available ergency ool incld;mts and other ,' seen |omergency events, natural disasters,
Continuity & ‘key business resources Is impacted as a result even“ cu can: 9 disrupt the Council's ability to technological incidents and other unforeseen
Emergency | Secondarily: of failure to prepare for, respond to and recover function and carry out its " evenis can disrupt the Council's ability to
Management | GM City from a disaster (e.g. fire, flood, explosion, and eff ectl:ve oon, wrols and to mpt;nd function normally and carry out its operations,
Risk Infrastructure earthquake, storm, aircraft crash). CoS and recover from such um plenned and effective controls and processes to respond
experiences negative impacts to CoS’ brand and implemented and recover from such threats are not planned
and image, legal and cost implications, and i and implemented.
public & staff safety as a result of failure to
prepare for and respond to a major incident at a
Council run community event.
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New Strategic Risk Register Risk Categories and Description

Risk short
name

Risk Owner

Current Risk Description

AT VAT T

Climate Change negatively impacts on City of

In terms of climate change adaptation, there is

Risk Description - Discussed at 22/6/23 Exec
Workshop
hare 3 & vhitte @ibinds:

a risk that fallure to plan and adapt to severe

changes in climate conditions including but not
limited to extreme fluctuations in temperatures,
altered rainfall patterns, bushfires, heatwaves,

Revised: (to bring in the social impact,
remove environmental sustainability risk)

Primarily: GM . . . cyclones, drought and storms may negatively | There is a risk that failure to plan and adapt to
Climate City Salisbury's operstions, infrastruciure, services impact City of Salisbury’s service provision and |severe changes in climate conditions including
Change Development; and th: w$0W| I: Fw;‘ ;;‘m olinsle operation. but not limited to extreme fluctuations in
Adaptation id 'al"gl h her tem | y r:i?ifoall In terms of environmental sustainability, there is (temperatures, altered rainfall patterns,
Risk Secondarily: doms gnd mp:' atmm “l'or . o a risk that the use of unsustainable products  |bushfires, heatwaves, cyclones, drought and
Other GMs. :ms gl mm"f'm § "“l 'l'“a . XITeME | 2nd the application of unsustainable practices  |storms may negatively impact City of Salisbury's
' " that are not environmentally and ecologically operations, infrastructure, services and the
friendly, may harm the environment resulting in |community.
depletion of natural resources and degradation
of ecosystems and negatively affect Council's
operations and service provision.
There is a risk that lack of efficient and effective
implementation of systems and process for
Currently placed under WHS Risk: mmm wt work heaith ’":;
— Primarily: GM lmrp_aturo and inadequate work health safety can lead to Mg! me“: Ei neufficient, ¥ :.l’ ; n d! lopme Revised: (to bring in elements of culture,
Resources. |Business policies and procedures result in an unsafe inappropriately skiled t'mman —— capacity and future needs)
luu;n Ernalionce: working environment. Failure to meet WHS By Sy alloolive cotuol son end There is a risk that City of Salisbury may not be
El w"'w ! obligations which result in an unsafe workplace. ice delivery, and the sat ety: pandl N well being able to maintain the required human resource
and Safety 'S darily: §Cos recognises that this risk is included on the of h b ' may not be sustainab capacity, people and culture needs to meet the
Risk Other GMs " |Strategic Risk Register due to the seriousness Risk that human may not meet lhe current and future growth expectations of the
iwith which CoS takes its obligations in relation and cultre is for the fut " Council.
{to Work Health and Safety. of‘ !the“ !businm,
Having the capability to deliver the future
expectations of business needs.
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New Strategic Risk Register Risk Categories and Description

Risk short
name

Risk Owner

Current Risk Description

AT VAT T

Ineffective governance results in the provision

Risk Description - Discussed at 22/6/23 Exec
Workshop
hare 3 & vhitte @ibinds:

There is risk that failure to set up and maintain
appropriate governance structures, systems,

No chan qulud.
There is risk that failure to set up and maintain

Ineffective Primartly: CEO; of services which do not meet community processes and practices may hinder the W::‘:;"‘"‘".‘“ sww;:::mems.
Governance “ darily: expectations. Inadequate decision making. operation, service delivery and achievement of proces pra deliv m:d Movsment of
Risk OlherGMs‘ Failure to integrate governance to enable the  objectives for COS in a transparent, objnp!ecmuves"m'fot"lcol “Sina?ryan nt
: meeting of strategic objectives. accountable and efficient manner and meet s e a;»d
community expectations. ncowntabh' and efficient manner meet
community expectations.
Currently placed under "Recycled Water
. . Contamination Risk": ) ¢ )
Pf:madIy.GM ‘Contamination of the recycled water systems. [PIDOR 36 30 o : d oyt "
City . water systems affecting the quantity and quality
Water and infrastruciure: CoS experiences reduced environmental, of water led by Salisbury Water. There is
Waste " leconomic and social benefits due to fallure to | SRR 2y v hereisa
risk that waste water and solid waste from REMOVED RISKS (not Relevant now)
Management Secondari prevent, prepare for and respond to .
rily: community may not be managed appropriately
Risk . contamination of the Salisbury Water recycled . ; .
GM Business leading to public health hazards and compliance
Excellence non-drinking water distributed to parks, risks.
reserves, schools, industry and some new
There is a risk that lack of planning for
prevention, preparedness, response and
recovery from the impact of pandemic, may
Currently placed under "Public and negatively affect COS's operations as well as
Primarly: GM Environmental Health Risk": the health & well-being of the COS community.
City ’ ‘Lack of management of public and COVID-19 pandemic triggered global
kmpact of Development; environmental health risks. Community implications. This has given rise to key risks of
Pandemic " lexperiences illness or injury due to a fallure to  |disruption to operations, technology risks REMOVED RISKS (not Relevant now)
Secondarily: deliver public and environmental health and associated with remote working, finances and
Other GMs ' |safety outcomes for the community (includes | health of employees, impact on contractual
’ food safety, dog and cat management, by-law |arrangements, impact on work, workplace
enforcement and parking control). culture and compliance obligations with new
rules. Supply chain disruption and high
absenteeism impeding Council's ability to
deliver services to the community.
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7.15 New Strategic Risk Register Risk Categories and Description

Risk short Risk Owner Current Risk Description Risk Description - Discussed at 22/6/23 Exec
name Workshop

sy

There is a risk that City of Salisbury’s reputation
Primarily: CEQ; 'City of Salisbury reputation suffers due to and public perception may be negatively
:services provided not meeting community affected, and may result in loss of public trust,
ineeds and expectations, resulting in a reduction |investor confidence, community support and
in business investment. engagement, due o the ineffective
management of reputational risk.

Secondarily: REMOVED RISKS (not Relevant now)

Other GMs.
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Current Strategic Risk Register

vity of Salisbury (COS}
trategic Risk Register

ek shart name

Ui Descrotion
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ITEM7.2.1

ITEM 7.2.1

AUDIT AND RISK COMMITTEE

DATE 11 July 2023

HEADING Outstanding Actions Arising from Internal Audits

AUTHOR Hussain Rafeeu, Internal Auditor & Risk Coordinator, CEO and
Governance

CITY PLAN LINKS 4.2 We deliver quality outcomes that meet the needs of our

community
4.4 We plan effectively to address community needs and identify
new opportunities

SUMMARY This report provides an update on the status of outstanding actions

arising from previously completed internal audits.

RECOMMENDATION
That Council:

1.

Notes the update in this report and the full Internal Audit Log Actions Register in
Attachment 1 to this report (Audit and Risk Committee, 11 July 2023, Item No.7.2.1).

2. Notes the update on the Capital Works Project Audit Pressure Points Action List in
Attachment 2 to this report (Audit and Risk Committee, 11 July 2023, Item No.7.2.1).
ATTACHMENTS

This document should be read in conjunction with the following attachments:

1. Internal Audit Log Actions Register - July 2023
2. Audit Log Item 75 - Capital Works Project Audit Pressure Points Action List
1. BACKGROUND
1.1 This report provides a status update on the outstanding actions from past internal
audits, showing a summary position, number of actions by risk rating and the
movement of actions since it was last presented to the April 2023 Audit and Risk
Committee meeting.
2. CONSULTATION/ COMMUNICATION
2.1 Internal
2.1.1  Audit Action Process Owners
3. REPORT
3.1 A high-level summary on the movement of actions from internal audits is shown
below:
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Internal Audit Log Actions -
April to July 2023 Movement

20 (7
18 |
7)) 16 |~
| =
2 14 |~
(s
< 12 7
Y
[e) 10 |~
.
Q g
0
€ 6
=]
2 4
2
0 S— A—
1 Very 2 High 3 4 Low | 5Better 6 Total
High Mediu Practice | LGASA
m Baselin
e Not
Met
M Bal. as at 12 April 23 0 3 12 1 1 2 19
M Closed 2 2
m Bal.asat 11 July 23 0 3 10 1 1 2 17

3.2 The total number of outstanding Audit actions reported to the April 2023 Audit &

Risk Committee was 19.

3.3 Two medium risk rated actions were closed for this reporting period from April to
June 2023, leaving a total of 17 actions outstanding as at 11 July 2023.

3.4 The risk profile summary position of actions for the reporting period is shown

above.

3.5 Out of the two closed actions, one action has been tested by auditor and confirmed
as resolved, and the other action marked as closed is yet to be tested by the

Internal Auditor and Risk Coordinator.

Actions Outstanding

3.6 A summary of the outstanding actions remaining as at 11 July 2023 to be closed,
and their status and risk ratings, and the level of completion relative to the total

number of actions for respective audit are illustrated below:
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Actions Status of
Total # Actions Outstan Outstanding
Audit Actions Completed % ding % Actions
Management of 2 Extended
Contaminated Sites 14 12 86% 2 14% | (1 Medium Risk,
Audit - Oct 2020 1 Better Practice)
LGRS 2019 Risk éEli‘éegged
Evaluation Report - Nov 6 4 67% 2 33% -
2019 Baseline Not
Met)
1 not due (17%)
Complaints Handling (High Risk),
Process Audit - Mar 6 2 33% 4 67% | 3 extended
2021 (50%)

(Medium Risk)

Volunteer Management

0,
Audit - Sep 2021 4 4 100%
Capital Works Project 0 o | 1 High Risk (with
Audit - Nov 2021 3 2 67% ! 33% 11 Sl?b tasks)(
2 not due —25%
. (1 High Risk, 1
Fleet Heavy Vehicle, Medium Risk),

High Value and Portable 9 1 11% 8 89%

_ 0,
Assets Audit — Feb 2023 6 Extended —75%

(5 Medium Risk,
1 Low Risk)

TOTAL 42 25 60% 17 40%

3.7 The two actions remaining from Management of Contaminated Sites Audit are in
progress as part of a separate action plan, reported to the February 2022 Audit and
Risk Committee, with a final deliverable to establish an Integrated Catchment
Risk Management Plan by mid-2026.

3.8 The two actions identified from LGRS risk evaluation report needed further
extension. A due date of 31 December 2023 was agreed to update risk
assessments for remaining scenarios specific to COS’s emergency management
plan. Council’s administration has liaised with the Local Government Association
Mutual Liability Scheme (LGAMLS) in relation to the emergency management
risk assessments and confirmed the findings and actions are still relevant.

3.9 Council has awarded a consultancy agreement to an external vendor to facilitate
and deliver emergency management risk assessments in accordance with NERAG
(National Emergency Risk Assessment Guidelines). This is scheduled to
commence on 1st August 2023 with a target completion date of 30 September
2023. Also, for the second action, further extension was agreed until 30
September 2023 to provide necessary training for relevant staff identified in the
Incident Operations Manual, and is progressing as per plan.

3.10 The four actions remaining from Complaints Handing Process audit, are agreed to
be resolved with the implementation of the Customer Relationship Management
(CRM) module within the ongoing Enterprise Resource Planning (ERP) solutions
implementation process. CRM implementation is prioritised in the first phase of
ERP implementation, schedule to be completed by end of July 2023.
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1

3.11

3.12

3.13

The one action remaining from Volunteer Management audit related to the
development of a Volunteer Health and Safety Handbook is now completed.

For Capital Works Project Audit one finding was related to Project Management
Pressure Points with a recommendation to come up with action plan tasks to
address these pressure points. A total of 11 tasks were agreed by the Working
Group formed to identify measures that should be taken to address the pressure
points. As of today, three actions were closed, three extended, and five tasks are
on track and are still within the original deadline agreed. Total number of actions
outstanding is eight and four of these actions are in line with the Enterprise
Resource Planning project roll out. The status of these actions is listed in
Attachment 2 with updated comments and timelines.

The full listing of all 17 pending actions, with recommendation, management
comments, action owners, and target deadlines for resolution are covered in the
Audit Log Actions Register included in Attachment 1.

4. CONCLUSION/PROPOSAL

4.1

4.2

This report provides a summary of the position on outstanding actions from past

internal audits, since the last Audit and Risk Committee meeting.

Two actions were closed during the reporting period and nine actions remain to be
closed as clarified above.
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= P requirements, This forms part of the scope of & current project . £ i"é— Resource Planning soluion ind the first module to be smpiemented will be
o ) Management System | Ensure that all complaints are recorded, and reported to the " t Pl . . Expenience} =3 =~ 5 CRM =5
E - ) ; undertaken called the Exceptional Commumity Experience Project. ¥
management on 4 regulir basis, including compluints ¥z Update 15/02/2023: Part of the ERP 15t phasc implemengation
g received via welephone calls, and from walk-in community %, =
: members, Q
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7.2.1 Internal Audit Log Actions Register - July 2023
§ Update: %T1/21: The C ity Experience Fi ok is nor bomger ant
1. Incorporate within the rel palicies and k 1. The recommendation will be implemented. g operational document.
3 the reporting requi and frequencies covering 2. There is significant work required in developing a report o £ | We currently report 1o Coancil monthly on 40l CRM data bat this will be
E performunce reporting on service standards, performance against all service standards. Unelear if reporting against £ ded when we introduce a € Rel . bip Manag
F 3 Pexformance 2. Establish a mechanism to record and measure actual service standards is undertaken within cach busincss unit on a E . sm{m:‘w“mcw_lﬁw -
§ ¢ Monitoritsg and pm'omncc against all mcc standards; monthly basis. Investigation and scoping of the solution will be Hannah Walters (Project] § . pidate ) for the CRM project =
s | 2 E Reporting on 3. Establish & monthly reporting prooess on actusl required. Manager Community = = | Update: 9/11/21: We nre eurrently preparing an EOI for the technology No
g a A M ot of performance against all agreed service standards for 3. A customised monthly report will be developed to track the Experience) < T= hution fo al . . ;
Al - Complaiuts  complaints and requests for services. progress of the Operational Service Standards listed in the . . 2 | Update 30062022 We arc currently cvatuating EO for Entorpeise
4. Review the key performance indicators and service Community Service Framework. = |Resoarce Planning sohution and the first maduk to be implemented will be
standards for complaints handling included within the 4. The key performance indicators listed in the Community 'i CRM
= Community Expenience Charter and also the CCC Experience Chanter will be reviewed 10 ensure they are relevant and K Update 15/02/2023: Pant of the ERP st phase implementation.
Procedure, 1o they are attainable and realist realistic. g Update 12/4/2023: Part of the ERP 151 phase impletmentation fo be
? completed by 30 June 2023
Tusincss Process g
Orwners: 3 Update: 911721 Reguirements for escalations will be bult mto the
Hannah Walters {Project| g fetailied busi qui o for the € Relationship
2 Manager Community ‘é‘ Marmgement Sobution.
Expenience) / Amy 2
2 P::onq C,mncy ] Update 24012022 New initiative bid submitted for funding and
B ¥ 2 (G 1 Ma _ -l tmplementation for the CRM project
? z 3 |3 Escalavion Provess for] Ensure thar escalation provess implemented covers Tier 3 This will get capured as pant of the Exception Community c uni ® § 3
59 .é Tier 1, Tier 2 and Tier 3| complaints as per the requirements of CCC Procedure, Expen Project Impl ion scope, and implement the Dev ly_, “ & Update: 91121 We are currently preparing an EOL for the technology No
o a ] Complaints andbor revise the CCC Procedure accordingly. Complaints handling Tier escalation process. for EFCME Sy = » E -— 301;0"0 :;“w ";‘m C : i h tons '
ste N & < mly \1’1‘“‘!‘ leTprise
-5‘ Support: 2 |Resource Planning solusion and the first module te be implemented will be
5] Laurs Fischetti (Team i CRM
& Leader Business ¢ Update 1502/2023: Purt of the ERP 15t phase implementation
Tntelligence and Data £ Updute 12/42023: Past of the ERP 151 phase mplementation 1o be
Management), gﬂ completed by 30 June 2023
. Update: 9/11/21: Requirements for cscalations will be buil into the
i detailed bk > 3 for the C Relationshi
g - Mamagement Solation.
- :E Update 2401:2022: New swiiative bid submitied for funding asl
- ) €OS should perform data analysis on complaints received ) ) = -§- . Seatbon fox s CRbd piecs
wl|® i g t:m‘“‘m’“‘;: wnd resolved to identify trends and lessons lesmedand | This will be incorporated a3 part of the Exceptional Commmunity |1 2000 “‘;‘.’“‘ (Project 2§ | Updmes 21121 Wearo cumcotly proparing an EOI for the techmology .
-4 :‘ st Formulation appropriately apply as input within COS’s strategy Experience Project scope and implemented. ! Ei ‘!' N ) Y -'E + % E Update 30:062022 We _'; Iy evatuting EOJ for E . )
A % L] formulation process. - ig Resource Planning solution and the first module to be implemented will be
. CRM
S g Update 15/02/2023: Part of the ERP 151 phase implementation.
= £ Update 12/4/2023; Part of the FRP 15t phase inplementation 1o be
completed by 30 June 2023
p As a better practice control measure, it is advisable that
é COS prioritise the develop of s prehensive V062022 Work in progress with P&C 1o deteomine our internal
Volunteer Safety Handbook 1o meet the core components capacity for the WHS induction and Training procdare. The next step
of the WHS Induction and Training P dure detailed will be an easy English Volunteer Health and Safety Handbook that
- - ) . . . . o ) tics with WHS
‘ [betow: Actions proposed inchude sourcing funding and an external consultant Vesna Haracic 8 g e v )
8 & g :;’:l‘mteer Safety [*Provide WHS information, training and mstruction ina 1o develop an accessible easy-Enghish Volunteer Health and Safery (Manager Community g ‘ ':: OR/1172022: Drsfh M is el compied by WHS team for E VnhmlL:r s-&I:‘y ‘:.I’uulbnok Yes
;Q'- 5 o way that is readily understandable 10 any person whom it is |Handbook that complies with WHS requirements Health and Wellbeing) = } = o : ﬂaaln::on : o y '
provided
3 |*Provide workers with infi ‘ and g 12/04:2023: First Draft of Vohunteer Safty Handbook is 85% comp
= that 18 viep P from nsk 1o health and with safety activitics 1o be updated for couple of safety scenarios.
safety having regard to their role
z
Hl3. . Recommendation from Fob 2023 Audit & Risk Commitiee was 1o 2 2 P T R
75 | | FEG [ rronce v - et | 2k e i of Copal Wors Prcr A Proses ol | v ol vy ARG mcting | 470 Cll, M e+ Sco commcnts e stch g
3 :_ig Plan Trems "‘“""‘m" etion S Rasar, until fully resolved. See Attachment 2 for details. g} ;
,_% 1Review the sset 2 p and
ml =2 update the PEFAMP or PRFAMOP. The Action Plan i L N o = o
= “emzideor frmmd . uad Lo itoms are as 2 sep and status . = = s e P Teod with kow ctakohald
- ﬁ vSS z:mmm;\lm 21 imp "'ri' m;m dgetbids for | e from the sction ofers and o o every ARRC meeti Mn:“l'mhc(ymlgcr § § MP&:“AMON‘M#’ i fm“ - m}qzm .
223 Management Plan asset mantenance and acquisition refies on approved il fully resolved, Sce Attachmens for details. ¢ ield Services) £ 2 P o get by end of Sep
—“|=Z53 P&FAMPs, - -
=
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Internal Audit Log Actions Register - July 2023

2
z . ; ;
N 2 1)Develop & stockiake policy or provedure coveringall  [Recommendation 1: Policy / Peocedre will be developed as "T'";“""" ‘s"‘;“" 5y Bl O
2| 3 % Physical Verification | eicvant assets, 1o physically verify the assets against recommended . ... |2Relevant Divisional | % % % 8 | Dratt Policy development in progress snd expecied (o be completed with g
THEL 25 | 2 [ond AcetStockuake | eleVant asset registers . [Recommendation 2: Agree with the recommendation. Consideration. | "y pery qaujectto | 2% | 2 new resoarce coming on board in July 2023, e
B ; R Z)U'udcrhkcpmodnc stock takes as per approved policy  [will need to be given in the policy'procedure regarding the level of Rec fation 1 s E-g = Pis]
: g and'or procedure. detail for stock take of portable assets. 0. - i
% 1Develop policy or procedure for minor assets register )
| covering all refevant porisble and aftractive items 3
Z [tinciuding but not limited to mobile phones, laptops, Recommendatron 1: Policy / Procedure will be developed as 1.Tim Aptin {Senior §
3 computess, IT devices, audio video equipment etc. ), recommended. ‘ )
al £l e Minae |Parchase. disposal Ginchuding: write-off). record keeping,  [R dation 2: € from Maviager Field Services - N er=rees | g% D || et ot develerment i ot oot s e semnint
NEAE é A;"’m‘";“:;‘;: DOE | pdating the assets vegister and physical vesificstionof | Conskleration will need o be given on the level of deiad for o (s;b"“"m"m H 8 + Dral Pullsy dovsicpamat I pogeess sod xp pro-toaa No
@ 7 o :gqhm. _ ‘ AWMgNﬂmmdmiMefanmamkuhdy R & iation 1 § = 5 ]
5 : 2)Consider undertaking un organisation wide stock-take  |in relation to Fiekd Services and range of tools/equipment utihised for ) 2k
b of all portable and attractive items as at a given refe service delivery. I i g
2 starting point, and update and maintain a comprehensive g
- register for all minor assets thereafter. e
1 Constdering the 20% pool discount benefit entitlement
spplied for Private-Use vehicles, for clanty it is
recommended that Administration ensures that all such
3 vehicles are either made available for car pool booking on a
tandird phatf; ible 10 #ll employees as
5 per current Motor Vehicke Policy or revise the Motor
m 5 Private Use Vehicles 'Vehicle Policy specifying any exceptions, o] 9 KPMG completad review of calcul
9 .é = aod Belacy Suceifioe 2)Ensure employees are appropriately briefed on the Agree with the dation. A working group has been Mark Purdic (Manager § a Woeking group comgicted review in May 2023, No
) 2 Calenlator vehicle use policy, terms and conditions, and establish a blished to review and update the Vehicle Policy. Field Services) g g Preseotution madc to Exce in Junc 2023, ard ready to incorporats within
¢ £ |- sign-off induction checklist & fx private use 3 the revised Motor Vehicle Policy,
> )
> vehicie handover process.
g 3yConsider the engagement of an independent external
consultant to benchmark with other councils and industry
é better practice processes, 1o review the current Motor
- Vehicle Policy, including a review of the salary sacrifice
calculator, and current vehicle usage options,
g 1t &5 recommened that COS:
] Inconsistency between | [HCormect the identified § ies b the LGAAMF with recommendations,
z Cos Au:gtegimr insurod assets schedule and COS assets register, :::enmdatim 1&2: LGAAMF will be notified to update on 1&2: Tracy Roberts % g
Al = and Local Government ZlEsubléh an efficient process to report and update LGAAMF acquisitions and disposals, {Insurance Officer); Rz«mdlmmn Completed. )
2 gg . on acquisitions and disposals of insurable flees and motor vehicle £ i Coordinatos Fleet updating | officer i real time of acquisitions To be tested
151 2 Amockiion Asset assets, N . N . 2 Mark Purdic | X = and disposals. by Auditor
2| FT [ et Fund 3)Undertake rogular and fimely seconciliation of insured assets " n 243: A monthly seport will be established 10 {Manager Fiekd § = In Officer updating Scheee in real time to keep dafa coment, |
z ~ |(LGAAMF) Insured schedule against the relevant asset segisters, with a partico] quisitions & disp for ease of reconciliation between Services) £ 2
£ Assets Schedule focws o assets acquired or disposed before i | b |Fegisters.,
: afier the renewal registers are provided.
1. Review the following policies and procedures that have
mbmluwmmdmlmm 13)D R
'g w)Asset Management Policy. ¢ In nmm
2 hiMotor Vehicle Policy. i M‘ ) 588,
:§ c)Procurement Framework, Recommendation 1a); Agree with recommendation. Work is 8 'g- § ';-g 1e&2) Manager Stratcgic P is ly vacant, @ be fillod.
b g underway to review and update the Asset Management Policy. 1) Mark Purdic 22 3 -
8t 4 B |Poticies and Procedures 2.1t may be benelicial to incorporate the following Recommendation 1hy: Agree with recommendation. Work is ™ Field oo 11/7/23 Update: No
) : f“ % specific process enhancements or clarifications: underway 1o review and update the Motor Vehicle Policy. ﬁens-icu " Working Groug hn_w: reviewed the policy. ;
- é = a)In the Disposal of Assets Other than the Land Policy, Recommendation Lo and 2: Agree with recommendation. Will be h . z |Presentation s Exce June 2023 - Final Policy drafting and eodorsement by
2 :bhnfylhc ponsible authority for approval of asset resofved by 30 September 2023 Te&2)M, i :'7 Scp 2023
' " " - 0 v
5.'; biln the Disposal of Assets Other than the Land Policy, Wq‘fm"';"‘)”'""“' =
= clarify the process for disposal or wnite off of nuinor assets '
= as this category is not clearly ariculated.
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7.2.1 Internal Audit Log Actions Register - July 2023
Recommendation 1 & 2:
The useful lives of fleet categories are currently reviewed annually in
uccordance with the Asset Management Policy.
Each year, the flect rencwal program is reviewed and adjusted as part
of the annual budget process. Adjustments may be made to individual
% 1.Undertake annual review of the useful economic life of | on condition, usage, market tions or operational
i o smdern, e e e 4, [ g s sty s et omisn
o Wi P 2 . mw:nwu(nmmngofﬂnmlsmd) — this 1 & 2: Mark Purdic
2 uselil econvmic life of assets for depreciation calculation items are | ht forward and are Ma Ficld
= or adjustment purposes where required, and document the . ,3 . P v " o 1170772023 Update: Actions 1 & 2 completed. o
A = Review of Assets in Use | process accordingly. " 1o category useful life. Condition, usage, ) 2 & Usehul lives eviewod as part of anmaak Assct Managmeent Policy in May |
e 5 = »
2 é -] i { the Stated ™ the appli ofuseful ic life as tu\intm,:wwxmummadmmnslﬁumm B - 5 g 200 ions made in Ausflect where useful Tives have been o g l&-m:::-d,!nmduc No
v g | |Useful Economic Life  |a lnggm for review of assets for asset renewal and Lo nnimsimg (o1 program. . o 5 3 beyond Pollcy and reasons therefore. g '
v - . The following specific key improvement actions will be undertaken: Acting Senior 2 = Action 3: Not doe Yet, will get completed as part of the yearced process, | 2
> ned the for any exlmded n ) i . N N ) 4 et part ¥ proc
mful ic life 1 o for adju to lifecycle in the nt {Projects,
|program Assets and Systems)
replacement timing or opportumty cost factors. . . . N . .
. . *Update Financial Services team on ges 1o Useful Life
é 3.Review and adjust the fixed assets register for assets make & odi
that have been di in o ] w necaury ctermination on adjustments to depreciation.
] ¥ ) ure ded und managed in the Fleet
Management System.
Recommendation 3:
The assets that were identified as disposed will be reviewed where
required and adjusted as part of the 202272023 financial year end
Process,
1.Review operational procedures for heavy vehicle
maintenance and repair to determine if NHVL requirements
are specifically addressed and revise the operational
é procedures accordingly.
2 2. Ensure that weighing equipment calibration testing is
i included in the mamtenance schedule and record s kept of
such calibration testing. 1.2 & 3) Toby
‘3 3 While acknowledging that it is not mandatory for COS t;nn (Coords
] ati cavy to be accredited and apply the NHVAS it may
al 3 The National I} be accredited he NHVAS standards, it may b '““"MMW”I"“““’l ,' b
8 .é H] g | Vehicle Law (NHVL) | beneficial for COS to consider using an NHVAS accredited A with the ati h § g No
a 2 Compliance - Areas for |suditor 1o undertake a compliance audit to determine the wee ) & Mark Purdie %
- é o' limprovement status and level of compliance with NHVR, and review ‘;‘ Field - 2
o templates and procedures 10 ensure it adequately covers N "(
g standard safety measures and comply with NHVL )
5 requirements.
" 4.Ensure the operational procedures for heavy vehicle
o procurement, tnai and repait is updatod 1o require
that a Certificate of Compli is obtained and mui
mmeﬂeetmummmﬂsyamnwhewumod-fmmm
Ll L L ‘s h
El i . .
= 1Refrieve an excel file son liting leca;dsfofl"umqotﬂyoflheﬂ:mmkmu-rheﬂpualw
z from BP ine a full iod, and dna" Centre and only during ng hours, This
e o0 55 coveing 5 st yonr peciod, sad pocfer reduces the potentiablikelihood of misuse. - -
g - Fuel Card Usage |analytics to identify lies and seck justification where Toby Headerson o g
L2 4 Review on Unusoal possible. o id ) . {Coordinator Fleet and S 1 E 1 0 . given workload. No
ﬂ'. g 3 Trunsactions |2-Seek the possibility of incorporating exception ® . oo sty fnd-oosl-e.lfec‘lwe Workshop) -3 § &
- % {manner for improving governance of fuel cards, with investigations - -
§> parameters within the fleet management system to identify dashboards and N E Fleet
- anomalics, and review on a monthly hasis. ko ) o § Fccpiion reports in Al
i based on mileage and fuel usage.
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7.2.1 Audit Log Item 75 - Capital Works Project Audit Pressure Points Action List
Attachment 2: Project Management Audit Action Group - Follow up of Action Status
(Status Updated for 11 July 2023 A&RC)
Pressure Point Responsible
No. |Action Tasks I ficati Group Due Date  |Status Comments
Determine and create portal / option for
organisation wide access to view project
1 status information 'and contact details |1 - Cross collaboration Infr.astructure 31/12/2023|Not Due Yet [in line with ERP system roll out
for person responsible. Needs to be between teams Delivery
completed in line with the new ERP
system solution.
Completed pfo;ects bY asset have been 1 - Cross collaboration
mapped and is accessible via Power B,
. between teams
with the roll out of the new ERP system 3 - Community
. - ) "
o[ lution, create the ability to view consultation Infrastructure | 51/12/2023|Not Due Yet [in line with ERP system roll out
projects in progress geographically. . Delivery
’ ) 5 - Resident and EM
Completed projects may transition to
) ) Information requests
the same view as active projects, 6 - Reportin
pending ERP system solution. &
Pending ERP system solution enable 1 - Cross collaboration
organisational wide access to project between teams Infrastructure
3|documents such as briefs and design 5 - Resident and EM ) 31/12/2023|Not Due Yet |In line with ERP system roll out
A ) Delivery
drawings to enable review and feedback |information requests
from any location 6 - Reporting
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7.2.1 Audit Log Item 75 - Capital Works Project Audit Pressure Points Action List
A1l digital drawing review solution 1 - Cross collaboration
between teams
implemented, subject to funding
2 —Resourcing
availability.
Schedule worki oup to discuss and 3= ommuniy
ng group Consultation ) In line with funding availability,
determine requirements 4 - Procurement Dasign Team, workshop scheduled for July 2023 to
4|- lv.“{estigate options and estimated 5 - Resident & EM lnfr‘astructure 31/12/2023|Not Due Yet review options available and their
pricing Delivery
i requests integration into COS system.
- Determine funding source .
7 — Clarity of Roles and
- Schedule tender R nsibilitles
- Schedule install pons’
Schedule traini 8 ~ Prioritisation of
ne Projects
9 - Bespoke design work
. ) Work has commenced with on the of an
Develop process to maintain Major e
Project information on the City of 2 - Resourcin, upgrade to our existing platform to
n Y urcing allow a section of Capital Works to be
Salisbury website 3 -~ Community i .
City Infrastructure included on the website (location wise,
5|- Document process consultation Administration 1/08/2023|Not Due Yet scone and tining of nrojecish, we are
- Upload updated Major Project 5 - Resident & EM pe 1§ OF projecis), v
. ) h currently working through this in
information information requests A p .
Schedule periodical reviews preparation for implementation later
pe this calendar year, Backend
functionality to notify Elected Members
on changes made to this portal.
1 - Cross collaboration The Project Risk Register has been
Schedule bi-annual workshops to review Detween t‘eams Infrastructure Updetad and Incl'uded on the ntrinet
6 overarching project risk register 6 - Reporting Delive 1/03/2023 for reference, it is proposed to review
8 proj 8 — Prioritisation of v this inline with preparation of the new
projects Financial Year in July 2023 and mid year
in January 2024 consecutively.
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7.2.1 Audit Log Item 75 - Capital Works Project Audit Pressure Points Action List
Schedule bi-annual workshops to review |1 — Cross collaboration Wor os schadulad to accur In July
a small set of completed of projects, so |between teams infrastructure ol Sanniasey sock wear. snd o samie of
7|what worked well and what didn’t work [6 - Reporting , 1/03/2023 Y eachyess, w
) N Delivery 3-4 completed projects to be reviewed
so well can be discussed and captured. |8 - Prioritisation of .
include 3 section for a ed ts |projects for lessons learned. Register of Lessons
e . il IS orve Learnt to be kept within the Capital
Delivery Framework page on Intranet.
1-Cr laboration Work has commenced to review the
NN e Ch s current RACI chart an updated RAC!
g ‘;Ad c'eld: ':: M’ P “;','_"' ‘:_: ;‘:‘ :""R'“" “’:’"’ infrastructure  [03/04/2623| .~ |chart will be completed i line with the
it ( oCh countabllity Consu ; - a”:"'c f": esand  |Pevery 30/06/2023 | *® Capital Framework and we will look to
nform) Chart . - t‘:; T S have this completed by 30/06/2023,
PRnEDRTes following internal review.
Create Project Management Plan Underway, to be completed by the end
9 template to support Project Managers |7 - Clarity of Rolesand  [Infrastructure AORA2623 Extended of July.
with the delivery of their assigned Responsibilities Delivery 31/07/2023
projects
Re-establish asset-based project Completed
meetings' to aid in decision making, 1 - Cross collaboration Infrastructure
10|communication sharing and project between teams Delive 1/05/2023
monitoring. Consider membership and |6 - Reporting v
options for online participation.
X . 2 - Resourcing Financial Services
Explore the expansion of costing internal
. . Community
wages to capital projects, staff not Development In line with ERP system roll out, working
11|within City Infrastructure or Strategic 1/06/2023|Extended with Project Support Team and
Infrastructure .
Property Development but are staff Delive Financial Services
involved with project delivery. Y
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