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AGENDA
FOR AUDIT AND RISK COMMITTEE MEETING TO BE HELD ON
12 JULY 2022 AT 6.30 PM

IN LITTLE PARA CONFERENCE ROOMS, SALISBURY COMMUNITY HUB,
34 CHURCH STREET, SALISBURY

MEMBERS
Cr G Reynolds (Chair)
Cr K Grenfell (Deputy Chair)
Ms P Davies
Mr N Ediriweera
Mr C Johnson

REQUIRED STAFF
Chief Executive Officer, Mr J Harry
General Manager Business Excellence, Mr C Mansueto
Manager Governance, Mr R Deco
Team Leader Corporate Governance, Mr B Kahland
Internal Auditor & Risk Coordinator, Mr H Rafeeu

APOLOGIES
LEAVE OF ABSENCE

PRESENTATION OF MINUTES
Presentation of the Minutes of the Audit and Risk Committee Meeting held on 12 April 2022.



REPORTS

Administration

7.0.1

7.0.2

Future Reports for the Audit Committee (please note there are no forward
reports as a result of a Council resolution to be listed at this time)

ACTIONS LISt e 11

For Decision

7.1.1

7.1.2
7.1.3
7.14
7.15
7.1.6
7.1.7

7.1.8

BDO's Annual Audit Plan for 30 June 2022 covering the interim status

update on Internal Controls AUdit..........ccoveiiiieiieie e 13
Audit & Risk Committee Annual Work Plan 2022/2023...........cccovevviiniieinne 37
3-Year Internal Audit Plan 2022/23-2024/25............cccoeveieiieneie i 43
Risk Management and Internal Controls ACHVILIES ...........ccceivriiiiiniininieee, 61
Interim Report on Assurance Map for the City of Salisbury ...........ccccceeeeii 103
Outstanding Actions Arising From Internal AUItS .........cccooeviieniiininicicen 131
Internal Controls Framework and Audit and Risk Committee section for

Annual Report 2021/2022 .........ccooiiiiiiieeeeee e 143
Treasury POLICY REVIEW .........ccviiiiiiiiie ettt 147

QUESTIONS ON NOTICE

There are n

0 Questions on Notice.

MOTIONS ON NOTICE

There are n

o0 Motions on Notice.

OTHER BUSINESS
Questions Without Notice, Motions Without Notice, CEO Update
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ORDER TO EXCLUDE THE PUBLIC

74.1 Internal Audit Report on Cybersecurity Improvement Program Pre-
Implementation Audit

Recommendation

Pursuant to section 83(5) of the Local Government Act 1999 the Chief Executive Officer has
indicated that, if Council so determines, this matter may be considered in confidence under
Part 3 of the Local Government Act 1999 on grounds that:

1. Pursuant to Section 90(2) and (3)(b)(i) and (d)(i) and (e) of the Local Government Act
1999, the principle that the meeting should be conducted in a place open to the public
has been outweighed in relation to this matter because:

- it relates to information the disclosure of which could reasonably be expected to
confer a commercial advantage on a person with whom the council is conducting, or
proposing to conduct, business, or to prejudice the commercial position of the council;
and

- commercial information of a confidential nature (not being a trade secret) the
disclosure of which could reasonably be expected to prejudice the commercial
position of the person who supplied the information, or to confer a commercial
advantage on a third party; and

- matters affecting the security of the council, members or employees of the council, or
council property; or the safety of any person.
2. Inweighing up the factors related to disclosure,
- disclosure of this matter to the public would demonstrate accountability and
transparency of the Council's operations

On that basis the public's interest is best served by not disclosing the Internal Audit
Report on Cybersecurity Improvement Program Pre-Implementation Audit item and
discussion at this point in time.

3. Pursuant to Section 90(2) of the Local Government Act 1999 it is recommended the
Council orders that all members of the public, except staff of the City of Salisbury on
duty in attendance, be excluded from attendance at the meeting for this Agenda Item.

CLOSE
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MINUTES OF AUDIT AND RISK COMMITTEE MEETING HELD IN THE
LITTLE PARA CONFERENCE ROOMS, SALISBURY COMMUNITY HUB,
34 CHURCH STREET, SALISBURY ON

12 APRIL 2022

MEMBERS PRESENT
Cr G Reynolds (Chair)
Cr K Grenfell (Deputy Chair)
Ms P Davies
Mr N Ediriweera — via video conference
Mr C Johnson — via phone and then video conference

OBSERVERS / PRESENTERS
Mr T Muhlhausler, Partner, Galpins — via video conference

STAFF
Chief Executive Officer, Mr J Harry
General Manager Business Excellence, Mr C Mansueto
Manager Governance, Mr R Deco
Team Leader Corporate Governance, Mr B Kahland
Internal Auditor & Risk Coordinator, Mr H Rafeeu
Team Leader Council Governance, Ms J O’Keefe-Craig
General Manager City Infrastructure, Mr J Devine
Manager Financial Services, Ms K George
Director Business Transformation, Ms J Emerson

The meeting commenced at 6:35pm.

The Chairman welcomed the members, staff and the gallery to the meeting.

APOLOGIES
Nil.

LEAVE OF ABSENCE
Nil




PRESENTATION OF MINUTES

Moved Cr K Grenfell
Seconded Ms P Davies

The Minutes of the Audit and Risk Committee Meeting held on
16 February 2022, be taken as read and confirmed.
CARRIED

REPORTS

With Leave of the Meeting, the Chair changed the order of the Agenda Items to accommodate
presenters, with the order set as listed below.

Administration

7.0.1 Future Reports for the Audit Committee

(please note there are no forward reports as a result of a Council
resolution to be listed at this time)

7.0.2 Actions List

Moved Cr K Grenfell
Seconded Ms P Davies

That Council:

1. Notes the report.
CARRIED

A&R-OBL1 - Presentation on Business Transformation Project (No Report - Verbal
Presentation)

City of Salisbury, Director Business Transformation gave a verbal
update on Business Transformation.

Note:

Tim Muhlhausler, Partner at Galpins, proceeded by expressing his
appreciation of the Business Transformation presentation, as part of his
pre-amble on the Galpins audit report on Capital Works Project Audit.
Mr Muhlhausler stated that he found the Business Transformation
project presentation very interesting, and that he considers City of
Salisbury to be one of the more entrepreneurial and progressive councils
in South Australia, which has been demonstrated in a range of different
ways from the Civic Centre to water project and other industry leading
activities.
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For Decision

7.1.3 Internal Audit Report on Capital Works Projects Audit

Moved Ms P Davies
Seconded Cr K Grenfell

That Council:

1. Notes the final audit report for the Capital Works Projects audit
with management comments as set out in Attachment 1 to this
report (Audit & Risk Committee, 12 April 2022, Item
No.7.1.3), and

2. Notes that Administration will circulate the full audit report to
the Audit & Risk Committee Members out of session, covering
missing pages in Attachment 1 to this report (Audit & Risk
Committee, 12 April 2022, Item No.7.1.3), and seek any
further concerns or issues to be noted by Audit & Risk

Committee.
CARRIED
Mr. T Muhlhausler left the meeting at 7:48 pm.
For Decision
7.2.1 Interim Strategic Asset Management Plan - Process Review
Moved Ms P Davies
Seconded Mr C Johnson
That Council:
1. Notes that the Audit and Risk Committee has reviewed and
endorses for Council’s approval the Interim Strategic Asset
Management Plan process as included in Attachment 2 — Draft
Interim Strategic Asset Management Plan 2022 (Audit and Risk
Committee — 12 April 2022 — Item No 7.2.1- Interim Strategic
Asset Management Plan — Process Review) and notes the content
of the Interim Strategic Asset Management Plan provides
alignment between the City Plan and Long Term Financial Plan as
part of the City of Salisbury Strategic Management Plans, pursuant
section 126(4)ab) of the Local Government Act 1999.
CARRIED
Cr K Grenfell left the meeting at 8:24 pm.
Cr K Grenfell returned to the meeting at 8:30 pm.
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A&R-OB2 - Presentation on Long Term Financial Plan (Verbal Presentation)

City of Salisbury, Manager Financial Services provided a presentation
on the Long Term Financial Plan, prior to the Audit and Risk Committee
considering item 7.1.7.

BREAK
In accordance with the Code of Practice for Meeting Procedures, the
Chair provided a break to all present. The meeting was suspended at
9:22 pm.
The meeting reconvened at 9:30 pm.

For Decision

7.1.1 Audit & Risk Committee Annual Work Plan 2022/2023

Moved Ms P Davies
Seconded Mr C Johnson

That Council:

1.  Approves the revised Audit & Risk Committee Annual Work Plan
for the next financial year 2022/2023 and changes to the remaining
reporting period 2021/2022 as set out in Attachment 1 to this
report (Audit & Risk Committee, 12 April 2022, Item No.7.1.1).
CARRIED

7.1.2 3-Year Internal Audit Plan 2022/23-2024/25

Moved Ms P Davies
Seconded Cr K Grenfell

That Council:

1. Approves the updates made to the 3-year Internal Audit Plan
2022/2023 to 2024/2025 as set out in Attachment 1 to this report
(Audit and Risk Committee, 12/04/2022, Item No0.7.1.2).

2. Approved the accompanying high-level indicative scope for pending
audits as set out in Attachment 2 of this report (Audit and Risk
Committee, 12/04/2022, Item No0.7.1.2).
CARRIED
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7.14 Outstanding Actions Arising From Internal Audits

Moved Ms P Davies
Seconded Mr C Johnson

That Council:

1.  Notes the update in this report and the full Internal Audit Log
Actions Register in Attachment 1 to this report (Audit Committee,
12/04/2022, Item No.7.1.4).

CARRIED

7.15 Risk Management and Internal Controls Activities

Moved Ms P Davies
Seconded Cr K Grenfell

That Council:

1.  Notes the update on Risk Management and Internal Control
Activities for 2021/2022 since the 16™ February 2022 Audit &
Risk Committee meeting, as set out in Attachment 1 to this report
(Audit & Risk Committee, 12/04/2022, Item No.7.1.5).

2. Notes the Strategic Risk Register as set out in Attachment 2 to this
report (Audit & Risk Committee, 09/11/2021, Item No. 7.1.5).
CARRIED

7.1.6 Audit & Risk Committee Performance Self-Assessment Survey
Outcome

Moved Cr K Grenfell
Seconded Ms P Davies

That Council:

1.  Notes the report.
CARRIED
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7.1.7 Draft 2022/23 Long Term Financial Plan and Annual Business Plan

Moved Ms P Davies
Seconded Mr C Johnson
That Council:

1. Notes that the Audit Committee has reviewed the Council’s Draft
2022/23 Long Term Financial Plan and Annual Business Plan in
accordance with S126(4) (ab) of the Local Government Act 1999.

2. Adopts the Audit and Risk Committee’s recommendation that
Council adopt a 3.9% rate increase for 2022/23, and the long term
financial plan be set at CPI+0.6% (consistent with scenario 1 in
paragraph 7, of Audit and Risk Committee meeting 12 April 2022,
Item 7.1.7).

3. Notes that the rate increase of 3.9% is reflective of the December
2021 Adelaide Actual CPl of 3.3% + 0.6% and that this is
consistent with the long term approach taken in our Long Term
Financial Plan noting that in the event of a CPI above 4 % for the
March quarter, 3.9 % remains an acceptable position, and that:

a.  further consideration be given to addressing service levels
that support the continued financial sustainability of Council,
to align to the work being undertaken on the Strategic Asset
Management Plan.

CARRIED
UNANIMOUSLY

QUESTIONS ON NOTICE
There were no Questions On Notice.

QUESTIONS WITHOUT NOTICE
Nil

MOTIONS ON NOTICE
There were no Motions On Notice.

MOTIONS WITHOUT NOTICE
Nil

OTHER BUSINESS
Nil

The meeting closed at 10:02pm.
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ITEM7.0.2

ITEM

DATE
HEADING

AUTHOR

7.0.2

AUDIT AND RISK COMMITTEE
12 July 2022

Actions List

Hussain Rafeeu, Internal Auditor & Risk Coordinator, CEO and
Governance

CITY PLAN LINKS 4.2 We deliver quality outcomes that meet the needs of our

community
4.4 We plan effectively to address community needs and identify
new opportunities

SUMMARY An action list has been developed to capture actions arising out of

RECOMM
That Counc
1. Notes

the Audit and Risk Committee meetings. These actions do not
replace the minutes from the Audit and Risk Committee, or the
recommendations of the Committee that were submitted to the
Council for adoption. They are included in this report to support
the Audit and Risk Committee.

ENDATION
il:

the report.

ATTACHMENTS
There are no attachments to this report.

1. BACKGROUND

1.1 The Audit and Risk Committee has requested that an action list be maintained and
included as an item on the agenda for each meeting. This report contains a list of
actions identified at previous Audit and Risk Committee meetings.

1.2 The list of actions does not replace the minutes from the Audit and Risk
Committee.

2. REPORT

2.1 The action list contains information regarding the date on which the action was
identified, a description of the action, the action owner, the expected due date for
completion of the action and the current status of the action.

2.2 Below is the list of actions arising out of the Audit and Risk Committee meetings,
which has been compiled for the purpose of supporting the Audit and Risk
Committee.

2.3 Actions will remain on the action list until reported as completed. Once the action
has been completed, and that completion has been reported to the Audit and Risk
Committee, the item will be removed from the actions list.
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ITEM7.0.2

No Date Action Owner Due Date Status
24. | 13/07/2021 | Provide an assurance Internal Mar2022 Completed.
map for the City of Auditor and June 2022 Included in 12
Salisbury and include Risk July 2022 Audit
an intermediate update | Coordinator & Risk
on the status of overall Committee
risk management meeting.
practices and plans at
the City of Salisbury.

3.  CONCLUSION/PROPOSAL

3.1 An action list has been developed for the Audit and Risk Committee. The action
list will be maintained and presented to each Audit and Risk Committee meeting
with an update on status of the relevant items. Any additional actions identified by
the Audit and Risk Committee will be included on the action list as they arise.
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ITEM7.1.1

ITEM

DATE

HEADING

AUTHOR

CITY PLAN LINKS

SUMMARY

RECOMMENDATION
THAT COUNCIL
1.  Notes the report

ATTACHMENTS

7.11
AUDIT AND RISK COMMITTEE
12 July 2022

BDO's Annual Audit Plan for 30 June 2022 covering the interim
status update on Internal Controls Audit

Hussain Rafeeu, Internal Auditor & Risk Coordinator, CEO and
Governance

4.2 We deliver quality outcomes that meet the needs of our
community.

Council engaged BDO to provide external audit services for the
financial year ending 30™ June 2022 in accordance with the
requirements of the Local Government Act 1999 and associated
regulations. The initial phase comprises the conduct of an internal
controls audit which commenced in May 2022.

The status of the internal controls audit is provided in BDO’s
updated Annual Audit Plan for 30 June 2022, which will be
presented by BDO at the Audit & Risk Committee meeting in July
2022.

BDO’s status update on the Annual Audit Plan report states that
based on the work to date, they have not noted any reportable
points or material exceptions that would lead to a qualification to
the audit report on internal controls.

The outcome of the internal controls audit will be included within
the final audit completion report to be issued following the final
year-end audit.

This document should be read in conjunction with the following attachments:

1.  BDO's Annual Audit Plan covering the interim status update on Internal Controls Audit

1. BACKGROUND

1.1 Section 129(3) of the Local Government Act 1999 states that:
The auditor must provide to the council

(a) an audit opinion with respect to the financial statements; and

Page 13

City of Salisbury

Audit and Risk Committee Agenda - 12 July 2022



ITEM7.1.1

1.2

1.3

14

1.5

1.6

1.7

(b) an audit opinion as to whether the controls audited under subsection (1)(b) are
sufficient to provide reasonable assurance that the financial transactions of the
council have been conducted properly and in accordance with law.

Section 125 of the Local Government Act 1999 states that:

(1) A council must ensure that appropriate policies, practices and procedures of
internal control are implemented and maintained in order to assist the council
to carry out its activities in an efficient and orderly manner to achieve its
objectives, to ensure adherence to management policies, to safeguard the
council's assets, and to secure (as far as possible) the accuracy and reliability
of council records.

(2) The policies, practices and procedures of internal financial control under
subsection (1) must be in accordance with a standard or document (such as a
model relating to financial controls) adopted by the regulations.

Section 10A of the Local Government (Financial Management) Regulations 2011
states that “For the purposes of section 125(2) of the Act, the policies, practices and
procedures of internal financial control of a council must be in accordance with the
Better Practice Model—Internal Financial Controls.”

Section 19(2) of the Local Government (Financial Management) Regulations
2011 states that “In forming an audit opinion for a council under section 129(3)(a)
of the Act, the auditor must give due consideration to the adequacy of the
council's policies, practices and procedures of internal control under section 125
of the Act.”

Section 19(3) of the Local Government (Financial Management) Regulations
2011 states that “In forming an audit opinion for a council under section 129(3)(b)
of the Act, the auditor must assess the internal controls of the council referred to
in section 129(1)(b) of the Act based on the criteria in the Better Practice Model—
Internal Financial Controls.”

In accordance with section 126(4)(c) of the Local Government Act 1999 the
functions of Audit and Risk Committee include “reviewing the adequacy of the
accounting, internal control, reporting and other financial management systems
and practices of the council on a regular basis.”

In accordance with section 126(4)(b) of the Local Government Act 1999 the
functions of Audit and Risk Committee include “liaising with the council's
auditor.”

2. REPORT

2.1

2.2

2.3

BDO conducted an interim audit as part of the overall 2021/2022 external audit
process. Representatives from BDO attended at the Salisbury Community Hub
from 16 to 20 May 2022 to perform an audit on the internal controls of City of
Salisbury.

The Administration provided key necessary documentation to BDO prior to their
attendance at the Salisbury Community Hub.

The City of Salisbury maintains LG Better Practice Model—Internal Financial
Controls within Control Track software.
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ITEM7.1.1

2.4

2.5

BDO selected 85 internal controls, based on risk prioritisation. The approach to
the audit sample selection and categories of internal controls tested is covered
within the BDO Annual Audit Plan as set out in Attachment 1 to this report.

BDO representatives Andrew Tickle, Partner, and/or Chelsea Aplin, Senior
Manager, will be in attendance for the July 2022 Audit and Risk Committee
meeting to present the Annual Audit Plan.

The internal assessments and reviews of the financial internal controls have been
completed. BDO report states that based on the work to date, they have not noted
any reportable points or material exceptions that would lead to a qualification to
the audit report on internal controls.

CONCLUSION / PROPOSAL

BDO will complete their work on financial internal controls and the financial
statements over the coming months and report their findings to the October 2022
meeting of the Audit and Risk Committee.

Actions arising from this audit will be followed up by the Internal Auditor & Risk
Coordinator and progress on completion will be reported to the Audit and Risk
Committee.

3.
3.1
3.2
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7.1.1 BDO's Annual Audit Plan covering the interim status update on Internal Controls Audit

4

CITY OF SALISBURY

Annual audit plan
30 June 2022

INFAS | DFNDIF | TRIIST IBDC
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7.11 BDO's Annual Audit Plan covering the interim status update on Internal Controls Audit

CONTENTS

Your BDO team ......couiviiiniiiiriiiriiiinienaiinsncnnen 4
Audit objectives and approach.......c.ccovvviiiininnnnns 5
Materiality ...ooeeeineiieiii i 8
Enhancing the client experience........c.ccceovvivnnnnns 9
Risk assessment and areas of audit focus.............. 10
Internal Control Assessment ........cccoeviiviuiiannnnns 12
TIMElNE . et 14
FeOS vt 16
Appendix 1 New developments ........ccovvvrinvenens 17
Appendix 2 Other communications........c.ocvunen 18
Page 18 City of Salisbury

Audit and Risk Committee Agenda - 12 July 2022



7.1.1 BDO's Annual Audit Plan covering the interim status update on Internal Controls Audit

Dear Audit and Risk Committee

Thank you for the opportunity to present our annual audit plan (‘plan’) for City of Salisbury for the year
ending 30 June 2022.

Our plan has been developed with input from City of Salisbury management and continues to be based on our
understanding of City of Salisbury’s business and operating environment.

We acknowledge that throughout the year there may be business developments, circumstances may change
and additional matters may arise. Our plan will be responsive to your needs and will maximise audit
effectiveness so we can deliver the high-quality audit you expect.

This plan is intended solely for management and the Audit and Risk Committee and is not intended to be and
should not be used by anyone other than these specified parties.

We welcome the opportunity to discuss our plan with you at the Audit and Risk Committee on 12 July 2022.
Please feel free to contact me on +61 8 7324 6082 if you have any questions or would like to discuss the
content of this plan further.

Yours fajthfully

f

o1y

ndrew Tickle
Lead audit partner

Adelaide, 29 June 2022
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7.1.1

BDO's Annual Audit Plan covering the interim status update on Internal Controls Audit

Your engagement team provides a combination of continuity and fresh ideas. This
helps to ensure that we build on previous experience and make the audit process
as smooth as possible.

YOUR BDO TEAM

Our audit of City of Salisbury will be led by Andrew Tickle as Engagement
Partner. Andrew will oversee the co-ordination of the audit and will have primary
responsibility for working with Kate George and her team.

Supporting Andrew will be Linh Dao as Quality Control Reviewer and Chelsea
Aplin as senior audit manager.

Chelsea is responsible for the day-to-day direction of the audit work and is the
key point of contact for Kate George.

The day-to-day audit team will be led by Chelsea Aplin.

SPECIALISTS

When auditing complex areas, we are often required to engage specialists who
have qualifications and expertise not possessed by the core audit team.
Supporting the engagement team will be our IT Specialist, who will review the IT
environment and any relevant IT general controls as part of the audit.

LINH DAO
Quality Control Reviewer
Tel: +61 8 7324 6147

Linh.Dao@bdo.com.au

ANDREW TICKLE
Engagement Partner
Tel: +61 8 7324 6082

Andrew.Tickle@bdo.com.au

CHELSEA APLIN
Senior Manager
Tel: +61 8 7324 6097

Chelsea.Aplin@bdo.com.au
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7.11 BDO's Annual Audit Plan covering the interim status update on Internal Controls Audit

AUDIT OBJECTIVES AND APPROACH
EHE @ E 2 T\uls

AUDIT OBJECTIVES

The objective of the audit is to enable us to express an opinion as to whether:

P The financial report is prepared, in all material respects, in accordance with Australian Accounting Standards, the Local Government Act 1999 and the Local
Government (Financial Management) Regulations 2011, and Assessing the risk of material misstatements and the controls in place to address and prevent these risks

P Controls exercised by Council in relation to the receipt, expenditure and investment of money, acquisition and disposal of property and the incurring of liabilities
are sufficient to provide reasonable assurance that the financial transactions of the Council have been conducted properly and in accordance with law based on
criteria established in the Better Practice Model - Financial Internal Control for South Australia Councils issued by the Local Government Association of South
Australia.

OUR APPROACH
Our audit is performed in accordance with the BDO Audit Approach which

consists of six phases and is documented using our global audit tool, APT. SCOPING IDENTIFY AND ASSESS RISK

The approach is centred around:

P Obtaining an understanding of the business being audited from an internal
and external point of view

P Assessing the risk of material misstatements and the controls in place to DESIGN AUDIT
address and prevent these risks RESPONSE

» Choosing appropriate procedures to obtain evidence, including the use of FORM
data analytics where appropriate OPINION

P Ensuring rigorous quality control over audit performance OBTAIN AUDIT

P Providing constructive ideas for improving internal controls and business EVIDENCE
systems.

A summary of the other key aspects of the BDO Audit Approach is set out on

subsequent pages. REPORT
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7.1.1

BDO's Annual Audit Plan covering the interim status update on Internal Controls Audit

OUR APPROACH CONTINUED

INTERNAL CONTROL

We obtain an understanding of the system of internal
control relevant to the audit to assist us with our risk
assessment procedures. Our understanding covers:

P The overall control environment
P The entity’s risk assessment process

P The information system, including the related
business processes, relevant to financial
reporting, and communication

P Control activities relevant to the audit

P Activities the entity uses to monitor internal
control relevant to financial reporting.

This understanding is also supported by our
assessment of internal controls based on the criteria
in the Better Practice Model - Financial Internal
Control for South Australian Councils, to allow us to
express an opinion on the matters set out in Section
129(b) of the Local Government Act 1999.

We communicate to the Audit Committee in writing
any significant deficiencies that come to our
attention during the audit on a timely basis.

In addition, we communicate with management the
significant deficiencies being reported to those
charged with governance and any other deficiencies
identified that in our judgement are of sufficient
importance to merit management’s attention.

FRAUD

During the course of our audit we make enquiries of
those charged with governance, management and
others to identify any known instances of fraud.

We also make enquiries to understand where you
consider the risks are in relation to fraud and if you
have any knowledge of actual or suspected fraud.
This also includes considering the risk of
management override of controls.

It should be noted that our audit is not designed to
detect fraud however, should instances of fraud
come to our attention, we will report them to you.
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7.1.1

BDO's Annual Audit Plan covering the interim status update on Internal Controls Audit

OUR APPROACH CONTINUED

AUDIT QUALITY AND PROFESSIONAL SCEPTICISM

To support and promote audit quality at BDO, we have
implemented an Audit Quality Framework (AQF) that sets
out the key drivers of audit quality, including the specific
attributes that are important for audit quality to be
maintained and enhanced. Refer to our Transparency
report for further information.

The AQF recognises that professional scepticism is essential
to obtain audit evidence which is sufficient and
appropriate to reduce the likelihood of a material
misstatement to an acceptable level.

The application of professional scepticism by all members
of the engagement team is central to BDO's Audit
Approach.

GOING CONCERN

As part of our audit we will review management’s
assessment of the ability of City of Salisbury to continue as
a going concern for the 12 months from the date of signing
the financial report and therefore whether the going
concern basis for the preparation of the financial report is
appropriate.

LAWS AND REGULATIONS

We make enquiries in relation to any non-compliance with
laws and regulations impacting the period under audit. If
we become aware of any instances of non-compliance with
laws and regulations which would materially impact on the
financial position or performance of the entity, then we
will report them to you on a timely basis to consider the
impact on the financial report.

COVID-19 AND YOUR AUDIT

We understand that this changing environment may create
concerns in relation to the conduct, process and logistics of
the audit process. BDO continues to use a range of
technology solutions, which - ensure a seamless review
process through continued communication. In addition, we
continue to adopt the following elements into the audit
process:

P Use of BDO's Global Portal

P Utilising other technology and communication platforms
to facilitate effective face to face discussions

P Access to the engagement team and engagement
partner

P Alternative audit procedures where required.

If you have any questions on the above or the upcoming
audit engagement, please do not hesitate to contact your
engagement partner.
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7.1.1 BDO's Annual Audit Plan covering the interim status update on Internal Controls Audit

MATERIALITY

Materiality means, in the context of an audit, if financial information is omitted, misstated or not disclosed it
has the potential to (adversely) affect the decisions of users of the financial report. Materiality is used by
auditors in making judgements on the amount of work to be performed, which balances require work and for
evaluating the effect of misstatements. Materiality is initially calculated at the planning stage and re-
assessed prior to providing our opinion.

During the course of our audit we may identify misstatements and these will be reported to you at the
conclusion of our work based on our assessment of materiality at that stage (this may have been updated
from the materiality calculated at the planning stage). It should be noted that the auditing standards do not
require us to communicate misstatements that are considered ‘clearly trivial" and as such, if we identify such
misstatements we will not communicate these to you.

We determine materiality by considering a range of both qualitative and quantitative factors when applying
our professional judgement.

Our materiality for the 30 June 2022 audit is based on 1.9% of forecasted expenditure. Our estimated
materiality levels are set out in the table below:

MATERIALITY $3,201,500

CLEARLY TRIVIAL THRESHOLD $160,075
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] T

ENHANCING THE CLIENT EXPERIENCE
Il I T v -

BDO’S CLIENT PORTAL

To enhance our communication and to reduce any potential expectation gaps, we will continue to use the BDO
Global Portal (‘portal’).

In addition to facilitating the secure exchange of information, the use of the portal assists with project
management and provides a live view of progress to both BDO and City of Salisbury.

We will consult with you about how you would like us to communicate during the engagement, and the
frequency of our status updates. In addition, whether it is to provide ad-hoc support, brainstorm ideas, or
discuss any aspect of our services, the portal can assist. The key features of the portal are illustrated below:

—
®

ONLINE CLIENT COLLABORATION A FLEXIBLE, SECURE PLATFORM WITH DIGITISED PAPERWORK AND WORKFLOW
P Upload information and documentation in one LOCAL CUSTOMISATION » Approve and sign documents all within the portal,
secure place P Security - permission and access can be set at a allowing for better transparency and speedier
P Track actions and milestones for BDO and client project level for different users such as your staff project progress
responsibilities. or our BDO teams » Set dates with calendar reminders for when BDO
P You can receive a daily or weekly digest, requires certain documentation or information to
summarising all activity that has occurred on the be uploaded or completed
portal P Assign tasks to specific users
P View document audit trails, reducing the risk of » Portal supports multiple document types and
email misdirection. views.
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Wi W
RISK ASSESSMENT AND AREAS OF AUDIT FOCUS
/AR . N @

In line with our audit approach, and based on our understanding of City of Salisbury, we have identified and assessed the risks of material misstatement at both the
engagement and assertion level.

Our audit procedures are focused on areas that are considered to represent risks of material misstatement to the financial report. We identified the risk areas as part
of our risk assessment procedures during the planning phase and will continue to be alert for risks during the course of the audit. We set out below the key areas of
focus, our perspective of the potential impact on the financial statements and our proposed approach. The associated risks are categorised between those that are
considered to be significant and other than significant.

AREAS OF FOCUS OUR PERSPECTIVE PLANNED RESPONSE

Revaluation of infrastructure, Council’s infrastructure, property, plant and We will evaluate the competence, capability and objectivity of the
property, plant and equipment equipment is carried at valuation. There is a risk independent valuers, if any, obtain an understanding of their work and
that these balances are misstated as a result of evaluate appropriateness of conclusions reached.

the inappropriate application of valuation
methodologies or the use of incorrect underlying
assumptions.

Accounting treatment of Capital There is a risk that the accounting treatment of We will obtain the Capital WIP schedule and review in detail a sample of
work in progress (WIP) items captured within Capital WIP may not be in projects outstanding at the end of the year to ensure they are likely to
accordance with Australian Accounting Standards.  generate assets. We will also review a sample of assets transferred out of
Capital WIP to check that the categorisation and value allocated to the
relevant fixed asset class is appropriate.

Management override of internal Australian Auditing Standards require that we Our response will include a review of key internal controls at the Council
controls presume there is a risk that management has the to mitigate the risk of management override.
ability to manipulate accounting records and
override control that otherwise appear to be
operating effectively.

We will test the appropriateness of journal entries and other adjustments
made in the preparation of the financial report. We will also review
accounting estimates for bias, and evaluate the business rationale (or
lack of) of any significant transactions that are outside of the normal
course of business or that otherwise appear to be unusual.
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RISK ASSESSMENT AND AREAS OF AUDIT FOCUS CONTINUED

AREAS OF FOCUS OUR PERSPECTIVE PLANNED RESPONSE

Cut-off of grant funding and
accuracy of any amounts deferred
at 30 June 2022

Supplier Masterfile (Inherent Risk)

Payroll Masterfile / Fictitious
Employees (Inherent Risk)

Unauthorised Bank Transactions
(Inherent Risk)

There is a risk of error in the calculation of grant
income recognised and deferred at the end of the
year by reference to grant agreements and
Australian Accounting Standards.

There is an inherent risk that the supplier master
file does not remain accurate and / or
unauthorised changes are made to the supplier
master file.

There is an inherent risk that the payroll master
file does not remain accurate and / or
unauthorised changes are made to the supplier
master file, particularly in relation to the
inclusion of fictitious employees.

Due to the nature and volume of the transactions,
there is an inherent risk in relation to
unauthorised transactions being made in relation
to payroll and operating expenditure.

-

We will obtain the schedule of grant income recognised and deferred at
year end. We will select a sample of grants and obtain the agreements to
test that funding has been recognised in accordance with AASB 15
Revenue from Contracts with Customers and AASB 1058 Income of Not-
for-Profit Entities.

We will review the processes in relation to updating supplier details when
requests are received and who has access the Masterfile to ensure that
these controls are sufficient for the Council.

We will review the following:

« the user access lists of the payroll software to ensure that appropriate
staff have access to the Masterfile

« The on boarding process for new staff members
* The process in relation to disabling terminated staff

We will review the controls of each bank account to ensure that all
accounts require two signatories to release a payment.
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S AT=_"4

INTERNAL CONTROL ASSESSMENT

We are required to provide an audit opinion on Council’s internal controls in accordance with Section 129(1)(b) of the Local Government Act 1999. Our assessment of
internal controls is based on the criteria in the Better Practice Model - Financial Control for South Australian Councils as issued by the Local Government Association of
South Australia.

The Better Practice Model emphasises a risk based approach to internal financial controls. It states that a Council should design and implement internal financial
controls activities and monitoring systems that prioritise extreme and high financial risk as identified by the Council’s risk tolerance framework.

RISK ASSESSMENT We expect to receive Council’s risk assessment of internal controls as part of
the planning process. Once received we will compare and understand any
differences between the two assessments. Based on the results of this
comparison, we will consider the impact on our audit approach.

BDO has used the risk assessment matrix per the Better Practice Model to
create a general expected risk assessment. The assessment is only focused on
the business impact of the risks. Each risk is assigned risk category of low,

moderate, high. The results of our initial assessment is as follows: CONTROL ASSESSMENT
Once the risk assessment is complete, we undertake a control assessment
RISK LEVEL classifying each control as key or non-key. All controls associated with high

risks are considered to be key controls. Controls with moderate risks are
assessed and allocated key or non-key.

RISK CATEGORY MODERATE

CONTROL TYPE DESCRIPTION
Assets 3 7 17
Key Control The absence of these controls operating may have a
Liabilities % 4 10 significant impact on mitigating the risks. All key controls
are included within our audit testing.
Revenue 3 6 5
Non-Key Control The absence of these controls in place may not have a
Expenses 6 6 7 significant impact on mitigating the risks as the operation
of a key control in the same area may provide sufficient
External Services - 2 - mitigation. The level of testing of non-key controls is
dependent on the risk assessment. See the next section
Financial Governance - - 3 for more details.
Page 28 City of Salisbury

Audit and Risk Committee Agenda - 12 July 2022



7.11 BDO's Annual Audit Plan covering the interim status update on Internal Controls Audit

P AT=__4

INTERNAL CONTROL ASSESSMENT CONTINUED

CONTROL TESTING The number of controls to we plan to test for each risk category is as follows:

RISK CATEGORY CONTROLS TO BE TESTED
Strategic Financial Planning
RISK LEVEL | LEVEL OF TESTING J] REASON
OF CONTROLS Assets 21

The risk and control assessments performed by BDO will then determine our
level of testing of the controls in place to address the risks.

High All controls to be Control failure may result in a significant it
tested, all business impact, therefore an increased Liabilities 8
considered to be level of assurance is required in relation PO, 18
key. to the effectiveness of the controls
supporting high risks. Expenses 26
Moderate All identified key Control failure may result in a moderate External Services 3
controls and a business impact, therefore a normal
selection of non- level of assurance is required in relation Financial Governance )
key controls to effectiveness of the controls
selected based on supporting moderate risks. Total 85
our professional
judgement. Due to the number of controls involved we have not provided a detailed list of
controls in this report. We can provide the detailed list of controls separately
Low No testing of Control failure is unlikely to result in a as required. The controls selected for testing represent our assessment of
controls. significant business impact. those required to be tested to provide reasonable assurance that the financial
transactions of the Council have been conducted properly and in accordance
with law based on criteria established in the Better Practice Model - Financial
Internal Control for South Australia Councils issued by the Local Government
Association of South Australia.
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TIMELINE

B e

PROGRESS OF INTERNAL CONTROL WORK

During our interim visit in May 2022, we commenced our testing of internal controls for the purpose of providing an audit opinion on Council’s internal controls. Below
is a table that shows the progression of the work completed to date on internal controls:

RISK CATEGORY CONTROLS COMPLETED - COMPLETED - IN PROGESS NOT STARTED
TO BE SATISFACTORY UNSATISFACTORY
TESTED

Strategic Financial 9 9 - -
Planning

Assets 21 5 - 3 13
Liabilities 8 7 - - 1
Revenue 18 13 - 5

Expenses 26 7 19 -
External Services 3 - - 3 -
Financial - - - - -
Governance

Based on the work to date, we have not noted any reportable points or material exceptions that would lead to a qualification to the audit report on internal controls.
We will continue our work on internal controls at the year-end visit and will report to Council accordingly.
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TIMELINE CONTINUED

-y

\

S

AUDIT MILESTONES

We recognise that regular, timely communication with management and the Audit and Risk Committee is critical to maintaining an effective and transparent
relationship. Our audit process operates throughout the year so that we can respond to issues as they arise and maintain close communication, with management and the

Audit and Risk Committee, as the audit cycle progresses.

We have set out below the timing of significant milestones to include on-site visits, key meeting dates and reporting deadlines with respect to the completion of the audit.

MILESTONE RESPONSIBILITY DATE

Interim audit visit commenced, including review of internal controls and transactional testing
Draft audit plan to be provided to management

Audit and Risk Committee meeting and submission of Annual Audit Plan

Final audit visit commences

Draft financial statements to be provided to BDO

Close out meeting with management

Audit clearance and Initial Draft Audit Completion Report delivered to management for comments
Issue Final Audit Completion Report with Management Comments (if any) included

Audit and Risk Committee meeting and presentation of Audit Completion Report

CEO and Mayor of Council to approve and sign off Regulation 14 Certificate of financial statements

Certificate of Auditor Independence and Audit Report to be signed

BDO & Management

BDO & Management

BDO & Audit and Risk Committee
BDO & Management

Management

BDO & Management

BDO & Management

BDO

BDO & Audit and Risk Committee
CEO & Mayor

BDO

16 May 2022

End of June 2022
12 July 2022

29 August 2022

31 August 2022

19 September 2022
21 September 2022
5 October 2022

11 October 2022
12 October 2022

12 October 2022
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FEES

The proposed fee for all services provided for the year ending 30 June 2022 is
$33,000 as per our contract. All amounts are exclusive of GST.

ASSUMPTIONS

Our proposed fee is based on our understanding of your current operations and
the required scope of the audit. If these alter, the proposed fee will need to be
revised. Any reasonable out of pocket expense are charged to you as
disbursements when incurred.

Our proposed fee does not include any advice or assistance that may be given in
respect of accounting issues. Whilst brief ad hoc information provided in the
course of our audit is generally included in our proposed fee, formal advice,
assistance with complex issues or meetings to discuss these issues falls outside
the scope of our proposed fee. Fees for assistance provided will be negotiated
prior to services being performed.

Our proposed fee is inclusive of two acquittal audits. Any additional acquittal
audits will be conducted at the price of $800 each.

ASSISTANCE REQUIRED

In order to keep our time and costs to a minimum, we appreciate your assistance

with the following:

P Management providing all deliverables in line with the agreed timetable

P Assistance from your staff with supporting documentation and explanations
during the audit process

P Disclosure by your staff of all information relevant to the engagement in a
timely manner

P Prior to the commencement of our audit, we will provide you with an audit
preparation package.
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S
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APPENDIX 1 NEW DEVELOPMENTS
B e NN .

WHAT’S NEW FOR YOUR FINANCIAL REPORT?

AASB 2020-1 AMENDMENTS TO AUSTRALIAN ACCOUNTING STANDARDS - CLASSIFICATION OF LIABILITIES AS CURRENT OR NON-CURRENT

Effective for annual reporting periods beginning on or after 1 January 2023, there are four main changes to the classification requirements within AASB 101
Presentation of financial statements:

1. The requirement for an ‘unconditional’ right has been deleted from paragraph 69(d) because covenants in banking agreements would rarely result in unconditional
rights.

2. The right to defer settlement must exist at the end of the reporting period. If the right to defer settlement is dependent upon the entity complying with specified
conditions (covenants), the right to defer only exists at reporting date if the entity complies with those conditions at reporting date.

3. Classification is based on the right to defer settlement, and not intention (paragraph 73), and

4. If a liability could be settled by an entity transferring its own equity instruments prior to maturity (e.g. a convertible bond), classification is determined without
considering the possibility of earlier settlement by conversion to equity, but only if the conversion feature is classified as equity under IAS 32.

As these amendments only apply for the first time to the 30 June 2024 balance sheet (and 30 June 2023 comparative balance sheet), companies are not yet able to
make an assessment of the impacts regarding the right to defer settlement, compliance with bank covenants, and intention to settle.
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ETHICS AND INDEPENDENCE

In conducting our audit, we are required to comply with the independence
requirements of the Local Government Act 1999, the Local Government (Financial
Management and Part 4A of APES 110 Code of Ethics for Professional Accountants
(including Independence Standards).

We obtain independence declarations from all staff engaged in the audit. We also
have policies and procedures in place to identify any threats to our independence,
and to appropriately deal with and if relevant mitigate those risks.

Should any independence matters arise, we will bring them to your immediate
attention.

For the comfort of those charged with governance, we note that the following
processes assist in maintaining our independence:
P Restrictions on BDO employees having financial interests in audit clients

P No other work is permitted to be undertaken by any BDO division or office
without the express approval of the engagement director/partner

P Services including valuation and similar services are specifically prohibited to
be provided by any other BDO office to you

P All services performed by any BDO division or office have been reported below.

BDO has not provided any other services during the year to City of Salisbury.

APPENDIX 2 OTH.ER COMMUNICATIONS

COMMUNICATIONS WITH THOSE CHARGED WITH GOVERNANCE

City of Salisbury has an Audit and Risk Committee and it is common practice for
the auditor to liaise directly with the Audit and Risk Committee. All our reporting
will be to Presiding Member of Audit and Risk Committee.

To enhance our communication and to reduce any potential expectation gaps with
clients, BDO has adopted a structured reporting system. We will communicate
with the Audit and Risk Committee and management through various means. This
includes but is not limited to:

P This audit plan
P The BDO Client Portal
P An audit completion report at the conclusion of the audit

P The audit report.
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1300 138 991 Distinctively different - it’s how we see you
www.bdo.com.au AUDIT « TAX « ADVISORY

NEW SOUTH WALES
NORTHERN TERRITORY
QUEENSLAND

SOUTH AUSTRALIA
TASMANIA

VICTORIA

WESTERN AUSTRALIA

We have prepared this report solely for the use of City of Salisbury. As you know, this report forms part of a continuing dialogue between the company and us and, therefore, it is not intended to include every matter,
whether large or small, that has come to our attention. For this reason we believe that it would be inappropriate for this report to be made available to third parties and, if such a third party were to obtain a copy of this
report without prior consent, we would not accept any responsibility for any reliance they may place on it.

BDO Audit Pty Ltd ABN 33 134 022 870 is a member of a national association of independent entities which are all members of BDO Australia Ltd ABN 77 050 110 275, an Australian company limited by guarantee. BDO Audit
Pty Ltd and BDO Australia Ltd are members of BDO International Ltd, a UK company limited by guarantee, and form part of the international BDO network of independent member firms. Liability limited by a scheme
approved under Professional Standards Legislation.

www.bdo.com.au
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ITEM 7.1.2
AUDIT AND RISK COMMITTEE

DATE 12 July 2022

HEADING Audit & Risk Committee Annual Work Plan 2022/2023

AUTHOR Hussain Rafeeu, Internal Auditor & Risk Coordinator, CEO and
Governance

CITY PLAN LINKS 4.2 We deliver quality outcomes that meet the needs of our
community

4.4 We plan effectively to address community needs and identify
new opportunities

SUMMARY The Audit & Risk Committee Annual Work Plan for the year
2022/2023 is attached for review by the Audit & Risk Committee.

RECOMMENDATION
That Council:

1.  Approves the revised Audit & Risk Committee Annual Work Plan for the year
2022/2023 as set out in Attachment 1 to this report (Audit & Risk Committee, 12 July
2022, Item No.7.1.2).

ATTACHMENTS
This document should be read in conjunction with the following attachments:
1. Audit Committee Annual Work Plan 2022-2023

1. BACKGROUND

1.1 The Annual Work Plan 2022/2023 was last presented to the Audit & Risk
Committee at its meeting held on 12 April 2022.

1.2 The purpose of the Audit & Risk Committee Annual Work Plan is to ensure that
all essential areas are covered by the Audit & Risk Committee, in performing its
roles and responsibilities mandated under the Local Government Act 1999 (“the
Act”).

2. REPORT

2.1 The key changes made to the Audit & Risk Committee Annual Work Plan
2022/2023 are as follows:

2.1.1  Fleet/Heavy Vehicle Management, High Value & Portable Asset Audit
fieldwork was put on hold, due to the Internal Auditor & Risk
Coordinator having to prioritise risk management initiatives and develop
the Assurance Map. This audit is scheduled to recommence in July 2022
and is expected to be completed and presented to the November 2022
Audit & Risk Committee meeting.

2.1.2  Data Governance Audit: This was originally scheduled to be reported to
the Audit & Risk Committee at the November 2022 meeting. COS is
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currently undertaking a procurement process for a new Enterprise
Resource Planning system and this is likely to have a significant impact
on the audit area. On this basis, the commencement of this audit has been
rescheduled to July 2024.

CONCLUSION / PROPOSAL

2.2 This report outlines the new Audit & Risk Committee Annual Work Plan for
2022/2023 financial year period.
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Audit & Risk Committee - Annual Work Plan 2022/2023

(Updated for 12/07/2022 Meeting)

Activity

Relevant
Touch points
(LG Act / TOR)

FY 2022 / 2023

Comments

Jul-22

Oct-22

Nov-22
(TBA)

Feb-23

Apr-23

1.0

Financial Reporting

5126(4)(a)

11

Review Annual Financial Statements for FY2022/23

- Review Asset Valuations 2022/23

- Review methodology and approach to Depreciation
2022/23

1.2

Reviewing significant accounting and reporting issues,
recent changes in standards and industry updates
2022/23

1.3

Review Asset Valuations 2022/23

Review methodology and approach to Depreciation
2022/23

2.0

Internal Controls

s126(4)(c)

21

Review Better Practice Model Self-Assessment
(External Auditor reviews as part of Controls
certification)

2.2

Annual Report - Internal Controls Framework and
Audit Committee sections (draft in April / Final in July)

3.0

Risk Management

s126(4)(c)

3.1

Review of Strategic Risk Register

3.2

Risk Management & Internal Control Activities

-

3.4

Assurance Map

3.5

ERM Framework

A 2

4.0

Internal Audit

4.1

Review Internal Audit Plan

4.2

Review the status of Outstanding Audit Actions

- -

4.3

|IA Report - Capital Works Project Audit
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Audit & Risk Committee - Annual Work Plan 2022/2023
(Updated for 12/07/2022 Meeting)

Relevant FY 2022 / 2023 Comments
L. Touch points Nov-22
No. Activity (LG Act / TOR) Jul-22  |Oct-22 (TBA) Feb-23 |Apr-23
44 IA Report - Cybersecurity Improvement Program Pre- " 2

Implementation Audit

Audit fieldwork put on hold, due to
Internal Auditor and Risk
. . Coordinator taking up Assurance

IA Report - Fleet/Heavy Vehicle Management, High . . o
4.5 , A Map review and report. Audit is
Value & Portable Asset Audit

now rescheduled to recommence
in July 2022 and report to Audit &
Risk Committee in November 2022.

4.6[IA Report - Strategic Reporting Process Audit ! ) |
Removed from 2022 /2023 as the
commencement had to be
. N rescheduled from July 2022 to July
4.7|IA Report - Data Governance Audit A 2024, as the audit area is affected
by the new ERP system acquisition
and deployment in progress.
4.,8|IA Report - IT Investment Strategy " ) |
5.0 |External Audit 5126(4)(b)
5.1|Review Interim Audit Report " a
5.2|Review final External Audit Report ! ) |
5.3|Review Management Representation Letters ! | | ) |
5.4 Assess the appropriateness of Council's response to . a
"“|the Auditor's findings and recommendations
5.5 Oversee actitfpns to follow up on matters raised by " 2 2
External Auditor
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Audit & Risk Committee - Annual Work Plan 2022/2023

(Updated for 12/07/2022 Meeting)

Activity

Relevant
Touch points
(LG Act / TOR)

FY 2022 / 2023

Comments

Jul-22

Oct-22

Nov-22
(TBA)

Feb-23

Apr-23

5.6

Meet with External Auditor to:

- invite presentation of audit methodology and risk
assessments within the External Audit plan

- discuss any qualifications and comments made in
management letter

- invite comments on financial management and
internal controls, relative to other benchmarks

- discuss any other relevant matters

TOR 3.2

5.7

In-confidence session with External Auditor

Better Practice

6.0

Reporting

$126(4)(c)

6.1

Audit Committee Self-Assessment report

6.2

Report on Audit Committee Work program status and
future proposals

Standard Agenda Item, review on
need arising basis.

7.0

Strategic, Financial and Management Planning

s126(4)(ab)

7.3

Review Annual Plan 2023/24 & LTFP

7.4

Review Annual Budget, Fees & Charges 2023/24

8.0

Policy and Procedure Review

s126(4)(c)

8.1

Treasury Policy

Treasury Policy brought forward
from Oct 2022 to Jul 2022.

8.

]

Internal Audit Charter

Due for review in Nov 2022,

9.0

Other Matters

s126(4)(ac)

9.1

Review/Approve Audit Committee Annual Work
Program

9.2

Reports on other relevant matters (if any)

9.3

Proposing and reviewing the exercise of powers under
s130A of the Act (if any)

9.4

Public Interest Disclosures cases reported and

investigations undertaken (if any)
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Audit & Risk Committee - Annual Work Plan 2022/2023

(Updated for 12/07/2022 Meeting)

section for inclusion in the Annual Report 2021/2022

Relevant FY 2022 / 2023 Comments
L. Touch points Nov-22
No. Activity (LG Act / TOR) Jul-22  |Oct-22 (TBA) Feb-23 |Apr-23
9.5 Internal Controls Framework and Audit Committee a

Past Reporting / Review

Current Month Reporting / Review

Rescheduled / Deferred

Future Reporting / Review

-

Excluded / Removed
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ITEM

DATE
HEADING
AUTHOR

CITY PLAN LINKS

SUMMARY

RECOMMENDATION
That Council:

7.1.3

AUDIT AND RISK COMMITTEE

12 July 2022

3-Year Internal Audit Plan 2022/23-2024/25

Hussain Rafeeu, Internal Auditor & Risk Coordinator, CEO and
Governance

4.2 We deliver quality outcomes that meet the needs of our
community

4.4 We plan effectively to address community needs and identify
new opportunities

Recommendations from the last Audit and Risk Committee
meeting are incorporated in the 3-year Internal Audit Plan
2022/2023 to 2024/2025. Changes since it was last presented to the
Audit and Risk Committee in February 2022 are highlighted.

1. Approves the updates made to the 3-year Internal Audit Plan 2022/2023 to 2024/2025 as
set out in Attachment 1 to this report (Audit and Risk Committee, 12/07/2022, Item

No.7.1.3).

2. Notes the accompanying high-level indicative scope for pending audits as set out in
Attachment 2 of this report (Audit and Risk Committee, 12/07/2022, Item No.7.1.3).

ATTACHMENTS

This document should be read in conjunction with the following attachments:
1. 3year Internal Audit Plan 2022-2023 to 2024-2025
2. Indicative Scopes for Pending Audits on 3-year Internal Audit Plan

1. BACKGROUND

1.1 The 3-year Internal Audit Plan 2022-2023 to 2024-2025 and the accompanying
indicative scope of audit were last approved by the Audit & Risk Committee in

April 2022.

1.2 No specific changes were suggested by Audit & Risk Committee in the April

2022 meeting.
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2. REPORT

The updated 3-year Internal Audit Plan 2022-2023 to 2024-2025 is set out in Attachment 1 to

this report.

Key changes and updates to the 3-year Internal Audit Plan 2022-2023 to 2024-2025 are as

follows:

2.1 Update on Completed and Ongoing Audits

211

2.1.2

Cybersecurity Improvement Program Pre-Implementation Audit

The internal audit report is finalised with management comments, and
included in Agenda item 7.1.2, to be presented by OpSys.

Fleet, Heavy Vehicle, High Value and Portable Assets Audit

The Fleet, Heavy Vehicle, High Value and Portable Assets Audit is
rescheduled to commence in mid July 2022 and report to Audit & Risk
Committee in November 2022.

2.2 Pending Audits to commence in the Current Year and Audits Rescheduled to
Next Year

The following audits are on schedule in accordance with the last update to the
Audit and Risk Committee in April 2022.

Strategic reporting process Audit — to commence in August 2022.

IT Investment Strategy Audit — to commence in November 2022.
IT Disaster Recovery Audit — to commence in April 2023.

Independent External Review of Internal Audit Function — brought

forward from 2024/2025 to commence in June 2023. This is a quality
assurance audit requirement as per the City of Salisbury’s Internal Audit
Charter.

Rates Setting Process, Revenue and Debtors Audit — rescheduled

commencement from May 2023 to August 2023 considering best
availability and least impact to Finance team.

2.3 Audits deferred

Following audits are rescheduled from what it was updated to April 2022 Audit &
Risk Committee:

2.3.1

2.3.2

Data Governance

This audit was originally planned to commence in July 2022, and is now
rescheduled to commence in July 2024, due to the ongoing procurement
process for an Enterprise Resource Planning (ERP) system for the City of
Salisbury, and its foreseeable high impact on the area subject to audit.

Budgetary Control Audit

Proposed to reschedule from 2023/2024 to 2024/2025 in order to
rationalise the number of audits to a maximum of 5 audits per year.
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2.4 Indicative Scopes for Pending Audits for the 3-year Internal Audit Plan

Indicative scopes for the remaining audits on the revised 3-year Internal Audit
Plan are set out in Attachment 2 to this report. No further changes are made to the
indicative scopes since its update to the Audit & Risk Committee in April 2022.
However, the indicative scopes are given in attachment as a reference. The scopes
are indicative only, and a more detailed scope of audit will be written and
approved by the CEO, with input and feedback following further stakeholder
consultation.

3.  CONCLUSION/PROPOSAL

This report outlines the progress made towards the completion of the 3-year Internal
Audit Plan since it was last presented to the Audit and Risk Committee in April 2022
and seeks the Audit and Risk Committee’s input and feedback on the revised 3-year
Internal Audit Plan 2022/2023 to 2024/2025 and indicative draft scopes for pending
audits.
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7.1.3

3 year Internal Audit Plan 2022-2023 to 2024-2025

Strategic Risk

City of Salisbury 3 Year Internal Audit Plan 2022/23 - 2024/25

3 YEAR INTERNAL AUDIT PLAN - 2022/2023 to 2024/2025

3-Yr IA Plan
E_S
5 e © ¥ Relevant Causes from Strategic Audit Title and Summary Internal Key Stakeholder Status Update (as at 13
Risk Description % E 5 Risk Register Audit Title Description Rationale for Inclusion Divisions Impacted July 2022)
= [+ 4
::syl;:l:::l‘:: ll? firancat \F{':::‘;..H.;gh :lm"t'mm.nmv.hkh' High Value & The City owns and operates a significant fleet of vehicles. There People & Cuilture;
compromised by intemal * Unplanned spending Value & Portable | This audit is to provide sssurance Is a risk that the mismanagement of this fleet causes Community Experience; |Audit is rescheduled to
decisions and / or £ |+ Inadequate valuation of assets or | Assets Aud that the established governance and inefficiencies in regard to productivity and negative cost impact. | Strategic Development |recommence in July
5 |external events. g’ § inaccurate depreciation risk management is sufficiently © This review is to provide that the lish Projects; Financial 2022 and report to Audit
= |+ Inadequate planning for infrastructure robust to protect and ensure the governance and risk management in regard to mwm of | Services; Field Services; |& Risk Committee in
repairs or upgrades viability of the fleet, heavy vehicles, this fleet is sufficiently robust to protect the viability of these  |and Strategic Procurement|November 2022.
high value and portable assets assets. .
SR#6: Ineffective + Limited meaningful corporate Data Data Governance Audit
governance results in the performance indicators in place Governance Audit on data governance is to There is the risk that City’s data management processes could
provision of services + Inconsistent reporting and data Audit provide assurance that City of result in loss of data or the inability to utilize the data. This
which do not meet collection Salisbury data governance review will provide assurance regarding the adequacy of People & Culture ;
community expectations. « Lack of business engagement and processes ensure adequate protection of City of Salisbury information Community Experience;
(High / Medium). clarity of roles protection of information and The City has significant relisnce upon technology to maintain | Economic Development & [Coimencerment data
SR#8: Lack of alignment + External pressure for changes to effective data management required and drive " and efficiency gains. Failure to| Urban Policy; Business rescheduled from July
& |and integrity of IT % |, systems to meet business needs. correctly ge the future IT ions and costings may | Systems and Solutions; 2022 1o July 2024, 88 thi
g [systems and data to 3 + Failure to adequately involve IT when Audit on IT investment strategy is to | M =g & impact the City of Salisbury with ineff pr legacy IT| Financial Services: and audit area Is affected by
support service delivery developing plans, strategies and provide assurance that the strategy issues and lagging IT sy leading to ineffi fi Communications & “Mm system
(High / High) projects around IT investment is sufficiently impost, service interruption and inability to Cust Rel. acquisition and
+ Failure to consider all options when robust to support the current improvements. This review is to provide City of Salisbury with Governance; and  [SoPiOYmentin process:
improving a system or process business requirements and that the IT Strategy is sufficiently robust to|  Strategic Procurement
+ Organisational change is not continuous improvement initiatives. support current and 1ging business req and
conducted in a structured and logical
manner .
SR#8: Lack of alignment + Lack of plans and procedures to IT D! IT Di R y Audit
and integrity of IT inform response strategies when a Recovery Audit |Provide assurance that adequate Cybersecurity risk is recognised as an emerging and ever
systems and data to cybersecurity incident occurs disaster recovery processes are in changing risk for many organisations which may lead to financial
support service delivery * Lack of and logging fi place at City of Salisbury and the lfoss. service interruption, "d‘:!; lt;u and/or reputation dargaogso Retain as m
to capture events ocesses are likely 1o be effective in from an event imp. ] ity’s information syst .
8 % ;% :\ro event of a disruption | | has developed a Disaster Recovery Plan in Jan 2022 and is Buﬂm;:ityslol:sm and :ld:“b ?m
currently being lmolomomod COS's disaster recovery W"."
are h idit independently in the
past to ensure that the plan and processes are adequately
designed and effectively implemented
Ineffective governance + Inadequate performance measures Strategic S gic reporting p! audit
results in the provision of which are not linked to objectives or reporting Assurance on the processes and
services which do not strategies p Audit in place, y in
meet community « Failure to deliver what is expected by relation to the City Plan, Business People & Culture;
expectations. the local community due to a lack of Planning and Annual Plai
alignment of strategic plans " e City of Salisbury has established its strategic plan, City Plan E“ms:;a?“;::;’;"""' . oy achadied
« Limited meaningful corporate 2035, covering its 4 strategic key directions, followed by critical Governance: Bu: si.ness m.w
= | § |performance indicators in place actions and performance indicators for the medium to long term. | and Solutions: previous updats.
6 g’ 3 « Inconsistent reporting and data 1 The audit will review the gic rep ir E:wnronmenml Health & Commencemnt
= |collection of corporate performance but not Hly kimited to reporting on the City Plan 2035, Safety; Financial Services; |rescheduled from Augus
indicators and other relevant plans including Annual Plan and Business Co‘mmumcam 3 ! to October 2022.
« Processes and systems fail to Plans. Customer Relations: and
address customer needs Strategic Procurement
+ Failure to engage with all
in di ping the City
Plan
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3 year Internal Audit Plan 2022-2023 to 2024-2025

Risk Description

Strategic Risk

Inherent

Residual

¢ Relevant Causes from Strategic

City of Salisbury 3 Year Internal Audit Plan 2022/23 - 2024/25

Audit Title

Audit Title and Summary

3 YEAR INTERNAL AUDIT PLAN - 2022/2023 to 2024/2025

Rationale for Inclusion

Internal Key Stakeholder Status Update (as at 13

Risk Register Description Divisions Impacted  July 2022)
Lack of alignment and « Lack of business engagement and T Strategy Audit
integrity of IT systems clarity of roles To provide assurance that the The City has significant reliance upon technology to maintain
and qata to support + External pressure for changes to trategy around IT tment is and drive business requirements and efficiency gains. Failure to
service delivery systems sufficiently robust to support the cormeclly manage the future IT acquisitions and costings may
* Fallure to adequatsly involve IT whan current business requirements and impact the City of Salisbury with inefficient processes, legacy IT | Governance; Business [On schedule to
8 § | § |developing plans, srategies and ' 15 imp issues and lagging IT systems leading to inefficiencies, financial| Systems and Solutions; |commence in 2nd
£ | £ |Projects ) ) impost, service interruption and ity to continued | Financial Services; and |Quarter of 2022/2023 as
+ Failure to consider all options when improvements. This review is to provide City of Salisbury with Strategic Procurement | per last update.
improving a system or process assurance that the IT Investment Strategy is sufficiently robust to
« Organisational change is not support current and changing business requirements and
conducted in a structured and logical continuous improvement initiatives.
manner
City of Salisbury financial + Inadequate revenue and a failure to Rates Setting Rates Setting Process, Revenue
sustainability is from all Process, and Debtors Audit The City has recorded a total revenue of $127.39m for
compromised by internal * Short term revenue is at and Ensure that the Rates setting FY2019/20 ($125.75m for FY 2018/19), of which 80% is from
decisions and / or the expense of longer term revenue Debtors Audit  |process comply with legislative Rates, 13% from Grants, Subsidies and Contributions, and
external events. « Revenue from the sale of assets compliance requirements, and remaining 7% from fees, and other charges/income. City of
(land) is not invested for the longer y d and validated Salisbury has pre-agreed chargeable price amounts for Rates,
term benefit of the community for accuracy, impact on financial Levies, Fees, Fines, concessions, rebates elc. used for invoicing
L ion of draft | sustainability. Ensure that there are purposes for the respective years.
regarding rate capping no revenue leakages, and that the Debtors reflected on the Statement of Financial Position under
* Fraud, misconduct or revenue charged and collected are Trade and Other Receivables amounts to $8.07m for FY2019/20
maladministration accurate and complete, and revenue (58.97m for FY2018/19).
+ Changes to legislation/obligations and debtor management process is Although revenue and debtors testing is included within the Business & Admin from May
5 E, 5 imposed by other levels of government effective as per approved policies external audit scope, the focus is more on true and fair view of Support: and Financlel 2023 to August 2023
T g « Potential new revenue and procedures in accordance with revenue and debtors figure reflected on the financial statements; éervlces best
streams/opportunities are not fully relevant legislation. and the internal control is often not r d in and least
investigated greater depth and breadth with expanded detailed testing of the impact to Finance team.
+ Council ultimately becomes revenue and collection process and controls as it is done in a
financially unsustainable typical internal audit. Therefore, it is recommended to cover this
+ City revenue has to be raised audit at least once in every 3 years as part of our internal audit
increasingly through more traditional program, as an industry best practice measure.
methods (rate rises) The aim of this audit is to ensure that there are no revenue
« Financial cost associated with falling leakages, and that the revenue charged and collected are
rates revenue or increasing bad or accurate and complete, and revenue and debtor management
doubtful debts pi is as per appl licies and procedures in
accordance with relevant legislation.
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3 year Internal Audit Plan 2022-2023 to 2024-2025

Strategic Risk

City of Salisbury 3 Year Internal Audit Plan 2022/23 - 2024/25

3 YEAR INTERNAL AUDIT PLAN - 2022/2023 to 2024/2025

E_S
" ] [ 5 % Relevant Causes from Strategic . _ Audit Title and Summary Internal Key Stakeholder Status Update (as at 1]
e Rl % -E 5 Risk Register e Description Divisions Impacted July 2022)
E g
Failure to manage the « Inadequate understanding and Tree Management Framework .
impact of environmental planning for factors impacting the Audit The City has a street tree population of over 76,000, made up of
and social factors on environment Framework Provide assurance that COS has more than 70 different species, within its street parks
Council infrastructure, * Failure to consider environmental Audit aTree g W and open spaces including reserves and wetlands, which
assets and services consequences when planning and for the 3 tof contribute to the Key Direction 2 “Sustaining Our Environment' Community Planning &
designing infrastructure its urban forest, covering policy and Key Direction 3 "The Living City’ in our City Plan 2035. A Vitality; Community
maeasures in the aree of ree ! t value of app y $3.4m for trees is included Exparinr;u‘ Economic
; within asset class “Roads, Bridges and Footpaths” in the Audited '
c|E vl it il et et Financial Statements for FY2019/20. COS has an ongoing | - s BOPTe A D0al  |0n schedule o
4 % E community consultation and Street Tree Renewal Program that aims to renew about 1,000 Semoes.' - ental in 2023/2024
¢, and risk g trees each year. To ensure the sustainability of this strategy. | o\ "0 e afoty; Financial |28 per previous update.
and ensure that the framework is COS has established a Tree Management Framework for the Sesvioss: Cnmrr;unicutlonn
adequate and implemented management of its urban forest, covering policy measures in the Iy Cuﬂimer Relations:
effectively area of tree planting, tree protection, tree removal, tree asset and Field Services N
management, community consultation and engagement, and risk
management. This review is lo provide assurance that the City's
Tree Management Framework is adequate and implemented
effectively
SJ‘:;L::I‘;:T? financial ;"“dp::‘ ;:‘:J";SIT" phion Pravastion The revised Fraud and Corruption Prevention and Management
compromised by internal P tion Provide sssurance thet cument Policy states that the Clty‘has a zero-tolerance stance lowards
decisions and / or Control Audit | practices are effective to prevent, fraud, corruption, mi and maladmini The City
external events. detect, and manage risks related to mh:s'::nr:’us policies a:fd{zr:edm and internal control
:nzu:dm;:nmm;muzsm and misconduct, and independent assessment of systems and
controls are implemented as per processes takes place as part of the annual external audit and
s + Fraud, misconduct o agreed policies and procedures. remains a part of many internal audits, Given that there are Mn-m,
5 % | 2 maladministration ooniiuous changes heonening within tha aontrol emironment, All Divisions scheduled to commence
|8 . e , and involved, the emergence of
= |* Unplanned spending ! . .
newer risk and failure of controls may occur and therefore an
assessment of controls for fraud is essential. Hence, the
objective of this audit is to determine the effectiveness of fraud
prevention strategies. This audit aims to ensure that current
practices are effective to prevent, detect, and manage risks
related to fraud, plion, duct and maladmini 3
and ensure that controls are implemented as per agreed policie
and procedures
All Strategic Risks in the Risk Risk Management Audit Risk Management being an integral part of our organizational
Strategic Risk Register Management Emr:mm the City of Sahsb:,y has process, this is one of the essential areas to incorporate in the
£ | £ | nadequate performance of risk Audit hmmﬁ:;m:ﬁ - Internal Audit Plan as a recurring audit at least every 3 years ) Retain as originally
1-9 21 2 | ssessments _ The objective of risk management audit is to ensure that the City All Divisions scheduled to commence
management and controls are in of Salisbury has robust policies and procedures and framework in 2023/2024.
place to manage risks effectively. in place for risk management and controls in place to manage
risks are operating effectively
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City of Salisbury 3 Year Internal Audit Plan 2022/23 - 2024/25

3 YEAR INTERNAL AUDIT PLAN - 2022/2023 to 2024/2025
3-¥r 1A Plan

Strategic Risk

Internal Key Stakeholder Status Update (as at 13

i Relevant Causes from Strategic - Audit Title and Summary
2 Audit Title 1 A
Divisions Impacted  July 2022)

Rationale for Inclusion
Risk Register Description onale fo .

Risk Description

Inherent
Residual

City of Salisbury financial = Insufficient or reduction in grant
sustainability is funding

getary Budgetary Control Audit
Control Audit Ensure that the City of Salisbury has

Strategic Risk Register Review lead to identification of Risk
Causes and factors, that have not been assured through internal

compromised by internal
decisions and / or
external events.

« Inadequate revenue and a failure to
imil from all
* Unplanned spending

robust policies and procedures
covering the annual budget
preparation process, and that

audit testing in the past. Although Budgetary controls are tested
annually as part of the externally audit process testing of LGA

Financial Best Practice Model, a full fledge, end-to-end audit has

« Inadequate valuation of assets or y control pr are not been performed on the effectiveness of the budget
inaccurate depreciation implemented effectively and comply preparation and control process in the past.

+ inadequate planning for infrastructure with any legislative requirements.

repairs or upgrades

* Introduction of draft |

regarding rate capping

« Fraud, misconduct or
maladministration

+ Changes to legislation/obligations
imposed by other levels of government 10

Proposed to reschedule
Primarily Financlal from 2023/2024 to

Services Division and  (2024/2025 in order to

+ Potential new revenue touch base with other  |rationalise the number o

streams/opportunities are not fully divisions as required.  |audits to a max of § per

investigated year as agreed earller.

+ Changes to roles and responsibilities

assigned to City of Salisbury by

federal or state government

+ Short term revenue is maximised at

the expense of longer term revenue

» Poorly structured debt funding

« Poor investment decision making

* Unknown consequences of new

infrastructure provision from other

levels of government or private sector

investment

5 « Failure to encourage investment in

SR 1! Inadequate * Lack of business engagement and Busi Busi Continuity Audit

response to a business clarity of roles C Audit |provid on the Business

continuity or emergency + External pressure for changes to Continuity Management (BCM)

evenl, or major incident systems Fr and the in

at a Council run = Failure to adequately involve IT when place to ensure that, in the event of a

Community event developing plans, strategies and disruption, critical business

SR8: Lack of alignment projects " ions can be maintained, or 2 All Divisions

and integrity of IT « Failure to consider all options when restored in a timely manner, with

systems and data to improving a system or process minimal impact to the CoS and its

support service delivery + Organisational change is not stakeholders.

conducted in a structured and logical

manner

High
Medium

The previous BCP audits were undertaken in 2014 and 2018.
Since then, BCP reviews for individual processes have been
undertaken and it may be beneficial for COS to undertake an
overall BCP audit to determine the adequacy and effectiveness
of the current BCM framework and process.

Retain as originally
scheduled to commence
in 2023/2024.

&

m
High
High
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Risk Description

Strategic Risk

Inherent

x
r

&

Residual

Relevant Causes from Strategic
Risk Register

City of Salisbury 3 Year Internal Audit Plan 2022/23 - 2024/25

3 YEAR INTERNAL AUDIT PLAN - 2022/2023 to 2024/2025

Audit Title

Audit Title and Summary
Description

3-¥r 1A Plan

Rationale for Inclusion

Internal Key Stakeholder Status Update (as at 13

Divisions Impacted

July 2022)

SR5: City of Salisbury

Grants Management Audit

financial sustainability is Management Provide assurance that the grants " Community Planning &
The City offers ts to encourage develo) d ort
compromised by internal Audit provide to City of Salisbury " manymgran unir: projects. op and supp Vitality; Community
el ovants. evarded o kit recieri, and COS ofers many dferent categories of grans avalablefor a | ootV PO,
. h [ ) ) ' broad activi focus, . |Retain as originally
i & |SR6: Ineffective 5 | 2 | Insufficient or reduction in grant 12 managed eflectively as per d . range of "ﬁizug:i:‘mﬁm“mmm“ OCUS, 35 | | frastructure Delivery & tdﬁn:dbmm
6 |governance results inthe | T § funding policies and procedures and aligned This i 0 " " Gi Management; Economic 2024/2025
rovision of services 1o the City Plan 2035 s audit is to provide assurance thal the grants provide to City Development & Urban 5
pro - of Salisbury community and businesses are awarded to eligible e ; )
which do not meet recipients, and ma effectively as per approved policies Policy; Financial Services;
communily expectations. and procedures and aligned to the City Plan 2035 and Communications &
Customer Relations.
Lack of management of « Inadequate management, monitoring By-Laws Strategic Risk Register Review lead to identification of Risk
public and environmental or lesting Management Causes and factors, and no specific end-to-end audit has been
health risks * Animal/vermon infestation and undertaken on the effectiveness of by-law management and P Aly Envii !
« Noxious plants Enforcement  |Ensure that the City of Salisbury has enforcement process in the past ;:""nh"& s "°“’"‘.';"‘°‘ e
-5 * Failure of waste disposal contractor Process Audit ppropt icies and pr eal ommunity n as originally
3 : | 13 | A Compliance Division and |scheduled to commence
T | T |to meet contractual obligations. for manag and it of "
by-lews, and that the by. touch base with other  |in 2024/2025.
m y : m’” mE divisions as required.
process is efficient, effective, and
lies with rek Lanial )
Ind. di Ind dent External Review of In accordance with the best practice standards, COS's Internal
External mnal Audit Audit Charter states that "In order to ensure that the quality of
of Internal Audit | The auditis to obtain an internal audit work is of a consistently high standard, the CEQ
< | < | NA - notinciuded in the strategic risk Function understanding and form an opinion shall ensure that a quality review of the internal audit function is Brought forward from
VA NIA BN ' 14 " ’ an independent Service Provider at least 2024/2025 to commence
register. on the current Internal Audit ur by en e OB FTOWON &
function, compliance with the Intemal every five years™. The last audit was undertaken in 2016, and is in June 2023.
Audit Sblinclards. and existing issues due for another review, to comply with the standards
and areas for improvement.
City of Salisbury + Elected Member cohesion C ity [+ ity C: Itation Process, The mapping of internal audits against the strategic risk register Community Experience:
reputation suffers due to * Lack of or ineffective community C Itati and C ity P i identified that this area has not been audited for adequacy and | ~ o Exp::anca &
services provided not consultation and engagement Process, and Survey Effectiveness Audit flect in the past. | , policies and Y £ )
Ny y . N " , N . Relationships; Community
meeting community * Failure to deliver services expected Community The audit is to provide assurance procedures are in place and community perception surveys are Development; City
needs and expectations, by the community Perception that the City's community undertaken regularly. It may be beneficial for the City to Develo " alnd A
resulting in a reduction in + Customer service is not properly Survey C Itation and eng Wt determine the effectiveness of these surveys and how well the olhmIDivisii;ns tha:" Fiaaln ax oricinall
business investment, £ | & |monitored or managed Eff is ad te and effective, leamings from these surveys are incorporated in the service y
10 2| 2| Not fing sk ic objec 15 P ’ a dek d prps 4. and whether the involve the development |scheduled to commence
T | meeting strategic objectives Audit and ensure that the community ivery and planning process of Council. a r of policy, delivery of  |in 2024/2025.

+ Failure to undertake legislative
requirements

* Lack of or ineffective community
consultation and engagement

perception surveys undertaken are
effective and achieving intended
objectives

relevant policies and procedures are effectively implemented.

projects, including where
this is a statutory
requirement, etc that
requires consultation with

the community.

Legend for Status Update

P i to Audit C Meeti
Ongoing Audits

Audit Commencement Planned for Future Period
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INDICATIVE SCOPES FOR PENDING AUDITS ON THE 3 YEAR INTERNAL AUDIT
PLAN 2022/2023-2024/2025

(The scopes are indicative only and in early draft format - actual scope will vary pending stakeholder
engagement and further input)

1. DATA GOVERNANCE AUDIT

The overall objective of the audit on data governance is to provide assurance that City of Salisbury
data governance processes ensure adequate protection of information and effective data management
required to meet organisational needs.

The specific objectives for the audit will be to ensure that:

e The City has appropriate policies and procedures covering all aspects of data governance and
the data management lifecycle, including collection, maintenance, usage and dissemination
that are clearly defined and documented.

e A process is in place for training of new staff and refresher training for existing staff to
provide understanding of the Records Management system and requirements.

e Internal audit complies with necessary statutory and regulatory requirements related to data
management and data governance.

e The City has an adequate governance structure and processes in place to support the
management of data, including data privacy, confidentiality and Freedom of Information
requests and disclosures.

e Data collection and retention levels are adequate and effective as per policies and procedures
and industry best practice guidelines.

¢ Data and database structures are designed and developed in an efficient manner to ease data
analytics and avoid data redundancies.

e Audit trails and history logs on master data changes are available for traceability and
reviewed.,

e Data inventories are maintained and managed with appropriate levels of data security level
category classifications, where relevant.

e Controls related to data content management, record management, data quality, data access,
data sharing, data security and data risk management are adequate and implemented
effectively.

2. IT DISASTER RECOVERY AUDIT

The overall objective of the audit is to provide assurance that City of Salisbury has adequate disaster
recovery processes in place, and the processes are likely to be effective in the event of a disruption.

The specific objectives for the audit will be to ensure that:
e A Disaster Recovery Plan exists with the exact steps to be covered if a disaster event occurs.
e The Disaster Recovery Plan steps captures the relevant scenario expectations including
Maximum Allowable Outages (MAQ), Recovery Point Objective (RPO) and Recovery Time
Objective (RTO).
The approved Disaster Recovery Plan is tested appropriately with relevant test case scenarios.
Critical systems required to be recovered following a disaster event have been identified.
Single points of failure have been identified.
Business Continuity Plans are fully linked with IT disaster recovery arrangements.
Server infrastructure includes testing of the ability to recover systems; and
Backups are completed and taken off-site to provide additional resilience in the event of a
disaster event.
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3. STRATEGIC REPORTING PROCESS AUDIT

The overall objective of the audit is to provide assurance on the processes and controls in place,
specifically in relation to the City Plan, Business Planning and Annual Planning.

The specific objectives for the audit will be to ensure that:
The City has policies and procedures governing the strategic planning process.
The City is in compliance with statutory and regulatory requirements in terms of strategic
reporting.
Strategic plan documents align to the City’s approved 4 Strategic directions and goals.
The deliverables identified in City Plan 2035 cascades down to goals, deliverables and
performance indicators reflected on other strategic planning documents.
o All required departmental and/or divisional Business Plans are established as a 4-year rolling
plan covering all the essential areas and are reviewed annually by end of June.
* Budgets and resources are planned for all critical action points under immediately noticeable
impact areas.
Appropriate systems are in place to capture the strategic reporting information.
Established mechanism report performances against strategic plans.
The strategic information reported is effective, accurate, reliable and timely.
There are clear roles and responsibilities for the strategic planning process.
The strategic planning process is resourced appropriately.
There is simplicity and ease of reporting processes
There is transparency and accountability in the strategic reporting process
Strategic reporting process has agreed performance indicators and are reviewed appropriately.

4. ITINVESTMENT STRATEGY AUDIT

The overall objective of the audit is to provide assurance that the strategy around IT investment is
sufficiently robust to support the current business requirements and continuous improvement
initiatives.
The specific objectives for the audit will be to ensure that:

e The City has a formalised and appropriate IT Investment Strategy process document.
The City’s IT investment strategy is aligned to the deliverables in City Plan 2035.
IT investment strategy is fully integrated with an overall IS/IT strategy.
IT investment strategy facilitates the maintenance of critical IS/IT infrastructure.
IT investment strategy is fully backed by business cases and feasible economically and
operationally.

5. RATES SETTING PROCESS, REVENUE AND DEBTORS AUDIT

The overall objective of the audit on Rate setting process is to ensure that the Rates setting process
comply with legislative compliance requirements, and is appropriately reviewed and validated for
accuracy and impact on financial sustainability. The overall objective on review of debtors and
revenue side is to ensure that there are no revenue leakages, and that the revenue charged and
collected are accurate and complete, and revenue and debtor management process is effective as per
approved policies and procedures in accordance with relevant legislation.

The specific objectives for the audit will be to ensure that:
e The City has formalised and adequately designed policies, procedures and framework covering
the rate setting process and aligned to the legislative requirements.
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e Applicable policies, procedures and legislative requirements are being followed in cases
during the rate setting process.

e The relevant assumptions applied in the rate setting process are validated and tested
appropriately.

e The public consultation and feedback process are adequately administered and taken sufficient
account of ratepayers’ feedback on their proposals before finalising rates.

* Rates calculation and application of rates through the rate setting system is accurate.

e Local Government Financial Best Practice Model controls related to rates setting, revenue and
debtors are implemented effectively.

¢ There are no unnoticed, unaccounted, unrealised or unintended revenue losses.

e The City has formalised and adequately designed policies and procedures covering the revenue
and debtor management process.

e The City’s revenue and debtor management processes are implemented effectively as per
agreed policies and procedures.

6. TREE MANAGEMENT FRAMEWORK AUDIT

The overall objective of the audit is to provide assurance that COS has established a Tree
Management Framework for the management of its urban forest, covering policy measures in the
area of tree planting, tree protection, tree removal, tree asset management, community consultation
and engagement, and risk management, and ensure that the framework is adequate and implemented
effectively.

The specific objectives for the audit will be to ensure that:

e The City has formalised policies and procedures covering its Tree Management Framework
that are adequately designed and established.

e The Tree Management Framework covers Environmental and Social factors including the
trees in public open space and private sphere.

The City’s Tree Management Framework is implemented effectively.

e The City’s tree management strategy is aligned to relevant deliverables in City Plan 2035.

e The City maintains appropriate level of traceability and verification and recording of Tree
Assets reflected in the financial statements where relevant.

e Street Tree Renewal Program is implemented effectively.

e Public requests / complaints related to tree removal, tree planting, and other tree management
related matters are resolved and reported effectively in accordance with clearly document
policies and procedures.

e Any legislative compliance requirements related to tree management arising from Local
Government Act 1999, Planning, Development and Infrastructure Act 2016, Commonwealth
Environmental Protection and Biodiversity Conservation Act 1999, Natural Resource
Management Act 2004, Environmental Protection Act 1993, Electricity Act 1996, Heritage
Places Act 1993, Road Traffic Act 1961, Aboriginal Heritage Act 1988 and Water Industry
Act 2012, are identified and their level of compliance assessed at a high level.

o City of Salisbury has efficient processes in place to identify and manage potential tree hazards
and is implemented effectively.

7.  FRAUD AND CORRUPTION PREVENTION CONTROL AUDIT

The overall objective of the audit is to provide assurance that current practices are effective to
prevent, detect, and manage risks related to fraud, corruption, misconduct and maladministration, and
ensure that controls are implemented as per agreed policies and procedures.
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The scope of the audit is to ensure that the City:

. has an effective fraud control framework, which is integrated with the City’s organisation-
wide risk management strategy.
has appropriate, well understood and current fraud control plans, which address major risks
has established effective fraud controls.
has adequate internal systems, training and reporting processes to support effective
implementation and monitoring of fraud control plans.

. regularly test, monitor and report on the effectiveness of the fraud control plan and associated
practices.

. review the outcomes of testing and use the insights gained to inform continuous improvement
in fraud prevention and to update fraud control plans to ensure their ongoing appropriateness.

8. RISK MANAGEMENT AUDIT

The overall objective of the audit is to ensure that the City of Salisbury has robust policies,
procedures and framework in place for risk management and controls are in place to manage risks
effectively.

The specific objectives for the audit will be to ensure that:

e The City has formalised and adequately designed policies, procedures and framework covering
its risk management process.

e The City’s risk management processes are implemented effectively as per agreed policies and
procedures.

e Risk tolerance limits and thresholds are defined along with corresponding action points on the
risk management plan / framework for better transparency and avoidance of doubts.

e The City has up-to date registers for risk, including its strategic risk register and operational
risk registers.
Risk management is embedded within the whole organisational processes.
Formalised and regular processes are implemented effectively for the identification of risks,
assessment of risks, and treating risks.

e The status of risk treatment action plans (especially all the high-risk ones) is reported to senior
management in a timely manner.

e The City has implemented any actions arising from LGA Mutual Liability Scheme review
recommendations on risk management.

9. BUDGETARY CONTROL AUDIT

The overall objective of the audit is to ensure that the City of Salisbury has robust policies and
procedures in place covering the annual budget preparation process, and that budgetary control
processes are implemented effectively and comply with legislative requirements.

The specific objectives for the audit will be to ensure that:

e The City has formalised and adequately designed policies and procedures covering its
budgetary control and management process and aligned to relevant legislations.

e The City’s approved budget and budgetary control management processes are implemented
effectively as per agreed policies and procedures and comply with relevant legislative
requirements.

e Budget responsibility and accountability are clearly defined, appropriately allocated and
regularly reviewed.

e Budget requirements are effectively reviewed and monitored on a regular basis.

e Budget variances are identified, properly reported and approved.

Page 56 City of Salisbury
Audit and Risk Committee Agenda - 12 July 2022



7.1.3 Indicative Scopes for Pending Audits on 3-year Internal Audit Plan

e Accurate, relevant and timely management information is produced and used effectively to
inform decision making and reporting.

10. BUSINESS CONTINUITY AUDIT

The overall objective of the audit is to assess the adequacy of practices and procedures to manage
COS’s business continuity. The audit will provide assurance that process and the measures in place to
ensure that, in the event of a disruption, critical business operations can be maintained, or restored in
a timely manner, with minimal impact to the CoS and its stakeholders.

The specific objectives for the audit will be to ensure that:

® The City has formalised an overarching policy / procedure document covering the business
continuity management process.
Critical systems and functions requiring Business Continuity Plans (BCPs) are identified.

e BCPs are current and adequately developed for all critical functions and systems.

e BCPs for critical functions and systems covers business resumption and continuity /
contingency strategies.

* Business Impact Analysis approaches and process are determined and agreed in the BCPs.

e Effective communication plans are established to manage public and media relations in the
event of a disruption.

e There is an agreed process in place for activating BCPs when emergencies occur.
Business continuity plans are adequately monitored and maintained.

e A formalized business continuity training program exists, and all individuals responsible for
developing and implementing BCP have been adequately trained.

e Business continuity plans are tested periodically and the test results and lessons learned are
reviewed, documented, and applied.

11. GRANTS MANAGEMENT AUDIT

The overall objective of the audit is to provide assurance that the grants provided to City of Salisbury
community and businesses are awarded to eligible recipients, and managed effectively as per
approved policies and procedures and aligned to the City Plan 2035.

The specific objectives for the audit will be to ensure that:

o The City’s policies and procedures covering its grant management process are adequately
developed for all categories of grants and communicated appropriately to the relevant
stakeholders.

e The eligibility criteria and award process for all grant categories have been established and
communicated, and have been complied with.

e (COS has a central register of fund recipients, capturing the details of previous funding
received.

e Conflict of interest avoidance measures are incorporated in the grant awarding process.
Grants schemes are aligned to City Plan 2035.

o All grants have terms and conditions or signed agreements specifying the expectations on
usage and reporting requirements agreed by the Grant Recipient and COS.

e COS have a monitoring process in place to ascertain that Grant Recipients adhere to timely
reporting requirements in the Grant Agreement.

e Any unused funding from the grant is dealt with appropriately as per the grant agreement or
agreed terms and conditions.

e Any contingency percentages included in the grant scheme are appropriately allocated and
disbursed.
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e COS measures the effectiveness of the grant schemes, and use feedbacks for quality assurance
purposes in future planning and grant scheme designing.

12. BY-LAWS MANAGEMENT AND ENFORCEMEMENT PROCESS AUDIT

The overall objective of the audit is to ensure that the City of Salisbury has appropriate policies and
procedures for management and enforcement of by-laws, and ensure that the by-laws management
and enforcement process is efficient, effective, and complies with relevant legislations.

The specific objectives for the audit will be to ensure that:

e The City has formalised and adequately designed policies and procedures covering the by-law

management and enforcement process.

e The City has appropriate Structure and governance of by-law enforcement teams.
Feedback from rate payers are appropriately incorporated and by-laws are reviewed and
updated on a regular basis.
Enforcement fines and penalties comply with relevant legislations and are charged accurately.
The City’s methods and approaches to enforcement are adequate and effective.
There are clearly identified performance measures and metrics for by-law enforcement.
Enforcement team is sufficiently staffed and appropriately trained.
By-law related complaints are handled effectively.

13. INDEPENDENT EXTERNAL REVIEW OF INTERNAL AUDIT FUNCTION

The overall objective of the audit is to obtain an understanding and form an opinion on the current
Internal Audit function, determine the level of compliance with the Internal Audit Standards, and
identify existing issues and areas for improvement.

The specific objectives for the audit will be to ensure that:
e The City has formalised and adequately designed policies and procedures covering the internal
audit process.
e The City is in conformance with mandatory internal auditing requirements, including the
Internal Audit Standards.
e The Audit & Risk Committee and management expectations of Internal Audit are being met.
e The Internal Audit is value adding and contributing to the organisational objectives.

14. COMMUNITY CONSULTATION PROCESS, AND COMMUNITY PERCEPTION
SURVEY EFFECTIVENESS AUDIT

The overall objective of the audit is to provide assurance that the City's community consultation and
engagement process is adequate and effective, and ensure that the community perception surveys
undertaken are effective and achieving intended objectives.

The specific objectives for the audit will be to ensure that:

e The City has formalised, adequately designed and current policies, procedures and framework
covering the community consultation, engagement and community perception survey process.

e Any legislative compliance requirements in relation to community consultation process are
met.

e Contemporary engagement tools and best practices are incorporated within the community
consultation process.

o Community engagement strategics are developed and implemented effectively.

e Community need assessments are undertaken effectively through the community consultative
process, and applied in policy, planning, strategy formulation and service delivery.
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e Community perception survey results are evaluated appropriately and systematically apply any
resultant learning outcomes in policy, planning, strategy formulation and service delivery.

e Community consultation, engagement initiatives and perception survey outcomes are reported
to senior management and Council appropriately.

Page 59 City of Salisbury
Audit and Risk Committee Agenda - 12 July 2022






ITEM7.1.4

ITEM 7.1.4

AUDIT AND RISK COMMITTEE

DATE 12 July 2022

HEADING Risk Management and Internal Controls Activities

AUTHOR Brett Kahland, Team Leader Corporate Governance, CEO and
Governance

CITY PLAN LINKS 4.2 We deliver quality outcomes that meet the needs of our

community
4.4 We plan effectively to address community needs and identify
new opportunities

SUMMARY This report provides an update on the risk management and internal

control activities undertaken for the 2021/2022 reporting period.

The Enterprise Risk Management (ERM) Roadmap was provided
to the Audit & Risk Committee in November 2021, and its current
status is updated in this report, along with the status of other risk
management and control activities undertaken this year.

RECOMMENDATION
That Council:

1.

Notes the update on Risk Management and Internal Control Activities for the
2021/2022 reporting period since the 121" April 2022 Audit & Risk Committee meeting,
as set out in Attachment 1 to this report (Audit & Risk Committee, 12/07/2022, ltem
No.7.1.4).

2. Notes the Enterprise Risk Management Framework as set out in Attachment 2 to this
report (Audit & Risk Committee, 12/07/2022, Item No.7.1.4).

3. Notes the Strategic Risk Register as set out in Attachment 3 to this report (Audit & Risk
Committee, 12/07/2022, Item No. ).

ATTACHMENTS

This document should be read in conjunction with the following attachments:

1.  Risk Management and Internal Controls Activities June 2022
2.  Enterprise Risk Management Framework
3. Strategic Risk Register June 2022
1. BACKGROUND
1.1 This report provides an update on the risk management and internal control
activities undertaken for the 2021/2022 period. The report allows the Audit &
Risk Committee to monitor and review the activities and assurance they provide.
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2. REPORT

2.1 The risk management and internal control activities planned for the 2021/2022
reporting period are summarised in Attachment 1, which is updated to the Audit
and Risk Committee on an ongoing basis.

2.2 Financial Internal Controls: The Local Government Best Practice Financial
Controls Model is used to ensure financial controls are adequately covered, and
this is managed through Control Track. The self-assessment for this year
commenced in April 2022. This is being reviewed by the external auditor as part
of the internal control certification process. The external auditors’ Annual Audit
Plan is scheduled to be presented to the Audit & Risk Committee in July 2022.

2.3 Audit & Risk Committee Performance Assessment: The self-assessment survey
response was reported to the Audit & Risk Committee in April 2022 (see Audit &
Risk Committee 12/04/2022, Item no. 7.1.6).

2.4 Emergency Management Project: The Emergency Management Policy and
Emergency Management Plan have been adopted. The Incident Operations
Framework has been drafted and presented to the Executive Leadership Team.
The Incident Operations Framework is a comprehensive manual that provides
Council’s Incident Management Team guidance on the management of an
incident or emergency event that impacts on the community, the environment, or
Councils business operations, using an all hazards approach and a methodology
consistent with the Local Government Sector and South Australian Emergency
Response Agencies. A further report is to be presented to the Executive
Leadership Team to assist clarify differences between the types of emergency
events (e.g. community and the workplace) Council may be exposed to, and the
different mechanisms in place to manage these events.

2.5 Enterprise Risk Management (ERM) Framework: The ERM Framework has
been developed to support the implementation of the ERM Policy (Council
adopted 22 November 2021). A summary is set out below.

25.1 The ERM Framework is based on the 8 principles of effective and
efficient risk management in accordance with 1SO 31000:2018 Risk
Management — Guidelines.

252  The ERM Framework is based on the model template developed by the
Local Government Authority Mutual Liability Scheme and replaces the
Risk Management Guide.

253 The ERM Framework covers risk management principles, risk
management process, and how the internal controls process and
assurance process will fit in and support the overall objective.

25.4  The steps involved in the ERM process include risk identification,
analysis, evaluation, monitoring and review, record keeping and
reporting.

255 Roles and responsibilities are clearly identified for key stakeholders
involved in the ERM process.
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25.6  The risk matrix has been updated to incorporate a revised consequence
rating table. Key changes include the following:

e Quantification of risk rating scores ranging from 1 to 25 on the
relative weight of likelihood of risk occurring (ranked between 1 and
5) and the impact or consequences of the risk (ranked between 1 & 5);

e Displayed summary steps on risk rating and evaluation, and a
summary table on how the risk rating scale can be applied;

e The introduction of a table showing expectations for reporting
strategic, operational and project risks, depending on risk profile, and
the requirement for an action plan.

257  The Bow-tie Risk Assessment template is introduced, as a simple to use
contemporary risk assessment and evaluation tool that can be used as part
of the risk assessment process. The aim is that this tool can be
interactively completed in risk workshops.

25.8 The next steps are for the Corporate Governance team to facilitate
training and facilitate and support the development of operational risk
registers. It is noted that some divisions already have operational risk
registers in place, and it is proposed that existing registers are reviewed
in collaboration with the Corporate Governance team.

259 A copy of the ERM Framework is set out in Attachment 3 to this report.

2.6 Assurance Map: The assurance map has been developed and is subject to a
separate to report scheduled to be presented to the Audit & Risk Committee in
July 2022 (Audit & Risk Committee, 12/07/2022, Item No.7.1.5).

2.7 The Strategic Risk Register is updated, highlighting all new additions in red text
and striking through text that has become obsolete. The main areas of change are
in the risk treatment control timelines. There are no changes noted in the risk
ratings.

On 5 July 2022, the Executive Leadership Team held a workshop and commenced
review of the Strategic Risk Register. Further work will be undertaken to develop
an updated Strategic Risk Register through the first half of the 2022/23 reporting
period.

3. CONCLUSION/PROPOSAL

3.1 This report has provided a summary of the risk management and internal controls
activities undertaken for the 2021/2022 reporting period, since the last Audit and
Risk Committee meeting.
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7.14 Risk Management and Internal Controls Activities June 2022
Risk Management and Internal Controls Activities — July 2021 to June 2022 v1.5
Annual Plan - July 2021 to June 2022
Activity Type of Resourcing | Status: Rationale for piece of work Update on progress

Activity (Risk (Internal,

Management or | External,

Internal Co-sourced)

Controls)

1. External Audit | Internal Controls | External This piece of work is legislatively | External auditors have commenced
of financial mandated. Internal audit is the internal controls audit for the
internal heavily involved in facilitating the | year 2021/2022 and an update on
controls work. this will be provided by the external

auditor to the Audit and Risk
Committee in July 2022.

2. Completion of | Internal Controls | Internal In progress | The external auditor's The control self-assessment has
Control Self- expectations are that at least one | commenced in May 2022. An
Assessments control self-assessment will be update will be provided as part of
and Risk conducted annually and a risk the external auditor's Annual Audit
Assessments assessment should also be Plan to be presented to the Audit
through the conducted on financial internal and Risk Committee in July 2022.
Control Track controls.
system,
including
external audit
preparation

3. Cash Internal Controls | Internal Inprogress | This work needs to be completed | The petty cash and till float
Management annually as a part of the financial | reconciliations will be performed in

internal controls framework; it July 2022 for the 2021/2022 period
includes the end of year to substantiate the information to
reconciliations of petty cash and be contained within the Annual
till floats. Financial Statements.
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7.14 Risk Management and Internal Controls Activities June 2022
Risk Management and Internal Controls Activities — July 2021 to June 2022 v1.5
Annual Plan - July 2021 to June 2022
Activity Type of Resourcing | Status: Rationale for piece of work Update on progress

Activity (Risk (Internal,

Management or | External,

Internal Co-sourced)

Controls)

4. Reportonthe | Internal Controls | Internal The annual self-assessment Survey commenced in March 2022
findings of the reviews the performance of the and outcome reported to Audit &
Audit & Risk Audit & Risk Committee. Risk Committee and Council in
Committee April 2022.
self-
assessments

5. Review the Internal Controls | Internal ‘ The Fraud and Corruption The Fraud and Corruption Policy
Fraud and Prevention Strategy was reviewed | was adopted by Council in
Corruption and replaced with a Policy and a | February 2021 and the Fraud and
Prevention Framework. Corruption Prevention and
Strategy Management Framework was

approved by the Executive Group
in July 2021,

Note: The Framework requires
further review and updates to
reflect legislative changes to the
ICAC Act and Ombudsman Act.

6. Emergency Risk Internal _ Develop, implement and review The Emergency Management
Management Management the Emergency Management Policy and Emergency
Project Framework, including the Management Plan have been

development of tools, plans and endorsed.
instructional guides. The Incident Operations
Provide an integrated model of Framework has been drafted. The
emergency management for City | project has been substantially
of Salisbury, with assigned roles | completed from a design and
& responsibilities documentation point of view.
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Risk Management and Internal Controls Activities — July 2021 to June 2022 v1.5
Annual Plan - July 2021 to June 2022
Activity Type of Resourcing | Status: Rationale for piece of work Update on progress

Activity (Risk (Internal,

Management or | External,

Internal Co-sourced)

Controls)

7. Review of Risk External Following the BCP Test Business Impact Assessments
Business Management conducted in May-June 2018 it have been completed for all critical
Continuity has been determined that a and non-critical functions. BCP will
corporate comprehensive review of City of be finalised for all functions during
documentation Salisbury’s business continuity the 2022/23 financial year.

documentation should be
conducted.

8. Develop Risk Internal Completed | Contributes to the vision of having | The Enterprise Risk Management
documented Management an organisation wide, consistent, | (ERM) Framework was reviewed
risk usable risk management and endorsed by the Executive
management framework to encourage and Management. This is reported to
framework inform risk management. the Audit & Risk Committee in July

2022.

9. ERM Program | Risk Internal Inprogress | Following the development of an | The ERM Roadmap milestones are

Roadmap Management ERM Policy, it was decided that a | delivered and progressing, with
Road Map is developed to ensure | ERM Framework and Assurance
effective implementation is Map developed as key
monitored as per an agreed plan. | deliverables; see update below (in

item 10).

10. ERM Roadmap | Risk Internal _ CEO asked to prepare an overall | The Assurance Map has been
Deliverable — Management Assurance Map for the City of developed and is to be presented
Assurance Salisbury to determine where we | to the Audit & Risk Committee
Map are in terms of assurance. Audit & | meeting in July 2022.

Risk Committee has also asked
for a brief on this as was agreed
as an action item.
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7.14 Risk Management and Internal Controls Activities June 2022
Risk Management and Internal Controls Activities — July 2021 to June 2022 v1l.5
Annual Plan - July 2021 to June 2022
Activity Type of Resourcing | Status: Rationale for piece of work Update on progress
Activity (Risk (Internal,
Management or | External,
Internal Co-sourced)
Controls)
11. ERM Roadmap | Risk Internal As part of the ERM Program Risk workshops are to be held, and
Deliverable — Management Road Map deliverable. operational risk registers will be
Operational developed as part of the ERM
Risk Registers framework implementation process
for all Divisions in 2022/23.
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1 Introduction

The ERM Framework (Framework) is derived from the ERM Policy. This Framework is a
comprehensive operating manual or guideline document developed for the City of Salisbury (City
or COS), covering the key elements of risk management principles, risk management processes,
and how these apply to COS.

COS is committed to an integrated approach to risk management to assist in setting appropriate
strategies, achieving objectives and making informed decisions, in the best interests of our
community.

COS’s vision is for Salisbury to be a progressive, sustainable and connected community.

The risk management process is not an isolated function and should be applied to all activities,
and decision making at all levels. Effective identification, analysis, evaluation and treatment of
risks is critical to COS achieving its objectives and meeting stakeholder expectations. This
Framework acknowledges the positive aspects of risk and views the risk management process as
a way to exploit opportunities and drive new organisational innovation. The greatest risk to COS
achieving its vision is taking no risk at all.

2 Purpose

The purpose of ERM Framework is to outline the requirements and processes required for
supporting COS’s ERM Policy to create and protect value by improving performance, encouraging
innovation and supporting the achievement of strategic objectives. This will encompass
embedding a systematic risk management approach across the Council in relation to all activities,
functions, service delivery and decision-making.

This Framework:
a) Aligns with the objectives of COS's ERM Policy;
b) Establishes roles and responsibilities for managing risk;

c) Documents a standardised, formal and structured process for identification of risks,
assessment, evaluation, treatment and monitoring of identified risks;

d) Will assist COS in maximising its opportunities, whilst minimising negative impacts identified
during the risk management process;

e) Establishes the process for risks outside the defined risk appetite to be escalated to the
appropriate level and for additional treatment options to be implemented;

f) Sets out reporting protocols for relevant risk information to be provided to the Council, Audit &
Risk Committee, Executive Management and throughout the organisation;

g) Will support the development of a continuous improvement culture by integrating risk
management processes throughout the organisation.

h) Will lay out the standard ERM supporting tools that can be used by the relevant stakeholders
in effective risk management, including risk registers, risk rating tables, and bow tie analysis
templates.
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3 Risk Management Principles
The Australian standard for Risk Management Guidelines (AS 1SO 31000:2018) describes risk as:
“...the effect of uncertainty (either positive, negative or both) on objectives..."

The goal is not to eliminate all risks, but rather to manage risks involved in delivering COS'’s
functions and services and to create and protect value for stakeholders and community.

AS IS0 31000:2018 recommends the use of its eight principles (as in below table), when
establishing organisation’s risk management framework and processes.

Principles Explanations

1. Integrated Effective risk management is an integrated process covering all
organisational activities and processes.

2. Structured and A structured and comprehensive approach to risk management
comprehensive | contributes to efficiency, consistent and comparable results

3. Customised The risk management framework and processes need to be
customised and aligned to the internal and external context related to
COS'’s City Plan 2035 objectives and goals

4. Inclusive Appropriate and timely involvement of relevant stakeholders enable
their knowledge, views and perceptions to be considered, resulting in
improved awareness and informed risk management.

5. Dynamic Risks can emerge, change or disappear due to the ever-changing
dynamism of organisational internal and external environment. Risk
management needs to anticipate, detect, acknowledge and respond
COS'’s internal and external contexts in the risk management process,
in an appropriate and timely manner.

6. Best available The inputs to risk management are based on historical and current

information information, as well as on future expectations. Risk management need
to explicitly consider any limitations and uncertainties associated with
such information and expectations. Information should be timely, clear,
and available to relevant stakeholders.

7. Human and Human behaviour and culture significantly influence all aspects of risk
cultural factors management at each level and stage.

8. Continual Risk management is continually improved through learning and
improvement experience.

In addition to the above eight principles, it is important to focus on the value creation opportunities
often hidden in risks. COS's risk management framework aims to help create a better
understanding of the risks that the organisation takes to support the evaluation and management
of opportunities related to taking risks.
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4 ERM Approach
The below diagram illustrates Council's ERM approach:

Enterprise Risk Management Framework

Risk registers, reporting and other tools

Risk management is looked at strategically from the perspective of the entire organisation. An
ERM policy is established to ensure that the Council applies and embeds a systematic risk
management approach across the Council in relation to all activities, functions, service delivery
and decision-making.

The ERM Framework encompasses relevant process / procedures in the area of risk, controls
and assurance required for the whole of organisation’s risk management.

The ERM Framework ensures implementation of relevant risk registers, reporting and other tools
available to embed effective risk management culture within the organisation.

5 Framework for Management and Assurance of Controls and Risks

ERM is essentially about management and assurance of risks and controls covering the whole of
organisation.

The ERM Framework outlines how risk management will work as an integrated system covering
relevant policies & procedures, having effective internal controls, having an independent internal
audit & assurance function and effectively managing whole of organisation risk. Policies and
procedures detail the expectation on practice of controls and the desired level of risks, while
control self-assessment and internal audit function provides assurance on the effectiveness of
controls in place.

The ERM process revolves around protecting and enhancing values, and managing strategic and
business risks that may hinder from achieving the goals and objectives that are aligned to City
Plan 2035 critical actions and corporate indicators.

The Internal Controls and Controls Assurance processes are further explained below.

6 Internal Controls and Controls Management Procedure

The internationally recognised framework for Internal Control, the COSO Framework, defines
Internal Control as a process, effected by an entity’s board of directors, management and other
personnel, designed to provide reasonable assurance regarding the achievement of objectives
relating to operations, reporting and compliance.
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Effective control mechanisms at various levels of the organisation form an integral part of the
ERM design functionality to ensure that the control environment, risk assessment, control and
monitoring activities and ICT measures are built in within the operations, reporting and
compliance functions, across the whole organisation.

Internal controls are captured in various documentations including, Council policies, corporate
policies, procedures, guidelines, work instructions, systems and forms, data validation, business
rules and exception reports built in within software systems.

The Internal Controls Management procedure involves the process of identifying and
implementing internal controls, and timely review of internal controls as per better practice and
industry standards.

7 Control Assurance Procedure

Assurance is an essential part of the ERM Framework, which is the process that provides
confidence that business objectives will be achieved with a tolerable level of residual risk.
Checking the design and implementation of critical controls is an important component of
assurance.

The following diagrams provide an overview on the control assurance process:

Quality
Control

Risk management, control, and governance processes are effective if processes are operating in
a manner that provides reasonable assurance that the organisation’s objectives and goals will be
achieved.

Control assurance is required to ensure that controls designed are adequate, and the controls in
place are working effectively as intended.

Controls are considered effective when they have the following attributes, covering both the
design and implementation process of controls:

a) Documented (e.g. Policies, procedures, task lists, checklists)

b) Systems-oriented (e.g. integrated and/or automated)

c) Are preventative (e.g. system controls) or detective (e.g. to identify exceptions)
d) Consistent and regular (including during staff absence)

e) Performed by competent and trained individuals

f) Have clear responsibility and accountability

g) Create value (i.e. benefits outweigh costs)

h) Are achievable for the organisation (based on available resources)

i) Evidenced (i.e. documented or electronic audit trail)
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j) Confirmed independently

Controls assurance is the process by which management collectively provides accurate and
current information to the stakeholders about the efficiency and effectiveness of controls. Key
control assurance and quality control activities include:

1. Periodic self-assessment of key controls and key performance measures assessed and
reported by relevant functional managers. This includes a self-assessment on the Local
Government Better Practice Model — Internal Financial Controls for South Australian
Councils is undertaken on an annual basis, which gets audited by the External Auditor in
forming an audit opinion on the financial controls. Other self-assessments and checklists
are used as part of the operational functional processes, and as part of functional
performance reporting to the Executive Management Group on a regular basis as part of
the management reporting.

2. Independent internal audit and review of key risk areas, as per the Council approved 3-
year internal audit plan. Audits are reported to the Audit & Risk Committee on a quarterly
basis.

3. An organisation wide assurance map on key risk areas will support the ERM Framework,
and the assurance map will get reviewed and reported to the Audit & Risk Committee
every two years.

8 Risk Management Process

Having good risk management practices in place provides COS with assurance that measures
are in place to maximise the benefits and minimise the negative effect of uncertainties in pursuit
of its strategic objectives. Risk management involves both the management of potentially adverse
effects as well as the fulfiilment of potential opportunities. The risk management process is an
integral part of management and decision-making and will be integrated into the organisation’s
structure, operations and processes.

The dynamic and variable nature of human behaviour and culture should be considered
throughout the risk management process.

Although the risk management process is often presented as sequential, in practice it is iterative
as illustrated in the AS ISO 31000:2018 Risk management — guidelines:
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8.1 Communication and Consultation

Establishing ongoing communication and consultation with internal and external stakeholders
is critical to the success of the risk management process. Effective communication and
consultation throughout the process is essential to ensure that those responsible for
implementing risk management, and those with a vested interest, understand the basis on
which risk management decisions are made and why particular actions are required.

COS will engage with stakeholders throughout the risk management process to:
a) Correctly identify risks and understand context;

b) Gain a better understanding of the views and interests of stakeholders and how their
expectations may be managed;

c) Capitalise on the diversity of knowledge, opinions and experience to enhance
identification and management of risks and opportunities; and

d) Build a sense of inclusiveness and ownership amongst stakeholders.
8.2 Scope, context and criteria

8.2.1 Defining the scope

Because the risk management process is applied at different levels throughout the
organisation, it is important to define the scope and its alignment with the Council's
objectives. This should include consideration of:

a) Goals and objectives of risk management activities;

b) Proposed outcomes and timing;

¢) Responsibilities and accountabilities for the risk management process;
d) Risk management methodologies;

e) Processes, activities and projects and how they may interact with other processes,
activities and projects;

f) How effectiveness and/or value will be measured and monitored; and
g) Availability of resources to manage risk.

8.2.2 Defining the context
Defining the context is important because

a) Risk management takes place in the context of achieving objectives and undertaking
activities; and

b) Organisational factors can be a source of risk.

The context should reflect the specific environment of the activity to which the risk
management process is to be applied.

8.2.3 Defining risk criteria

Risk criteria are used to evaluate the significance of risk and are reflective of COS’s values,
objectives and resources and the views of its stakeholders. Risks are rated low, medium, high
and very high, depending on the likelihood of a risk event occurring and the consequences or
its impact of the event. These risk ratings and the criteria used to assess the impact of risks
are reflected in the risk matrix in Appendix D.

8.3 Risk Assessment

Risk assessment covers the process of identifying, analysing and evaluating risk for the
corresponding event, and demonstrates the position and exposure level of risk at the end of
this process.
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The bow-tie risk analysis model (as in below diagram) can be used to help simplify risk
assessment and support business understanding of risk and can be a useful tool used to
document the risk assessment process, and can be the basis from which the risk registers are
created / updated. The bow-tie risk assessment template (Appendix E) can be used by risk
assessors to perform risk assessment for each identified risk. Other common risk
management tools can be applied as well, pending the specific needs and context.

Following steps are undertaken for bow-tie risk assessment:

Identify the risk, and describe the risk.

For the identified risk, jot down all the reasons or factors that may trigger the risk / event, or

cause / the likelihood of the event occurring.

List down the consequences or the impact areas and all damages, or losses that may arise

in those areas if/when the event occurs.

List down all defence controls or barriers that can be established prior to the risk event

occurring, to prevent the risk event from occurring. These become part of the action plans

or controls to address the risk.

5. List down the mitigating controls or measures that can be undertaken to minimise or
mitigate the risk / hazard / crisis / loss, if'when the risk event occurs. These become part of
the risk treatment action plans or controls to address the risk.

6. For ongoing monitoring and review of the bow-tie analysis on respective risks, determine if

there are any new controls (both defence and mitigating controls) that may be necessary

and address any gaps between the existing controls and new controls.

> W b=

The Bow-tie analysis tool can be used across the following three stages of risk assessment,
namely risk identification, risk analysis, and risk evaluation.

8.3.1 Risk Identification

The aim of risk identification is to develop an inclusive list of reasonably foreseeable events
that may occur that - if they do - are likely to have an impact on achievement of objectives.

COS identifies, assesses and treats risk in the following three risk types:

Strategic Risks associated with high-level strategic objectives that are articulated in
City Plan 2035, Annual Business Plans and Strategic Asset Management
Plans. Strategic risks may affect the achievement of COS's corporate
objectives. They are key issues for the Council and Executive Management
Group and impact the whole organisation rather than a single department /
division or business unit. These risks can originate from within the
organisation or externally.

In other words, they may prevent the organisation from achieving its
strategic objectives or long-term goals.
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Operational Risks associated with departmental, divisional and/or teams related
functions and daily operations to deliver core services which don't impact
the whole organisation and don't directly implicate high level strategic
objectives.

Project Risks associated with project management that will affect milestones or
outcomes connected to delivering a specific project.

Risk identification naturally flows on from the context discussion and is a process of formally
documenting the effects of uncertainty on objectives. An effective approach is to engage as
many stakeholders as possible in a structured identification process.

The aim is to generate a list of risks based on those impacts or events. During the
identification process, there are a number of questions that need to be asked to capture the
information required:

a) What might happen/ what could go wrong?
b) Whatis the cause?
¢) How does this affect the objective?

After a risk is identified, it can be incorporated in the relevant Operational Risk Register at
Divisional or Team level.

Care must be taken to identify and define risks, rather than causes or consequences.
Opportunities can be framed in context of not realising the opportunities identified.

The Governance Division will maintain the strategic risk register in addition to its own
operational risk register, and all other divisions will maintain their own divisional operational
risk registers.

The Capital Delivery Framework (CDF) has been developed as part of an approach towards
continuous improvement in the project management space. The framework covers an
appropriate range of project management activities across the lifecycle of projects and
addresses project risk. Risk assessments are included as part of the CDF project
documentation.

8.3.2 Risk Analysis

Risk analysis involves developing an understanding of a risk. It provides an input to risk
evaluation and to decisions on whether risks need to be treated, and the most appropriate
and cost-effective risk treatment strategies and methods. The tables included in the
appendices B to D are COS's tools for expressing the consequence, likelihood and level of
risk rating.

8.3.2.1 Risk ratings

A “risk rating” can be determined by combining the estimates of effect (consequence rating)
and cause (likelihood rating). The risks are to be assessed against all consequence
categories; and the highest consequence rating will be used for that particular identified risk.
The following risk ratings are used:

a) Inherent risk rating, being the level of risk at time of risk assessment with no additional
controls in place;

b) Residual risk rating, being the level of risk once further and additional controls are added
to reduce the consequence and/or likelihood, (i.e. the forecast level of risk remaining after
risk treatment).

8.3.2.2 Risk appetite

Risk appetite can be explained as “how much risk does the organisation need to take on in
order to attain appropriate or sought-after return?”, or in other words, the total impact of the
risk the organisation is prepared to accept in the pursuit of achieving its sirategic objectives.
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Risk Appetite has two components to it:

¢ Risk tolerance: how much risk can the organisation choose to accept?
* Risk capacity: how much risk can the organisation afford to take?

The risk you can
AFFORD to take
(financial &
resources)

The risk you
PREFER to
take
The risk you
NEED to take

(strategic)

The ability to take on risk is determined by more than just a capacity to absorb losses. The
ability to manage risk is based on skills, experience, systems, controls and infrastructure.,
Understanding risk appetite will help the organisation in the efficient allocation of resources
across all identified risks and enable the pursuit of opportunities as boundaries can be defined
around opportunity seeking actions.

Risk appetite at the City of Salisbury is linked to the risk rating table (matrix) and aligned with
the Waterline Principle (refer below). Typically, governments have no high-risk appetite.

In general, the City of Salisbury will accept a moderate residual risk rating however significant
focus is to be put on the healthy and mature risk conversations through Executive Risk
Reporting, which underpins the organisation’s risk culture and enables better informed
decision making.

Above moderate residual risk ratings are only acceptable subject to fully informed decision
making, proper risk reporting and continuous monitoring of risk controls.

A zero-risk tolerance is present for:

* Deliberate breaches of compliance and safety
Fraud and corruption

+ Prolonged disruption to critical business functions (as identified through the Business
Continuity Plan and Service Register)

+ Decisions that have no considerations of material financial implications.

The Council Members, with support from the Executive Management Group can define
COS's risk appetite, taking into consideration the extent of risk in the context of the strategic
positioning of an initiative. COS’s risk appetite will be used in regular monitoring and review of
strategic risks.

Given that the risk appetite is very much situation dependent, and subjective to the applicable
control environment, COS prefers to establish a generalised model which gives the authority
to the management to apply discretion and take calculated risks and vary the level of risks
that it is willing to accept to achieve strategic goals.
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As a generic approach in decision making to set the organisational risk appetite, COS finds it
appropriate to use the Waterline Principle (refer Appendix F), which uses the analogy of a
boat at sea and the water level to inform risk escalation and risk appetite.

8.4 Risk Evaluation

Risk Evaluation is the process used to assist in making decisions, based on the outcomes of
risk analysis, about which risks need treatment and the priority for implementation of controls.
Decisions should take account of the wider context of the risk and include consideration of
the risks borne by other parties. There are also circumstances whereby, despite the risk level,
risks cannot be prevented or reduced and the focus will instead be on recovery and
resilience.

When a risk has been identified or reassessed, the following table provides guidance on the
action to be taken for each risk rating level:

Risk level Managing risk — priority rating

Add risk to Risk Register

Escalate risk issue immediately to CEO

CEO to:

* Refer risk to risk owner

« |dentify and develop treatment strategies for immediate action

* Monitor and review actions/strategies

+ Provide direction and information to relevant stakeholders

¢ Inform the next meeting of the Council or Audit & Risk Committee of the
risk issue, the actions taken to mitigate the risk and the outcome (or current
status)

» Consider cessation/suspension of the activity giving rise to the risk until
such time as CEO/Management Team authorises its continuation and/or
whilst other risk treatment strategies are being developed/implemented

For WHS related risks, the COS WHS Policy procedures apply.
High Add risk to Risk Register

Escalate risk issue to member of Executive Management Group or relevant
Divisional Manager.

Member of Executive Management Group or relevant Divisional to:

¢ Refer to relevant risk owner

« Identify and develop treatment strategies with appropriate timeframes

* Monitor and review actions/strategies to manage risk to an acceptable level
* Provide direction and information to relevant stakeholders

* Inform the Audit & Risk Committee or Executive Leadership, (as relevant)
of the risk issue, the actions taken to mitigate the risk and the outcome (or
current status)

For WHS related risks, the COS WHS Policy procedures apply.
Medium Add risk to Risk Register

Escalate risk to the relevant Divisional Manager to coordinate with relevant
work group to:

« Identify and develop treatment strategies with appropriate timeframes
« Monitor and review actions/strategies to manage risk to an acceptable level
For WHS related risks, the COS WHS Policy procedures apply.

Add to Risk Register
Undertake localised risk management & actions (if required)
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Risk level Managing risk — priority rating

Review within the department parameters and routine procedures.
For WHS related risks, the COS WHS Policy procedures apply.

8.5 Risk Treatment
Risk treatment can be conducted using a variety of methods.

Risk treatment involves selecting one or more options for modifying the likelihood and/or
consequence of risks, and implementing those options. Once implemented, treatments provide
or modify the controls. An action should be implemented to treat certain risks.

Justification for risk treatment is broader than solely economic considerations and should
consider all of COS'’s obligations, voluntary commitments and stakeholder expectations.
Appropriate risk treatment options should have regard to the organisation's objectives, risk
appetite, risk criteria and available resources.

8.5.1 Risk treatment priorities

Recognising that not all risks can, or should, be managed, COS has determined that it will
prioritise treatment of risks in the following order:

a) Strategic risks that exceed risk appetite
b) Strategic risks that exceed risk tolerance
c) Operational risks that are rated Very High or High
d) Operational risks that are rated either Medium or High that exceed risk appetite.
The CEO may make exceptions to this prioritisation where there is an immediate or
foreseeable risk to the health or safety of any person.

8.5.2 Risk treatment options

Risk treatment options are not necessarily mutually exclusive or appropriate in all
circumstances. Options for negative risks may include:

Remove an asset or discontinue an activity or service completely so as to

Eliminate
eliminate the risk altogether

Transfer Transfer risk to a third party, for example via contractual indemnity clauses or
via undertaking insurance

Mitigate Implement a type of treatment control to reduce or remove the risk. This may
include but is not limited to options such as substitution (swapping), isolation
(barricade), engineering (modify by design) or administration (policy/process)

Accept Risk can be accepted for a number of reasons including:
- no extra treatments being available;
- meets the stated target risk appetite for the type of risk;
- informed decision has been made about that risk;

- the cost of risk treatment significantly outweighs the potential risk exposure;
or

- the risk was never identified, resulting in an unknown risk acceptance
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For Opportunities (positive risks), options may include:

Exploit Implement strategies to capitalise on the likelihood of the opportunity
eventuating and ensure that the organisation is able to respond quickly to the
opportunities as they arise

Share Partnering with another organisation that is able to add skills or value not
currently available within COS

Enhance Influence the factors that will improve the likelihood of the opportunity arising

Accept Maintain status quo by informed decision

In selecting any risk treatment, consideration must be given to new risks that may arise from
implementing it and the processes outlined in this framework applied to those new risks.

8.5.3 Preparing and implementing risk treatment plans

Risk treatment plans specify how the risk treatment options will be implemented, so that
those involved understand what arrangements are in place and to allow progress against the
plan to be monitored. Risk treatment plans are documented within the relevant operational
risk registers and strategic risk register and project management plans and provide the
following information:

a) Rationale for selection of treatment options;

b) Responsibilities and accountability for approving and implementing the plan;
c) Proposed actions and timeframes;

d) Resourcing requirements;

e) Constraints and contingencies; and

f)  Required reporting and monitoring.

8.6 Monitoring and Review

8.6.1 Review of risks and controls

Monitoring and review involves regular checking or surveillance of the effectiveness and
efficiency of the risk management processes implemented.

A monitoring and review process will:

a) Ensure that implemented controls are effective and adequate;

b) Provide further information to improve risk assessment and treatment plans;

c) Allow for the identification of emerging risks;

d) Identify any new factors that may influence established strategies to mitigate risks.

It is essential to monitor all activities and processes in order to capture new or emerging risks
arising from the changing environment, (both internal and external) and the activities
undertaken by COS's employees.

8.6.2 Project risks

Due to the dynamic nature of most projects, a risk may change over the project lifecycle,
triggering the need for reassessment. The monitoring and scheduled review process allows
for both validation of risks to ensure that they remain relevant and adaptation of project plans
as necessary.

Any changes in risks throughout the project and following completion should be recorded and
used for future project planning. Over the life of the project, risks are anticipated to burn down
as context changes and risk controls are implemented.
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Project risk management allows for informed financial contingency planning.

8.6.3 Internal audit

The audit process plays an important role in evaluating the internal controls (and risk
management processes) currently employed by COS. Our internal audit program is 'risk
based’ and provides assurance that we are managing our risks appropriately. In developing
the Internal Audit Plan, consideration is given to the very high, high and medium risks
identified by the risk assessment process. Internal audits assess the adequacy of selected
controls identified.

The internal audit process will measure risk by:
a) Measuring compliance — has the organisation met its policy objectives
b) Measuring maturity — measuring against better practice and sector benchmarking

¢) Measuring value add - has the framework and risk culture added to the achievement of
COS's strategic objectives

Information is shared between the risk management and internal audit functions. Changes in
our risk profile are reflected in our Internal Audit Plan. Similarly, control issues identified
through internal audit will inform our Risk Management Framework. The internal audits are
conducted to provide assurance that key risks have been identified and the controls in place
are adequate and effective, as per the following table.

Rating Definition

Design adequacy

Adequate The control is designed in a manner that it can give reasonable assurance
that the risk will be mitigated. In other words, existing systems and
procedures cover known circumstances and provide reasonable assurance
for majority of risks.

Partially The control is designed in a way that will partially mitigate the risk and
adequate designed in a way to partially meet the design objectives.

Inadequate The design of the control is not sufficient enough to give reasonable
assurance that the risk will be mitigated. There may be no systems and
procedures in place, or existing systems and procedures are obsolete and
require review.

Operating effectiveness

Effective The control operates in a manner that is effective in terms of being
consistent, complete, reliable and timely.

Partially The control partially operates in a manner that is effective in terms of being

effective consistent, complete, reliable and timely.

Ineffective The control does not operate in a manner that is effective in terms of being

consistent, complete, reliable and timely.

It is to be noted that the overall combination of the results of design adequacy and operating
effectiveness will provide the overall rating of the control based on the table for overall rating.
This assists in identifying improvements to existing controls.

Effective . Partially effective Ineffective
Adequate _ Partially Effective | Ineffective
Partially adequate Partially Effective Partially Effective Ineffective
Inadequate ‘ Ineffective Ineffective Ineffective
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9 Risk Recording and Reporting
The risk management process and its outcomes are documented and reported, in order to:
a) Communicate risk management activities and outcomes;
b) Provide information for decision making;
c) Provide opportunities for continuous improvement;

d) Assist interaction with stakeholders, including those with responsibility and accountability
for risk management activities.

Records will be managed and retained in accordance with State Records General Disposal
Schedule for Local Government.

9.1 Risk Registers

Risk Registers are to be maintained by the relevant division as a live document, maintained
and kept updated at all times.

The risk register enables the organisation to document, manage, monitor and review strategic,
operational and project risk information in order to build a risk profile and provide direction on
how to improve risk management processes. The risk register can be used to monitor whether,
using the approach outlined in this framework, the risk management process is resulting in an
increasing trend towards potential for success and less risk with negative consequences.

9.1.1 Strategic Risk Register

Strategic level risks are identified and regularly reviewed by the Executive Management Group
and the Council and will be recorded in this risk register. Any risks identified at the strategic
level may be reflected in other corporate documents e.g. Strategic Plan, Annual Business
Plan, and Asset Management Plans and mitigated through actions detailed within these
documents. However, these should still be collated in the risk register for ease of monitoring
and review.

Recording and reporting of strategic level risks is the responsibility of the Manager
Governance and reported to the Council via Executive Management Group and Audit & Risk
Committee.

9.1.2 Operational Risk Registers

Operational risks will be recorded in operational risk registers, and be reviewed at least bi-
annually by Divisional Managers. Recording operational risks in the risk register and reporting
of implementation and effectiveness of controls is the responsibility of the relevant Divisional
Manager.

9.1.3 Project Risk Register

Project level risks may be identified by the project management team at any time prior to, and
during, the project management cycle. The Capital Delivery Framework includes template
project management plans and risk registers. Recording and reporting of project risks rest with
the project owner.

10 Training

Employees

The risk management policy and framework, together with supporting tools will be made
available to all staff through the intranet.

Risk management is an overarching skill that sits across all functions and, as such, COS
considers it to be a necessary competency that workers need in order to perform their day to
day activities effectively. Risk Management awareness training will be provided to relevant
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employees and will take into consideration their role and level of past risk management
experience and knowledge.

Council Members

Council members are key strategic decision makers and it is therefore imperative to
understand COS'’s Risk Management Policy and Framework and Council's role in informed
planning and decision making, based on sound risk management principles.

Audit & Risk Committee

Audit & Risk Committee members should, at a minimum, understand their roles and
responsibilities as outlined in the Local Government Act 1999 in relation to the oversight role of
risk management, including the monitoring and review of reports and outcomes from
management reviews and external audits.

11 Review of ERM Framework

This risk management framework and processes will be scheduled for review within 12 months
after election.

12 Roles and Responsibilities

COS and its Executive Management Group will demonstrate a clear commitment to managing
risks throughout the organisation by:

a) Developing and implementing a risk management policy, framework and supporting tools
and processes;

b) Allocating appropriate resources to implement, monitor and improve the effectiveness of
risk management;

c) Ensuring that staff and other relevant stakeholders have the appropriate skills and
knowledge to deal with risk;

d) Allocating and upholding accountability with respect to risk management and ensuring it
is understood; and

e) Ensuring compliance with legislative and contractual obligations and policy requirements.

The following roles and responsibilities ensure a transparent approach to managing risk

within COS:
Owner Roles and Responsibilities
Council « Set the organisation’s risk appetite and policy for managing risk;
« Consider strategic risks when setting objectives and making
decisions;

« Ensure the organisation has the structures and processes in place to
support decision making and management of risk;

+ Set an appropriate governance structure for risk and risk
management including Audit & Risk Committee and delegations;

+ Require the CEO to demonstrate that the framework for managing
risk is effective and appropriate; and

« Require the CEO to provide information to allow the Council to
understand the risks that may have material impacts on achievement
of the organisation’s objectives.

« Consider recommendations from the Audit & Risk Committee relating
to strategic risks or any other risk matter

Audit &Risk | « Review the Risk Management Framework;

Committee + Review Administration and Auditor reports to ascertain the adequacy
of controls that have been implemented; and

+ Monitor strategic risks on a regular basis.
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Chief « Promote a strong risk management culture by providing firm and

Executive visible commitment to risk management including ensuring

Officer (CEOQ) appropriate accountability for the management of risk;

Review and adopt the Risk Management Framework;

Develop and implement a framework that delivers a consistent
approach to risk management by allocating resources and assigning
authority, responsibility & accountability at appropriate levels within
the organisation;

Allocate and uphold accountability for managing risk

Ensure Executive Management Group have the necessary knowledge
and skills to effectively fulfil their risk management responsibilities;

« Regularly review strategic and operational risks and maintain an
understanding of the environment in which the organisation operates,
the risks it faces and the effectiveness of its controls;

« Ensure compliance with legislative and contractual obligations and
policy requirements;

« Provide reliable information about risks, controls and their
effectiveness to Council; and

« Escalate all strategic risks that exceed the organisation’s risk appetite
to the Audit & Risk Committee or Council, as required.

Executive « Oversight of the effective implementation of Enterprise Risk

Management Management Policy and Framework;

Group « Monitoring overall strategic levels of risk across the organisation;
Commitment to promotion of this Policy and the Framework whilst
monitoring Council's overall risk profile and controls;

« Reporting the status of Council's risk profile and mitigation strategies
to the Audit Committee;

« The implementation, management and evaluation of risk
management, in accordance with the Policy and Framework within
their areas of responsibility;

« Integrating risk management processes with other planning processes
and management activities, particularly the annual business planning
process;

« Identification of and remediation of operational risks;

« Undertaking the risk management program as per the requirements of
the Policy and Framework; and

« Ensuring that risk-based information is recorded in Council’s Risk
Register(s).

Relevant « Manager governance is responsible for updating and reporting on the

Divisional Strategic Risk Register.

Managers « Develop and maintain the relevant Operational Risk Registers and
Project Risk Registers and reporting timeframes as required.

« Provide guidance and assistance to Executive Management Group
and staff in relation to the application of this framework;

« Ensure relevant risk information is recorded in the Strategic Risk
Register and Operational Risk Registers and reported and escalated
to the Executive Management Group or cascaded to staff, as relevant;
and

* Maintain Framework to ensure its currency and relevance.

Central Risk Within the context of this Framework, the Team Leader Corporate

Management | Governance coordinates the Central Risk Management Function (which

Working includes the Internal Auditor & Risk Coordinator and other specialist staff

Group with assumed responsibility in the areas of Risk, Governance and WHS).

(includes

Internal Audit, | The Central Risk Management working group will:

Risk

Management
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& WHS) « Facilitate the central role in assisting Executive Management Group
and Divisional Managers in the implementation of Enterprise Risk
Management Policy and Framework;

« Ensure appropriate systems and processes are incorporated in the
design of the Council’s Enterprise Risk Management Framework;

« Develop and maintain the Council’s strategic risk register in
consultation with the Executive Management Group;

* Assist the divisional staff members in training and providing risk
workshops for the identification, assessment and evaluation of risks
and provide necessary support to embed risk management processes
into operational, management and strategic processes;

* Ensure regular risk management monitoring including the review of
operational risk registers and reporting to Executive Management
Group and Audit and Risk Committee;

+ Provide specialist advice to corporate risk owners in the management
of specific risks; and

« Monitoring the identification of known and emerging risks and
ensuring they are addressed within the enterprise risk management
framework.

« The Internal Auditor and Risk Coordinator will contribute to the
Central Risk Management Function in a consultative capacity that
does not contradict internal audit independence and appropriately
manage conflict of interest and segregation of duties in case of
performing internal audit of the Enterprise Risk Management Policy or
Framework.

+ Coordinate the compilation of risk reporting to the Audit & Risk
Committee.

Employees « Understand the risk management processes that apply to their area of
work;

« |dentify, evaluate, report and manage, (or escalate,) risks relating to
daily activities and projects; and

+ Completing and resolving the relevant risk mitigation actions in a
timely manner.

13 Implementation and Implications to Stakeholders

The ERM Framework will be supported by an implementation plan for the roll out of the
Framework process. This rollout plan will be developed by the Central Risk Management
Working Group, who will coordinate and facilitate the ERM implementation process.

The CEO, EMG and Council will provide necessary resource requirements and full support
and commitment to implement the ERM Framework and embed a risk management culture.

An initial risk workshop will be held with Executive Management Group and Divisional
Managers to go through the ERM framework processes, tools and templates, and
walkthrough the ERM process within which Divisional Managers will identify risks, treatment
plans etc, and develop / review the risk registers for their respective division.

Risk assessment, evaluation of risks on the respective risk registers and ensuring that the
risk registers are kept updated will be the responsibility of the relevant Divisional Managers.

The Central Risk Management Working Group will retrieve the relevant the risk registers and
compile reporting to the Audit & Risk Committee. Status update and reporting of divisional
risk registers will be the responsibility of the relevant Divisional Managers as required.

The strategic risk register, project and operational risk registers will become the live
documents that Council will keep updated and relied upon to record and report on risk
management.
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Appendix A: DEFINITIONS

Assurance

A process that provides a level of confidence that objectives will be
achieved within an acceptable level of risk

Consequence

Outcome of an event affecting objectives, where outcomes can be
certain or uncertain and can have positive or negative, direct or indirect
effects on objectives, can be expressed qualitatively or quantitatively,
that can escalate through cascading and cumulative effects.

Control

Measures which maintain and/or modify risk which may include
processes, policies, practices, or other conditions and/or actions planned
or undertaken.

Enterprise Risk
Management (ERM)

Coordinated activities to direct and control an organisation with regard to
risk. The process that is applied in strategy setting and decision making
throughout the organisation to identify, evaluate and manage potential
risks that are likely to impact on achievement of objectives, set risk
appetite and tolerance and manage risk within those parameters, and to
provide reasonable assurance regarding the achievement of the
organisation's objectives.

Event

Occurrence or a change of a particular set of circumstances.

Exposure / Rating

The risk exposure (also referred to as risk rating) is a qualitative value of
the sum of the consequence of an event multiplied by the likelihood of
that event occurring

External Context

External environment in which the organisation seeks to achieve its
objectives

Frequency

A measure of the rate of occurrence of an event expressed as the
number of occurrences of their event in a given time.

Internal Audit

An independent, objective assurance activity that uses a systematic,
disciplined approach to evaluate and improve the effectiveness of risk
management, control and governance processes.

Internal Context

Internal environment in which the organisation seeks to achieve its
objectives

Likelihood

Chance of something happening

Monitor

To check, supervise, observe critically or record the progress of an
activity, action or system on a regular basis in order to identify change.

Reasonable assurance

The concept that enterprise risk management, no matter how well
designed and operated, cannot guarantee that an entity's objectives will
be met. This is because of inherent limitations in all Risk Management
Frameworks.

Risk The effect of uncertainty on objectives

Risk Analysis The process to comprehend the nature of risk and to determine the level
of risk or the magnitude of a risk or combination of risks, expressed in
terms of the combination of consequences and their likelihood.

Risk Appetite Is the amount of risk an organisation is prepared to accept in pursuit of
its objectives

Risk Assessment An overall process of risk identification, risk analysis and risk evaluation

Page 89

City of Salisbury

Audit and Risk Committee Agenda - 12 July 2022




7.14 Enterprise Risk Management Framework

Issued:
ssued.
sdlsuy  ERM Framework Next Review: s0.11.2027

Risk Culture Risk culture refers to the behaviours that lead to how every person
thinks about and manages risks.

Risk Evaluation The process of comparing the results of risk analysis with risk criteria to
determine whether the risk and/or its magnitude is acceptable or
tolerable and assists in the decision about risk treatment.

Risk Identification The process of finding, recognising and describing risks, which involves
the identification of risk sources, events, their causes and their
potential consequences, Risk identification can involve historical data,
theoretical analysis, informed and expert opinions,
and stakeholder's needs.

Risk Management Coordinated activities to direct and control an organisation with regard to
risk.

Risk Management Set of components that provide the foundations and organisational

Framework arrangements for designing, implementing, monitoring, reviewing and
continually improving risk management throughout the organisation.

Risk Matrix The tool for ranking and displaying risks by defining ranges for
consequence and likelihood.

Risk Owner Staff member / action owner with the accountability and authority to
manage a risk

Risk Register Register of all identified risks, their consequences, likelihood, rating and

treatments.

Risk Tolerance Council's readiness to bear the risk after risk treatment in order to

achieve objectives, or the acceptable variation in outcomes related to
specific performance measures linked to objectives the organisation
seeks to achieve

Risk Treatment A process of selecting and implementing additional controls/measures to

further mitigate the risk. Risk treatment can involve:

« Avoiding the risk by deciding not to start or continue with activity

that gives rise to the risk;

Taking or increase risk in order to pursue an opportunity;

Removing the risk source;

Changing the likelihood by implementing additional controls;

Changing the consequences;

Transferring or sharing the risk with another party or parties

including contracts, insurance and risk financing; and

+ Retaining the risk by informed decision, including the
acceptance of residual risks and the level of risk depending on
risk criteria.

Stakeholder Person or organisation that can affect, be affected by, or perceive
themselves to be affected by, a decision or activity.
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APPENDIX B: LIKELIHOOD RATING CRITERIA
— Determine How Likely is the Event Occurring (for Step 1)

RATING SCORE DESCRIPTION
Rare The event may occur only in exceptional circumstances (i.e. extremely low probability, and will only occur in exceptional

3 circumstances - could occur once in a period greater than 20 years)

" Unlikely The event could occur at some stage (i.e. probability of occurrence at least once within a 10 to 20-year period)
Possible The event might occur at some time (i.e. probability of occurrence within 3 to 9 years)
Likely The event will probably occur at most times (i.e. probability of occurrence within 1 to 2 years)

" Almost Certain The event is expected to occur in most times (i.e. probability of occurrence at least once within 1 year)
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APPENDIX C: CONSEQUENCE RATING CRITERIA
excluding Project Risks) (for Step 2) — Determine the Impact of the Event When / If it Occurs

g AREA OF IMPACT / CONSEQUENCE FACTORS (aligned to LGA sector recommended factors)

> Environment / Political Reputation Finance Legal / ‘ Injury / Operational Service Interruption

§ | Community Regulatory  Management

€ Nil Nil 'Lessthan  None Nil Minor interruption to service

i $20,000 provision capability, e.g. less

% than 4 hours.

2

7]

£
Minor short-term Minor media $20,000 - Minor legal, = e Unexpected/unplanned Limited disruption to service

° environment, interest $100,000 regulatory or absence of a staff member.  provision requiring altered

2 conservation, political or internal « Potential for minor injury. operational arrangements for

= community issue. icy failure. ' a short period, e.g. up to 1 da

= d | | | policy . » First aid treatment required. - - : ‘
Environment, Moderate media | $100,000 -  Limited legal, e Unexpected/unplanned Some disruption to service

g conservation, political or | interest $500,000 regulatory or absence of a key staff provision capability requiring

> community incident internal member. altered operational

3 requiring_City policy failure. | | madical treatment required. arrangements, e.g. between 1

= intervention. day and 1 week.
Medium-term issue with = High media $500,000 - | Major legal, « Unexpected/unplanned Significant impairment of
major environment, interest $1 million regulatory or absence of several key staff = service provision (capability or
conservation, political or internal members from a single area. = period), e.g. between 1 week

- community impact. policy failure. = | Significant injury to staff and 1 month.

S disabling them/dangerous

= near miss.

o Long-term issue with Public censure or | More than  Critical legal, =« Unexpected/unplanned Total loss of service provision

&= major environment, government $1 million regulatory or absence of a significant capability for extended period,

g' conservation, political or | inquiry internal number of staff, e.g. duringa = €.g. more than 1 month.

% community impact. policy failure. pandemic.

% « Death / critical injury to staff.

(3]

Page 92
Audit and Risk Committee Agenda - 12 July 2022

City of Salisbury



7.1.4 Enterprise Risk Management Framework
salisbury ERM Framework Next Review: 30.03.2024
Consequence Table for Project Risks
Rank | Score Cost Schedule Performance Reputation Safety
— 1 Would cause the delivered capability to be e,
E < 2.5% of total < 2.5% of total | functionally fit for all desired missions or tasks, but Little community g’n&;wjuﬁ::f :izt
b= Pr 0‘. o c‘; Budaet Project there may be some qualification to the level to which | interest, low profile, no tre:‘alme% t Of Near
Ry ) g Schedule it would perform non-critical elements of the mission media items mios !
Z or task. Few such qualifications would exist.
2 Would cause the delivered capability to be
functionally fit for all desired missions or tasks, but ) . .
" 0
2.5-10% of total 2.5-10 /°.°f there would be some qualification to the level to Low !mpgct, some MII"IOI" Medical .
. total Project o o passing interest, low attention. Negligible
s Project Budget Schedule which it would perform non-critical elements of the media profile imbact on morals
c mission or task. Several such gualifications would P P
= exist.
3 Would cause the delivered capability to be partly
functionally fit for purpose (i.e. degraded ability to . . .
10-14% 10-14% of perform all desired missions or tasks; however, there Moderate '“‘p?"'.- Medl_cal attention
© -14% of total total Project are known workarounds). There would be some moderate public interest, | required. Short Term
© Project Budget Sch ) A ’ L public embarrassment, effect on morale and
5 chedule qualification to the level to which it would perform moderate media profile roiect outcome
B (e.g. due to issues of relationships, concurrency, P proj '
= etc.). Several such qualifications would exist.
4 Would cause the delivered capability to be only partly .SUSta'"ed‘ public . Sgnous Long-Term
15-19% of functionally fit f ie d ded ability interest, high negative Injury. Temporary
15-19% oftotal | (ITEEL | oo some core missions or sesental sk or | Medi@ profie. disablement.
& Project Budget Schedule unable to perform non-core missions or tasks, and PremlerlCapmet publicly | Significant |r'npz_acl on
‘T involved, third party morale and project
there are no known workarounds). N
= action outcome.
-_g 5 Widespread public
E— >20% of total >20% of total | Would cause the delivered capability to be agitation, Government Death. Long term
= Pro'euct Budget Project functionally unfit for its intended purpose (i.e. unable | censure, high multiple effect on morale and
8 ) 9 Schedule to perform core missions or essential tasks). impacts, widespread project outcome.
S negative media profile
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APPENDIX D: RISK MATRIX
RISK RATING / EVALUATION STEPS

(derived from Step 3 & 4)
Step 1: give a score between 1 and 5, on
Almost the likelihood of event occurring

Certain
Step 2: give a score between 1 and 5, on

Likely the impact of the event if it occurred
Step 3: Multiply the two scores in Step 1

e
§ Possible and 2 above to generate risk score
'§ Step 4: Apply the score from step 3 to the
£ | Unlikely rat@ng table below to determine risk level
= rating
X
= Rare m RISK RATING SCALE SUMMARY
' Risk Profile » Risk Score
Insignificant | Minor Moderate Major Catastrophic Ranges
Consequence Score Anes
‘ 12to 16
RESIDUAL RISK LEVEL CONTEXT, REPORTING FREQUENCY AND ACTION REQUIRED Medium Risk 51':’ '4°
104
Risk Profile Context Risk Types Report to Frequency of Action Plan
Reporting Required
Acceptable / Strategic / CEO / Executive Management Group / Audit | Quarterly / Periodically Yes
Unacceptable  Operational' / Project’ | & Risk Committee / Council | (as required) ,
Acceptable / Strategic / CEO / Executive Management Group / Audit | Quarterly / Periodically Yes
s Unacceptable ~ Operational / Project? | & Risk Committee | (as required)
Medium Risk Acceptable / Strategic / CEO / Executive Management Group / Audit Periodically (as Maybe
Unacceptable ~ Operational / Project? | & Risk Committee ;_ required)
Acceptable Strategic / Operational | Executive Management Group Periodically (as No
/ Project required)

1 For Operational Risks, only high / very high risks will be reported to Council via A&RC and EMG, and all risks will be reported to CEO/EMG.
2 For Project Risks, only very high risks for selective projects will be reported to Council via A&RC and EMG, and all risks will be reported to CEO/EMG.
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APPENDIX E: BOW-TIE RISK ASSESSMENT TEMPLATE

CAUSES PREVENTIVE RISK REACTIVE CONSEQUENCES
CONTROLS . CONTROL
Step 2: (List all Step 4: (List Step 1: (Identify Step 5: (List Step 3: (List down
the reasons or down all a potential risk down what the impact areas
factors that may defensive event, and write controls or and all damages,
trigger the risk / controls or a description of =~ measures can be = or losses that may
event, or cause | barriers that can risk.) undertaken to arise in those
the likelihood of | be established minimise or areas if/when the
the event prior to event mitigate the risk / event occurs.)
occurring.) occurring, to hazard / crisis /
prevent the event loss.)

from occurring.)
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APPENDIX F: WATERLINE PRINCIPLE

Gore-Tex articulated the concept for decision-making and risk-taking called the “waterline” principle.
The concept is explained through a metaphor of the corporation being a water vessel, whilst decisions
or events are articulated as causing damage (blowing holes) to the side of the ship. Damage above
the waterline (where the ship won't take on water and possibly sink) can be attended to with
maintenance and repairs. This is where you can patch the damage, learn from the experience, and
continue to travel to your destination (deliver your strategic objectives). On the contrary, any damage
below the waterline will likely result in the ship sinking, and the corporation not being able to deliver
on its strategic objectives. Decisions which result in damage below the waterline are escalated to the
Executive Team (these are referred to as strategic risks).

Above the waterline risks are operational risks. They can be managed at an operational level.

The biggest risk of all is taking no risk at all. Calculated risks provide opportunities for the corporation
to grow; however, at the same time being conscious to avoid taking risks that could blow holes below
the waterline. The waterline principle helps to articulate where Council's risk appetite sits. The
principle encourages informed decision making. When expressed through the corporation’s risk
appetite, it is intended to not stop initiatives or innovation. It rather serves as an opportunity to be fully
informed on the potential risks and balance these against the opportunities and the delivery of the
strategic objectives and the strategic plan of Council. Appropriate risk mitigation needs to be in place
and full executive oversight is attained through Executive, Audit and Risk Committee and Council
reporting. The Risk Rating table represents the waterline principle in green, demonstrating where
Council's risk appetite lies.

It's important to note that some operational risks may develop into strategic risks. It's critical to identify
these emerging risks in a timely manner. They need to be monitored closely.
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The detimental effect on Councll assets and 'E = Fadure |o comsider evvironmeental comsequences when planning and + Beviewed and maintamed City Plan/Stategic Mans/Business Mans, 4 e oy
infrastructure taused by environmental factors, designing infrastracture + Bushiive Management Plan, 4 50 December 2022
intluding cimate change, is not adeguately E - Insufficent modelling of weather events wsed within Asset Managermsent . 58 7 capital program, 4
adhiliessed thiough Councl planmng. The =  |Plannng - R d and Asset Manag it Policy and PMans, 4
z detrimental effect on Council ausets and E - Inadequate infrastnechare within the Oty to manage stormwaber and sea . d and d Growth y Flan, 5 *
irilrastiucbuie caused by sodial laclors, such s level rises due 16 sbarm events - Aisel Management Comimiliee ™ S
i g‘ g charges in demographics, is not adeguately g = Inadequate understanding of and planning lor the mmpact of dimate % g » implemmentstion of Youth Strategy and inberoulioal Plan, 4 I i g .i
B % [wddressed through Councd planmeng, % |thange on City infrastructure and assets - Aaset Managemend inlrastiocuie sudits, 5 'g c =
e E |+ Faibure to manitor and lorecast demographic chasges in the City and  Aulaptineg Morthern Adelside Plan, 4 = £
= |wmpact: Finandial cost of dealing with the g adiust okiectives and plars actordingly - Beviewsd and d Emergency Manag t Pan, 3 E
consequentes of fguent freak weather relsted z = City Man betomes obsolete or fails to anticipate the financial impact of + Participation in fone Emengency Management (ommittes - Northarn Area, 5
events, lang term impact on mivastructure, its demographic changes - Complance with grant funding applications process and reviews, 5
rnaivlenance and ieplacement, organsational plans = Faslbure o maantain a social infrastnechare plan for the existing and hature - Complisnce with Home Care Common Standaids - Operating Manual, 5
and siialegies e no longer valued of desired by assEls - B d and tamved L g Strateqy. Wellbeing Strategy & Intracultural Strategy, 4
the community, Lailuie b adapt to a changing = Coastal mundation and impact on bodiversity + Sarial Irastischel e Assessment Framework, 3
external enviranment resulfing in some services - Faduie 1o update Assel Management Plans - Planning conbiols, 4
becoming irelevant and others insulficient, E - Sarateget Land Reveew, 5
E -lhud?mnqﬂudpuntﬂr-ﬂ(murdumnmmunuwm
indo thie development plan process, 4
= Insublicsent of reduction in geand fundang
= Insdequate revenue and a lailure to maximese revenue From ol sosoes
= Unplanned spending
ity of Salisbury finamdal sustainability i E - Inadequate walation of assets or inaccurale depreciation
compromised by intenal decisions and |/ or « Inadequate planning for mfrastructure repairs or upgrades + Long term financial pl g, by ging g and reviewing, 5
external events. E - Introdudtion of dralt legslation regarding rate capping + Manadging monidonng and revievaing of Asset Management Mans, 4
— | | 5 :Fla-d, misconduct or makadmintsiabion :WWWEM,S 1. Implementation of 1. Various - On
o maanlain service standards and et E Chamges to legiskationy obligations imposed by aiher bevels of government Arnual Plan and Annual Repolt revieveed by Audd Commitiee, § & fdings from the 1. Manager track, mondored
in assets and infrasiruciure at a resul of increased s = Polenlial mew revenue sireams opporiunites are nob fully l\‘relllgabed v dhor Prodential Revsews, 5 St e ¢ it nfrastucture | separately wnder
b |peessure on Cob cperating surplus due 10 facters ] - Chamges lo iobes and responsibilities assigned 1o ity of Salisbary by - Regular reviews of rading system laimess and equity, 4 ot pemes Management the Audit Lag
such as rate capping and cost shifting. Risk of Cos lederal ar stali government * Appiogiiate execution of the Grant Management apphication Process, 3 (subject ol an and Managed Action Register
S [failing to appraprately manage cost and efficency, E = Shail berm revenue is maximised al the expense of longer Letm revense internal awdit i November 2003) i’ n tion of the Fiopaity &
= Cods falls to identify opportunities for altemative B | Poody siructured debt funding - + Rview of Financial information by the Budget & Finante (ommittee, 4 = WH::“““"L! Husldings 1 MfA - Al pot
5 z sources of revenise. insufficent budgeting for the E = Poot Imvestmient decision making E ] + Diversidication of moome (e.g. Waber Business Unit, Strategic Property Development and i‘ i ; i ::M*mrnl audit undertaken yel.
E completion o the stiategic plan. E— = Unknown consequences of new infrastiuchme prowisson from other levels = Bailding Rules Cemifagation Unit, NAWMA, Salisbury Memaoiial Paik), 4 i m:ﬁ“ for ber
E al government of pelvate sectal mvestment - (omplance with Budget Poloes and Procedures, 5 e
dmiets: Council ultemately becomes linsncially E = Falbuite | enCourage investment o the City » Busness Case Modelleng, 4 2022) 2 TED Completed with the
undustasnable, Gty revenoe has to be rised E - Increased expectations of the community i relalion to the demand for 3. Implementation of the imglerrentation of
u;nr!:ilnﬂlr hl:ﬂh mhul: 1rl::|iml| rr;ﬂr::ai:slmu * i:ﬂ hnrmhol' i:::: and standards delivered by Cos Prmen mant :, GM ity niew Cagital
rises), revenue fiom the sale of assets nol - Coundil ultima ormes linancislly unsustinable g Infrastnucture Delrvery
irvested lor the longer term benedit of the 'E = City revenue has 1o be faised incieasangly through mone traditional + Propect Management Methodalogy, 3 liethodclogy Framework
&
H
g

commaunity, fnancal st assogiated with talling
rabes ievernie of indreasing bad o doubdhul debis

imethads {rabe rses)

= Revenss from the sale of avsets (land) is not invested for the longer term
benedit of the comamunity

= Finangial cosl associated with lalling rales revenue of mcreasing bad or
doubitful debis

- Grant Management application precess
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Stepl: Risk Identification sk Step 3: Risk Response & Treatment - Mitigation Controls _E ‘I _‘ll Step & Risk Maonitor & Control (blank i none required)
Inherent Risk Caontrols Rezidual Risk Link to
sk |! g Further ireatmont Treatmeant Targst Managamant corractive
|3 ;E e Rl Iig! 5!5111 gi :::;ml“nl Owner  |CompletionData|  Actions actions Eomments
£ LHE S Cles mghrar
1. 30-june-2024 -
D to change in
Inelfective governance resubls in the provision Executive Members
af services which do net meet community » Gompliance with Busdget Process, 5 deadline revised lo
expectations, _— . - Review of Annual Plan and Anmual Repon by Aedil Committee, 5 e s
P e i i T ey e e
Inadecuate decsion ing. Faihwe 1o mlegrate 2 —— ™ s boemeen e Fr
gavemance to enabile the meeling of stiategic h:m Ir::l?:;l::ﬂw vonduit Post Imp Heviews and + Manthly Strateqe Executive Group meedings, 4 1. Reseancing Plan Majos 2. Various - on track
objectives. S ——— jonal perloemance against stakehold + hligy ufh-wmd Bid doc ation 1o the City Pan, 4 Froject (2 Year) 1. General ,tolc;edd
. gansat . + Stratege Planning and Accountability, 4 Managers separately under
g impacts: Diganisabional performance is noi g f;ﬁ:zﬁ";;:'m’::;‘&f:f;‘“::xm;”1“ b pliance with Cx y Engag f k. 4 2 Timely Completicn of udit Log Action
2 |sdequately measured and therelore cannal be z aloramant of Srategic plait Progect Management Methodology, 3 rebevant agreed stiioni Hegisler
- & |managed, arganisational plans snd strategies ae N l'rlm e m' corporate parh  indicators in place + Conduct of be-amnual customer sabisiacton survey, 4 w | - & |ansing out of intermal audits| 2 various
A E‘ 'g rial ackeeved, aiganisational rescunces se not used E » Inconcisient aporting aad data collection of corporaie parl . E = - Busaness case development lor aged care schemes, 4 E i; E 1-Faley 3024
E 2 |effectively, caganisatianal plans and strategies ae E indicaiors = » Regulas performande of CED Review via (ED Review Commitbee, 4 'E E B |2 implementation of the 1. GM City completed with the
£ |not valued ar desived by the community, 5 |- Processes and systems fail 1o addvess customer needs + howeinance Framework and Slalement, 3 E  |Project Managemient Infrastracture | implementation of
= |mganisational plans and strategies ae not i te capability and capacay (e.g. worklorce plans, b and + Delvery ol 1T support thicugh BSS division, 4 Methedology new Capétal
= |delivered in a way that is consistent with the E development, © B, m.? iy + Begularly reviewed and communicaled Delegations Register, 5 Delivery
oiganisational waluses, lack of oustomes ¢ . Faibure 1o y with L“T A 4 'l - the City Plan A, Manaiger Framaswark
community engagement, lack of employee e Y is neithes moniiored or menaged Reqular Strateqic Propect Reporting, 4 4, Review the Governanoe GOvernane
engagement and commament to City objeclives, » Islfichent pricrisslion of probects Hed FEMMWCE SCOD Framewaik and Slatement
poor customes service, coundil lacks a coherent  Projicts appeoved ane not consistent seith the steategic direction of {03 » Perlormance of Conbract Managemen, 4 4 ey e
diecticn, taihie 1o meel legilative sbligations, not  Wnfiastructune Maintenance Adtlies, 5 [RETREEET.
mesling community needs, eputationsl damage, tuif-ond-
poar arganisational perfermance. negative impact v LG Perloimance Excellende Program bemchmarkang aclivity, 4 P
an statf health and wiellbeing. dhenhefreved-to-|
-
Completed
immature and inadequate work health safety
poliches and procedures result in an unsafe
working environment
+ WHS brainang and e-leaming (mandatonly required for all employess on commencement
Eoshaliandvohmters frernie thnessae of employment and thereabier routinely), 5
ey Failure 10 meet WHS obligations which sesult » Perlormance of Licensing quabifications checks, 5
i an unsale workplsce, Cof iedognises 1hat this - Trasning in WHS Procedures, 3
risk i included an the Strategic Rek Register due 1o 'lﬂﬂlﬂmlﬂ Bursiness Flan, 5
tha: serinusness with which Cof takes Wz - Perlormande WHS Reviews, 4
ahligatiens in relation to Waork Health and Satety + Prinstipal WHS (omenitiee, 5
" E = Inadequate control in place 1o prevent incidents soomining = ity Inleastnectune WHS Commiltes, 5 1. Tradoin be ded
dmacts: AN employee, contiactod, wohanteer o E = Insubfichent reporting of incidents snd mear misses + J5A, work instructions and plant ik assessments, 4 - m\?sl;m:::s o
- elected member is injured oo dies as a result of & = hale work practices nol documented or communicaled bo employers £ + $4afl traaning on and compliance with Code of Conduct, 4 -] 1. Ongaang
7 I+ pieentable incident or accident; potential financial S |- madequate induction, training and supsenassan g + (omphante with Harard and incsdent reporting and investigation procedares, 4 % £ z N L e | Manages People
B consequences for the City of an incident alfecting a E - Inadequate harard management system - Members of the Local Gov | Workers ¢ ation Scheme, anawal g _‘E e U B culbae o g
- ; rernber ol slall g; redical i atian 2 |- Organisational safety attitede does not recognise the importance of a eateinal audits, § = | coml d: Replaced with Completed
expenses, njury compensation claim, legal E lollowing WHS policies and procedures - Work Health Salety iepresentative Leam, 5 005 Salety Survey
expinses, lines; regulalory censue including a E » Swppor lrom LG Sethod folfver councily/privabe Sechol of ganisations with
SadueWork 54 Prohibition Nofice, Impravement dewelapment fimplementation of 'WHS policies/fprocedes (Including benchmarking
Motice o prosecullionyconviction; legal 1! partmers), 5
consequentes for sensor management should + {onlractual 1 with external providers 1o assnl compliance with WHS
paolities and procedimes be determined as obligations, 4
inadequate by Saleiork SA; organisational (hsaaterly Exevutrie Heport haghligh rends, out daniy ations and begh risk rating
repulation s damaged thisugh the lailwe 1o ingidents of hazards, 4
piesent an accident of injury oocuning at work; + Embeddang of aiganisabonal vakees, 3
acheemmi |osing sell-insuned statas amd resultant lack
al linantial Lustainability.
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2: Risk Step 4: Control
it e Sh0p 32 Flek Masponss & Trestment - Mitigasion Controe Evaluation s o o G e o i
Inherent Risk Caontrols Rezidual Risk Link to
Further treatmaent
sk |! ; Treatmeant Targst Managamant corractive
|3 i e Rl H 5! N 5 Elli Ei g e oo ecantablay | Owner | Completion Date|  Actions actions B
& HHE S °le= mghrar
1, Fshery- 2024
1. Delivery of relevant S
aspects of the Smart Io-Aprierd
- Faibure 1o adequately involve 1T when developing plas, strategies and salisbury gavemmance 30 June 2022 1. Sman Salisbury is being
Lack of allgnment and integrity of IT systems piajects suture {in progress) rebedged st Digitad Strategy
wnd data to support service delivery - Faibure 1o consider all oplions when imgieving a system of process ) wolemeniation ol € m:;ﬂ“r”;ﬂ“é";m“a“;
= Dnganisational chamge is net conducled in a stnsctured and manfer - _'*E yher 2 peeeer | 2 h:,.g r:l'am ”‘::;d
infarmatsan management systems are not - Fahuie |o suppoi the skill sel of individuals iesponsible lor the delivery ol - 1T Goweinanie Framework, ity Frogrien "n;m‘: - eI and socialised with SLT on J0th
irteqgrated sesulting in meHective business business systems + Programmed testing of syviems for secunty and relubity, 4 1. Bev t mnd 1 slnmw“'m [.:;;r;?::,:‘ . June 2022,
T |mocesses. Ineffectere data management resulls in = Lack of business engagement and clasity of moles Penetration besting, 4 - ""'l'm"'l_m'1 e rah L imelines)
poar reporting and dedsion making due to = External pressure for changes bo sypstems + (ompliance with information Secwity Policses amd Procedures, 4 m' 1 Salisbary x |5 e han 3 3. Framawark will be drafied
insutficient data callection and storage. Ineflective w | Lack of plans and procedures to inform response strategies when a + Comlmuous Improvemsent F kA X :hr ol 'm' ger Moy 208 and raviewed with ihe Digsal
E | secuity leaves the siganisation vulnerable 1o £ |oybersecunity mcident occurs + Documented and tested IT Disaster Recovery Plan, 3 N ::hchq Dught ernance Hfeboi Sirategy work by Enabing
@ |evber attacks, Failure 1o keep pace with cybes B |- yber attack (Unauthorised acuess/network intnasion, denial of service, Do d and tested B Continesty Plans, 4 5 4 ategy B iﬂ' v ziuuiuz Tachnolagy Lead. The Business,
g- i charges. & [vuinerabiiity expioitation, ., sotial engineering, hackong, phishing e  incident Management Team sdentilied and (rained, 4 - B - Manager i Transformation Stesrirg
B z E raomware) i‘ ] . Bulichng security and access coniols, 4 k] g B |4 implementation of IT Busingess {In pregress) mﬁm:ﬂmgﬁ:n el Monlwm
""' = Wl Organisslionad plans and shiatbegies ane not E = Busimsisis Continuity [ Detaster Recovery Plams nol lested of properly v Ui Biceis Syslem oonbiok, 4 i = i readmap s;::::: A mr:mw:rﬁ;-&lllmr:'
x achivaed dus 1o a lack of IT suppost or docamented - Patch manasgement and sol twaie masnlenance procedures, 4 s comscil sopamnl of Prasd - e 2024 Transformation indiatvas will
E infrastnucture; organisational dissupdion; financial E = Mobile dewste managemsent with the polentisl fof & lost of Woken device + Performande of (yber Security Risk Avtessments, 4 &': ‘:ﬁm i ! 5 |zasr- M 03 report through to Innavatan and
£ |loss; data theft; data fraud; breach of legislation; being used to access Council systems + usdil bogs lor acoess bo sysberms, 4 “ID"W' LFr " mk ’ P et i Do ] Business Developmaent
£ |tailure to adapt 10 2 changing extemnal = Lack of auditing and logging fanctions to caplwe events + Doqumented and embsedded Fraud & Comuption Prevention & Management Policy and nagement Framev o W:::::!& N piogress Commities svary quarter,
enviranment; irelficient and inelfeciive we of - Lack of monitoring of cybersecunty threats to organisational assets Framewek, 1 . i
aiganisational resourees; poor service delivery; - Lack of communicatiantraining for all staff regarding mfomatian secwity - Documented and implimented Cyber Secunty Program, 3 :r Tr;:lg:md o salutans " :"M—i:l: 848 qug Comuption and
reputational dsmage; casts of litigation and -« Infoemation to faciliiate action duing a cybersecurity incident is not al mm“ﬁ'“" omplet P’“‘:“';ﬂﬂ:’;'::““ bo be
restonation of servides. nmmlt » Management policy and 5. 30-September changes o the IGAC dd and
satall fra amewoik FreTy Crnudsman Act priar b
W0 par 2022 awareness fraining.
7. Exetutive Group approval 1
of Disaster Recovery Plan 31 Jan 022
[Completed)
Chmate harge gy imacs on Iy o s iy I B e e ey oA
:H Fallure to adapt to dimate -lrkdmlﬂ-arwmm rm-nm-rwwnmla -
cammmity. = Fadlure |o keep pace with dimate change + Cureenl amd mainkained 11 Disaiber Recovery Pl (inchuding bevting regime), 4
change. - Busiess plans fail 1o adequately address evolving smpacts of dhmate - Cursenl amd i dl [mseigeeniy Manags Pan, d
thange + Farlicipalion in fons Emergency Managemen! Comemitiees - Norhem Area, 5
Manilestations of climate change include Righes \ Lack of plans and procedures 1o infoem 1 st chmate - Salisbiury Water Business Unil - Recyched Waler itk Pl inchock
temperatuies, altered rainlall paiterns, and mone K selxiad avant ocours ? de testing befase wates injectisn ave 4 Hrjune it
Irequent of ntense extreme events such as A ": w“m! ion bo Facliitale action i irsulficient or not avadabl : Rapid Reponse: Team and Call Ol Officess. Buough City inhairciune (Council stalf) in place 1o
reatwaves. drought and siorms. = Lack of commumication and/ce traiming for rebevant stafl mianage events that may bead 1o contaminaticn of recycled waler systom (14/7 sopport :m:ﬁm - Aess e
i - Impact of climate change on weather pattems (.9, more heatwaves, inchading alter hours), 4 B
wmpacts: inereased demands for services, service decreased precktation, increased severity of drought, mase intense rain - imgbementation of the Waler Course Managermsenl Plan e buding he ienewal of We tind, and sustainability strategqy Apsient
delivery o community s compromitsed, reduced and stoims, inreased mean sea bevel) desilting)/removal of pollutants in watorways a5 requined, 4 By s
ability to ralse income, financial cost of dealing g - Inadequate moniloring plans and testing of recyded water systems - Buikding Conirol and inspeciions, 4 1. Climate (hange Jme-2024
5- wilh the consequences of frequent freak wealber . Wealher events :mlr:qm 10,8 recycled water sysiem m:;nalm .E - Evacualion procedures and bedling, 4 E |Govemance and Physical (1. - 3.) GM Ciry 12 2 Feb 2033
= a related events, ang term mpact on miiastiagune, E and b g + Eanly i syslem of bt shts baved on Buead of Meteoiolegy data amplemsied by H i Risk Assessment Dewvedopment .
a g its mairitenance and replacement, failure to adapl ﬂuﬁ of aaset — E’ = DIEWHE, 5 g = -I“jul foivet
& g 10 & changing extemal environment resulting in -5 L . m:“" of .mdl '.Pu"m“"l "’h P e g + Reguan monionng of 1k sites. e land 1l sites, dams, § 3. Implementation of 4, Manages July
2 |some services becoming inelevant o nsufficient, = ’ 0 " pacting 5 e Heal respanrse process. (for residents), 4 Adaptation Plan - Adapting | Governance
=

ciganizational plans and siralegies me not
achivwed or defesered in aoway that is consistent
wilh our values, nat mieting community needs,
reputational damage,

increased incidence of death and serious iliness,
especially the eldery.

Decreased water quality, impatts on rvers and
wethands ecesysiems.

ncreased damage 1o loundations.

ncreased fie danges.

increased Nood damage

Salt water intrusion inta ground water and coastal
wetiands, mangroves. Increased coastal flonding

envirnnment

- Inadequate wnderstanding of and planning for the smpact of dimate
change an infrastiaclise and assets

- Fadlure o (omsider tal consedy
designing inliastracture

= Insufficsent modelling of weather events wsed within Assel Managemsent
Plannang

- inadequate inltastnucture lo manage stormwaler and sea level rses

= Coaglal imundstion and impacl on biodiversity

= Fadure 1o update Asvel Management Plams

= Lack of adequabe resouscing bor chmate and environmental sustainabslity

o5 when pl g and

+ Qe in W00 yead Bood and Probabie Maximen Flood modelling indheding lidal infe. m place al
indmidual house level, ysing digetal terain modeling, 4

+ Rewiewed and maintained City Plan/'Strabogic Plans/Busineys Plam, 4

- Bushfive Management Plan, 4

- Watel s Management Capital piogram, 4

- Rewiewed and maintained Asset Manasgement Policy and Flan, 4

+ Rewiewed and mainlained Giowth Managensant Fan, §

Eltexiive undergrowth management geocedures, 5

- hssel Management infuas o hae sudils, 5

- Aidapitineg Piodthesn Adelasde Adaptatien Fan, 4

+ Compdange with Homse Care Comimon Standaids - Operating Manisal, 5

- Bewiewed and mainLained Leaining Sialegy, Wellbeing Stategy & iiacultual Siateqy, 4
+ idequale imasance, 5

Horlkem Adelaide

4, Develop and deliver
traininsg on business
continuity 1o relevant statf,

3. Ongeang - actions

reviewed every
Wi YEAs.

4 S0 - 34

a2

b A
Completed
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Stepl: Risk Identification 2 Risk Step 3: Risk Response & Treatment - Mitigation Controls m Step §: Rizk Manitor & Cantrol {blank i none required)
Inherent Risk Caontrols Rezidual Risk Link to
sk |! ! Further ireatmont Traatmsnt Targat Managarmant corractive
AH U il HRIE — TR R i S ==l g
i IE 3 = = !'I mghrar
- Rek tramning Jed to Eledied bers {e.g. Chairing s amd Meeting
Procedures), 4
o ated and embedded Employee Code of Conduct, 5
Do d and embedded Employee Conduct Policy, 4
= Elistbed Member cohedson = Media Palicy, 4
= Lasck ol or inedlective o y consullation and = Positive: relalscrshags. lodtered wilh media and Salsbary Business Associalsan, 4
= Immnldirg.l.ll:q activity s Errbsediched ngl.ulliul walsey, 4
= Fadure o undertake legalative requiremants * Documented People & Cultere policies and procedures, 4
uwﬂm";ﬂmmﬂmmu * G Iy » Employss indectien procedues, 4
nd'" foes provided "“E'm.““ - Negatere media inferest - Doqumented and embedded Volenteers Policy, 4
hm"m reduction - stal dissatistaction - Do de iy € Pelkcy, 4
= Poor perlwmance » Coamimunsly Perceplion Survey, 4

smpacts: Loss of commanity trust in Council:
regative media reporting; intreased customer
complaints; negative impact on stafl health and
wellbeing: loss of investment appertunity, lsilue
o aitiac iveskment iom the pivate sedor;
regative impact on the Gty of Salishury beand,

=
Sirategic
A growing Gty that oreates new opportunities

All General Managers

= Fadlue |o deliver sucoesstul projedts

= Fadbure |o deliver sevvices expecbed by ihe coemmunity

= Customern sefvice is nol properly monitored of managed

= Mot meeting strategic objectives

- Inadequate capability and capacity (e.g. workforoe plans, training and
development, tethmology, systems)

- Inasdequate business advisory senvices

= Insufficsent inwestment opportanitsss for busaness

~ Inrastnschure fails bo support imvestment and business activity

= Ponily planned urban growith

Mioderate

Likely

» Efettive and compreh [«
» Coampretensive budget process, 4
+ Prowriion ol genetal business inlosmation and expert sdvice ol Polaris Business and
Innovation Centre, 4

+ {ost eflective business related workshops and semanars, 4

+ Small Business Menlceing Program, 4

+ Prowmsion of online resources for starteng a business, growing a business and developing
digital in business, 4

- invesimend attraction via Inwest in Salisbury website, 3

» Salishury O ¥ Hub as a s 1 L5

+ Positive relabonships fostered and mainained with local business headers and relevant
State Goweimment beams, 5

= EMecioee Samall Busaness Fiiendly Councl infliatnees, 4

= Polarit Centre Client Satsclacison Soorecand conducted by mew foows, 4

ty ot

L

Process, 4

mnderate

Unlikely

AR Talerance

1. Salishury Gy Centre [/
|Joha Street upgrade

1. GM City
Develcpment

1 Late 2021 - date
1o be: determined
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ITEM7.1.5

ITEM 7.1.5
AUDIT AND RISK COMMITTEE

DATE 12 July 2022

HEADING Interim Report on Assurance Map for the City of Salisbury

AUTHOR Hussain Rafeeu, Internal Auditor & Risk Coordinator, CEO and
Governance

CITY PLAN LINKS 4.2 We deliver quality outcomes that meet the needs of our
community

4.4 We plan effectively to address community needs and identify
new opportunities

SUMMARY The City of Salisbury’s (“COS”) Internal Auditor & Risk
Coordinator has prepared the Assurance Map for COS, by
undertaking a high-level review of 27 functional areas across the 10
strategic risks areas identified in the Strategic Risk register.

The assurance mapping exercise revealed that out of the 27 areas
reviewed, 14 areas demonstrated a High level of assurance, 12
areas a Moderate level of assurance and one area was identified
with a Low level of assurance.

This Interim report will be updated with detailed observation tables
following further stakeholder consultation.

RECOMMENDATION
That Council:

1.  Notes the Interim Report on Assurance Map for City of Salisbury as set out in
Attachment 1 to this report (Audit and Risk Committee, 12 July 2022, Item No.7.1.5),
considering any feedback, input and comments provided by the Audit and Risk
Committee.

ATTACHMENTS
This document should be read in conjunction with the following attachments:
1.  Report on Assurance Map for City of Salisbury

1. BACKGROUND

1.1 Following the July 2021 Audit & Risk Committee, a management action was
agreed to prepare an Assurance Map for the COS, to provide an intermediate
update on the overall assurance measures and controls in place within key
functions and risk areas for COS.

1.2 In April 2022, the Audit & Risk Committee was advised that The Institute of
Internal Auditor’s (ITA’s) Three Lines Model would be used as the theoretical
model for the assurance mapping process.
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2.  CONSULTATION/COMMUNICATION

2.1

Internal

211  Executive Management Group
2.1.2  Divisional Managers for the relevant assurance areas
2.1.3  Relevant Team Leaders for the assurance areas

3. REPORT

3.1
3.2

3.3

3.4

3.5

3.6

The Assurance Map for COS is set out in the attachment to this report.

The aim of this review was to determine the overall assurance level in key
functions and areas for COS.

The report identified key areas for assurance, various types of assurance for the
key areas, and determined the level of assurance and frequency of assurance
activities, and any gaps and areas for improvements in the overall assurance
process for the respective key areas.

Given that assurance areas are often prioritised based on risk levels, the assurance
areas for review were selected from the Strategic Risk Register risk areas. In
addition to these, Field Services, Strategic Property Development, and Planning &
Development Services are considered as further areas for review, considering their
high interdependency to strategic risks and strategic importance to organisational
objectives.

The Swiss Cheese Model is used in the report to give a conceptual background to
the assurance map and its application. We have selected IIA’s Three Lines Model
for the assurance map, which is the commonly used industry best practice model
recommended for an assurance map, and is also used in LGASA Financial Better
Practice Model.

The overall assurance level on the key assurance areas are summarised below:
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Overall Assurance Overall Assurance
No. Assurance Areas Level No. Assurance Areas Level
1 |Busines Continuity Moderate 15 |Finance - Accounts Receivable Moderate
Finance - GL Accounts & Financial .
2 |Emergency Management - external Moderate 16 Statements High
3 | Event Management High 17 |Finance - Statutory Reporting High
4 |Salisbury Water Management High 18 |Finance - Rate Generation High
5 [Public Health Risk Management Moderate 19 Strategic Procurement (and High
Contract Management)
Social and Community Development - . .
6 | Community Health & Wellbeing High 20 | Governance High
Social and Community Development - . .
7 Community Capacity & Learning High 21 |Work Health & Safety High
Social and Community Development -
8 [Sports Recreation & Community Moderate 22 |Information Technology - General High
Planning
Capital Projects and Infrastructure . Information Technology -
o Asset Development High 23 Cybersecurity LIS
10 Capital Projects and Infrastructure High 24 | Climate Change Low
Asset Management
11 |Asset Maintenance Moderate 25 |Strategic Property Development High
12 |Finance - Budgetary Controls Moderate 26 |Field Services Operations Moderate
13 |Finance - Treasury Management Moderate 27 |Planning & Development Services Moderate
14 |Finance - Accounts Payable Moderate
3.7 The overall assurance rating was determined based on the level of controls and
assurance measures available at the three lines of defense and any assurance
provided by external assurance service providers.
3.8 The assurance map is a planning and analytical tool that can be used by

management in resource planning and in determining optimum strategy for
assurance.

4. CONCLUSION/PROPOSAL

41

4.2

Given that the Assurance Map is a planning tool and derived based on
consultation and observation of controls at a high level, it is different from an
internal audit finding based on substantive testing. The areas for improvements
identified in this report do not necessitate implementation monitoring within a
certain deadline.

However, this review has highlighted to relevant stakeholders the areas for
improvements and triggered actions already.
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This report has been prepared solely for internal use as part of the City of Salisbury’s internal

audit service. No part of this report should be made available, quoted or copied to any

external party without the City of Salisbury's prior written consent.
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7.15 Report on Assurance Map for City of Salisbury
. 4. Determine gaps and areas for improvement in the assurance strategy
1 Executive Summary and assurance process.
1.1 Background 1.5 Assurance Map — Background & Use
Follov\(r;ntg the July 2021AAUd't & R':’: Cofmn:;‘tteg.’a m:lga?el;nent ?gg’g,wats The Assurance Map is “a tool which visually presents all assurance
a?;ﬁ%e ;np:ﬁgar::eadpat:sur:;;e onatr;eo;: e?allltgs: rai::se l:,?;;s ros z;ng activities of the organisation, both internal and external, as they apply to the
provi ) >Cls up . v u u organisation’s risks”, as defined by the Institute of Internal Auditors (lIA).
controls in place within key functions and risk areas for COS.
. . The Assurance Map is a planning and analytical tool providing great
1.2 Objective insights for Council, Executives, and Audit & Risk Committee, on the level
key functions and areas for COS. are many activities undertaken by different stakeholders, it is essential that
Council establish an assurance map showing the Council's current position
1.3 Scope and level of assurance activities undertaken to determine optimal
In addressing the overall objective, the agreed scope included the following: assurance strategy for the organisation. o
Identify key areas for assurance The well-known Swiss Cheese Model | —— __q _?
Identify the various types of assurance for the key areas. demonstrates that different layers of internal brevented
Determine the level of assurance and frequency of assurance controls and management controls act as & sses provented
activities defences that may prevent loss and manage
« I|dentify any gaps and areas for improvements in the overall assurance risk, to achieve the organisational objectives. Loss prevention may not be
process for the respective key areas certain and it becomes important to consider all measures in place to
determine the overall level of organisational assurance.
1.4 Approach 1.6 Summary Result
The approach adopted for this review was as follows: Assurance assessment was undertaken for 27 key areas, covering 24
1. Obtain the necessary information required to develop an assurance areas from strategic risk register and three areas that have high
map and to obtain a good knowledge of the assurance activities. This interdependency and strategic importance to strategic risks.
was undertaken through research, reviewing existing procedures and ) . )
policy documentation, and talking to key staff members. We identified that 14 areas demonstrated a High level of assurance, 11
2. Key areas for assurance are taken from the strategic risk register, risk areas have a Moderate level of assurance and one area having a Low
areas and adding other relevant key functional areas not covered in level of assurance.
current strategic risk register.
3. Stakeholder interaction including Executives and divisional managers
for the relevant key areas, and identify current assurances in place and
determine the level of assurance.
City of Salisbury — Report on Assurance Map (July 2022) Page | 3
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Assurance Map - Detailed Observations

The most widely used industry best practice model for Assurance Map, is the I|A’s Three Lines Model. This model applies the generic concept in Swiss
Cheese Model, by structuring assurance activities under three lines of defence roles to collectively provide assurance, as demonstrated below for COS:

City of Salisbury Assurance Map — Three Lines Model —~—
Assurance Map - “A tool which visually presents all assurance activities of the organisation, both internal and external, as they apphy to the organisation’s risks™ salisbury
defined by the Institute of Internal Auditors Australia.
GRC Model - Governance, Risk & Compliance Control Activities encompass all the Assurance Activities.
Three Lines AModel - [ndustry better practice framework model for Assurance, recommended by A and also used in LGASA Financial Berter Practice Model.
GOVERNING BODY - COUNCIL (EMs), Committees and Sub-Committees BAEERNAL
[cmmacwcm ]( > - ASSURANCE
. = PROVIDERS
| Finance and Corporate Services Comminee |, J I N0 Reviowr I
I [Comal Aemem P | I
Urban Senices Commuttes * [ndependent
i g [ iy
o T4 L] ommunity ar nct - - -
— Comemates Audit & Risk Committee
Policy & Planning Committes © Para Ml Community Hub Precinet Sub Committee e ICAC/
o Youth Council Sub-Commuttes “— | lnnovation & Busmess Development Committee L Ombudsman
o [otercultural Strategy & Parmership Sub-Commutiee o Stratezi Property Development Sub-Commuttes Reviews
' * Performance
—_———————— Review by Auditor
MANAGEMENT / ADMINISTRATION INDEPENDENT INTERNAL G_::""
15T LINE ROLES 2"P LINE ROLES AUDITS & REVIEWS
(Provision of Services to clients; Owns |  (Expertise, Support, Monitoring, and 3 LINE ROLES
and Manage Risks) Challenge or Risk Related Matters) Tnd jent & obiech T
Internal Control Measures + Corporate Policies, Procedures and Frameworks advice on all matters related to the
¢ Forms, Checklists and Templates ¢ Financial Monitoring, reporting, reconciliation achievement of objectives
* Core Systems Conwols, + Financial Best Practice Model Internal Coatrol - -
o IT Systems, Parameters Self-Assessment ¢ Intermal Audit
+ Fraud & Error Prevention Internal Checks | »+ Functional Service Compliance Reviews 0
+ Approvals and Authorisation per ¢ Quality Conwol Checks (Health & Safety, * Follow up on Audit Log Actions
Delegated Authority Governance)
+ Segrezation of Duties ¢ Security (including IT systems and physical .
Management Control Measures security) ® External Consultant Reviews
+ Documented Functional Policies, + Enterprise Risk Management (Evaluation of
Procedures & Guidelines Strategic Risks & Operational Risks) * External Accreditation / Certification
* Established Plans (Stategic Plan, « Addressing Regulatory Notices & Statutory
e oy iRl Pl Feums o External Testing on compliance and quality
« SMART EPIs & Service Standards
Agreed * LGRS Reviews
¢ Performance Measurement against
Standards, and Beachmarking Reviews
. ) inst S
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Assurance Map — Detailed Observations

2 Assurance Map

1st Line of Defence - 2nd Line of Defence - 3rd Line of Defence - W p——
| Busines OUperations Financial, Corporate & Governance | Independent Assurance
: —
et e by Staff (vet
Delivary Process. I withvegregeirddnticsaml | Bedepewicot Chalienge & Awil, | ARt thruegh
Risk Dimension Control " Control responsibilities) External Party
= & z 2 3 n g |- »
P 5 |32i¢ | Eﬁs“-é.ﬂ‘”.g.:zgis L 2 5
] 2|3 ig 5?5-"53%55535 35 5?5;&;2 HEH :-g‘ s |3 %Z§=E§§ 5 5 i3
2 % |5 3|8 g HERE 3|« 23 E,,.,}‘sg E E §§5§E<§§Es§§t L éE Overall
B3| = S HEE S HE B R E HE HSE IR
duH iR R ) R R E R
# & H izal 2 |=2 u_'g:‘bg EEE 3 E.? & 2
£ #Ez 3 z |= =
No R mlr(;m:umf 2 E“E g Efgé z £ EB ug ‘-'3 _gg 4 E S 3
[ a
1 |Business Continuity 1 "::‘l;‘:m;: Eg L | N/A | NA NA NA | NA NA | NA [ NA | NA NA N/A | NiA NA | NA | NA
cvenl. =
2 ot B I sty 25 A [ WA L N EALAEALAIANEE B B
Inadequate response 1o a
business contmuity or
3 | Evemt Management 1 '::m::‘“:‘l:' g N/A | N/A L|jL|L N/A N/A N/A | N/A | NJA | NJA | NJA | NJA
Council run Community =
svent
Salisbury Water Contammation of the E
Management : m:lwwamsysm i ilg By R L
Lack of f
§ [y Heath feisk 3 p.mnum::::::u:: g NA NA | A A WA [ Na | wa | Na | Na
ngement heakh risks ;
Failure to manage the
Social and Community impuct of environmental 2 E
6 |Development - Community | 4 |and socil factors on i 3 N/A NA | N/A | NA NA
Health & Wellbeing Council mfrastructure, 2
assels and services
Failure to manage the
Sacial and Community impact of environmental 3 E
7 |Development - Community | 4 |and social factors on i : N/A N/A | NfA | A NjA N/A NA | N/A | AL NJA | NJA | NAA
Capacity & Learning (Council mfrastructure, E
assets and services
Social and Community m;mﬁtm It "
Development - Sports
ot |+ e (3 ke g B EBEEE
Penning assets and services
Failure to manage the
Capital Projects and impact of environmental g s B
9 |Infrastructure Asset 4 and social factors on £ B NA NA NA | NA | NA NA | NA
Development Council mfrastructure, mE
assets and services
City of Salisbury — Report on Assurance Map (July 2022) Page | 5

Page 111 City of Salisbury
Audit and Risk Committee Agenda - 12 July 2022



7.15 Report on Assurance Map for City of Salisbury

Assurance Map — Detailed Observations

Failure to manage the
impact of environmental
Asset Malntenance 4 and social factors on
Council mfrastructure,

asscts and services

Below
Tolerance

1st Line of Defence - 2nd Line of Defence - 3rd Line of Defence - External, Regulators
Business Operations Financial, Corporaie & Governance Independent Assurance
M hrough Business/Service Operational by Internal Staff (et functionalh
Defivery Process. with segregated duties and | Independent Challenge & Audit, | A$5Urance through
Risk Dimension Control M M Control M reopeashlities) peient Chulenes External Party
E 15 |52 5 |33 g |i= HEE A f B B
2 H RER O H pE[e2 ti ¥
: A B R B A R A H P AR R
C = I R cE;‘%a. !gid-’éi ] gusﬁ-u‘x:ga_ Eg §< 5 Eg‘g 2 3 § g Overall
EAEREE FE I EE SRR P e EE P EE R Esgg El2E 2| = RS
i = K] _;3& ;-E 5 gggﬁ.sai- 3| 'y 2 s [+ SES £ E o 3 Level
Eg 2335238 5 EENER -gi’aiﬁ!:%giagi;i SELEIECIER G C|E [T
l'lo Assurance Areas “h:{:‘ym"” 5 £ |5F = ‘"L 7 E g “'i ’ LEE = & -
Failure to manage the .
Capital Projects and impact of environmental 5 E
10 | Infrastruciure Asset 4 and social factors on ] NA NA
Management Council infrastructure, - E
asscls and services

Finance - Budgetary
Controls

Below

Finance - Treasury
13 H
Management

Below

Tolerance | Tolerance | Tolerance | Tolerance | Tolerance| Tolerance | Tolerance | Tolerance

decisions and / or external
events.

Finance - Accounts
Payable

Finance - Accounts
Recelvable

BT e
Notices & Statatory Retums
HIEEEE N
S
S

Finance - GL Accounts &
Financial Statements

Finance - Statutory
Reporting

Below | Below Below Below Below

:
3
§
5
3

18 |Finance - Rate Generation | 5

EAERER
EEEN
g
z
g
z
g

EEEN
g
z

—Olll'lﬂ ;
" ;'::mul) ) =
20 |Governance 6 % g NA | NA
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Assurance Map - Detailed Observations

Lack of alignment and
21 Information Technology - M integrity of IT systems
General and data 1o support
service deliver

lstl.hetrl":]klemv lld‘l:.ln:il'l):l'tlte~ Jr\il:l-eolbefence- Reeosd, Rogulators
b s e op by Staff (yet o urance thro
S — - D!""Y'm:ﬂ — indep :in..mpq:ldniu.n Independent Challenge & Audit. “: o M':":h
v Ealia il sl altaleals ettt bolele L b VB0 el ] s 1s L5
: SRR LR R ?Eégﬁéﬂzz?éii T HE A R
g. 3 ‘525 Exle ] 2 g.ﬁ_ég £ g H zﬁgggggé‘ﬁg‘gmggggg&hgg T |55 [ Assuance
; R NP HE TR L TRl
No Risks / Key Objectives £ |24|F % §§§i§ 3715 42 ﬁ‘“?,'&-Eg-:-g z Eﬂ ‘ﬂg B
Assurance Areas Key Services il b = = a = ]
Immature and nadequate
wq‘l(h:ulhukly i i H
21 |Work Health & Safety 7 | poliics and procedures 5 NA | NA
result in an unsafe e
workng environment =
m

Lack of alignment and
o |Information Technotogy - || integrity of IT systems H E |l eny
Cybersecurity and data to support 2%
service delivery =
Climate Change
negatvely mpacts on
COS's operations,
24 | Climate Change 9 | infrastructure, services = L NiA N/A [ NAA| NAA | ONAA | N/A
and the community. 3
Failure to adapt 1o climate =2
change.
25 |Surategic Property NA A m NA NA
Development

Council enitical services

are allected due 1o the
26 | Field Services Operations [ N/A | failure to manage Field | TBA | TBA NA NA|NA | NA [ NA | NA
Services Operations
effectively.
b ;Ie:;:f&n'"hm NA TBA | TBA m m N/A N/A ﬂl. NA | A

P of e desired / p d
go risk B and control exist, with internal c p ing effectively and being i y applied to support the achi t of objectives in the area.
bl of assurance desired / provided

“There is a generally sound system of governance, risk management and control in place. Some issues, non-compliance or scope for improvement were identified which may put at risk the achievement of objectives
Low/Limited amount of assurance desired / provided

2 ignificant gaps, L or non ce were identified. Impr is required to the system of go , risk management and control to effectively manage risks to the achievement of objectives in
1 No assurance desired / provided
“Immediate action is required to add fund | gaps, k Or Non-C liance identified. The system of g e, risk 2 and control is inade to effectively manage risks to the
0 Not Applicable
There is no requirement from a legal compliance point of view or an efficiency or effectiveness point of view
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Assurance Map — Detailed Observations

Note: The risk ratings and status are taken from the most recent Strategic Risk Register. At tolerance means there are no mitigation controls in place,
and Below Tolerance means there are some risk mitigation control actions identified.

3 Detailed Assurance Map Observations

City of Salisbury — Report on Assurance Map (July 2022)

3.1 Assurance Area: Business Continuity
Risk: Inherent Risk Residual Risk | Current Status
Strategic Risk 1 - Inadequate response to a business interruption event. High At Tolerance
Observation on Key Controls and Assurance Activity Improvement Opportunities
1% Line Business Continuity Policy (6 Oct 2015, next review date 9 Sep 2017) 1 & 2™ Lines:
- Business Continuity Management Procedure (6 Oct 2015, next review date . , . _—
9 Sep 2017) has the BCP Template. - Thgre is opportymty to update Business Continuity
- Business Continuity Plan (BCP) Activation criteria and deactivation criteria Policy _t° make it c_urrenl. ) -
captured in BCPs. - There is opportunity to update Bu§|ness Continuity
- Evacuation Procedure and testing process in place !‘r"'f"ag_eme“t Progetifureljtp _rr!akellu:urrent.
- Provision and maintenance of Building Safety Systems ) ere is opportunity for Divisional Managers to
. - Incident Management Team Command Plan (Mar 2020, next review date complete Business Impact Assessment templates.
2" Line Mar 2022) - There is opportunity for COS to undertake functional
- IT Disaster Recovery Plan developed service compliance review on BCP
- Emergency Management Plan developed 3 Line:
- Impact Assessment for all critical function.
- BCP for critical functions are developed. - A BCP internal Audit is scheduled on COS's 3-year
- Service Level Agreements (SLAs) included in the BCPs. Internal Audit Plan, for commencement in
- Controls related to BCP reviewed quarterly as part of the Strategic Risk 2023/2024
Register review.
3“Line - Internal Audit - BCP Desktop Audit (Nov 2014) undertaken Internally by '
COS'’s Internal Auditor.
- Internal Audit - Pandemic-Business Continuity Review April 2020,
undertaken by UHY.
- Internal Audit BCP Exercise Audit (June 2018) undertaken by Local
Government Risk Services (LGRS)
External - N/A
Overall Assurance Level: Moderate Key Stakeholders: Emergency Management Project Coordinator; Team Leader Corporate Governance
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Assurance Map — Detailed Observations

City of Salisbury — Report on Assurance Map (July 2022)

3.2 Assurance Area: Emergency Management — external \
Risk: Inherent Risk  Residual Risk = Current Status
Strategic Risk 1 - Inadequate response to an emergency event. High At Tolerance
Observation on Key Controls and Assurance Activity Improvement Opportunities
1stLine - Multiple forms, checklists and templates are in place including Personal = 2™ Line:
threat checklist, Bomb threat checklist, Warden Induction Forms, Emergency ) .
Contact Number checklist. - Oppquumty for mprovement to develop EMP fc_:r_ all
- Approvals and authorisation per delegated authority captured for roles in :uncl!ons and review for currency of EMPs for critical
Emergency Management Plan. ur;uctnons. ) .
- Emergency management Policy - Given there is no spgcnﬁc budget for emergency
- Site Emergency Procedures and Emergency Response Guide in place for all management, there is perhaps opportunity to review
. service centres and COS facilities. for any potential budget requirement in this area.
2" Line Emergency Management Plan 2021-2024 (next review April 2024) in place -~ OPPortunity forimprovement to finalise the Incident
covering COS's role in case of a state emergency. gperatmg Framewq;ik (c':urrler:itlly n Draﬂ}. | risk
- Participation in LG Council Ready Program for industry benchmarking. - Opportunity to consider including operational risks |
- Emergency Management Policy in place (adopted Nov 2020, next review in related to emergency management within divisiona
Nov 2022). operational risk registers.
- Risk measures included in the Emergency Management Plan and strategic | 3rd | jne:
risk register.
- Ability to live test the emergency management process following the - Given there was no specific internal audit or
pandemic, recent flooding, heat wave, and fire. external party review unde_rtaken in tr!e last 1 0
- Support as a member of Northern Adelaide Zone Emergency Management years (except the LGRS Risk Evaluation Audit),
Committee (NAZEMC) there is opportunity for improvement to review the
emergency management process.
39Line - LGRS Risk Evaluation Audit undertaken in 2019 captured the review of
emergency management process.
External - N/A
Overall Assurance Level: Moderate Key Stakeholders: Emergency Management Project Coordinator; Team Leader Corporate Governance
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Assurance Map — Detailed Observations

3.3 Assurance Area: Event Management — external

Risk: Strategic Risk 1 - Inadequate response to a business continuity or emergency event,
or major incident at a Council run Community event.

Observation on Key Controls and Assurance Activity

City of Salisbury — Report on Assurance Map (July 2022)

1% Line - Multiple forms, checklists and templates are in included in Event Manual.
- Approvals and authorisation per delegated authority captured for roles in
event management.
- Event calendar gets approved by Council, expenditure approved through
relevant approved delegations.
- Events team shares the responsibility and different roles get assigned to
different team members.
27 Lin Event management policies, process and procedures are covered in the
. Event Manual.
- Divisional / Cost Centre Budget, expenditure reconciliation and reporting
takes place regularly.
- Internal Audit undertaken on Event Management Process by Galpins.
- Health and Safety checks are done as part of the Event Management process
- Event management process ensures that relevant security measures are in
place for every event.
- Event risk management is a regular undertaking for every event and
appropriately documented and approved.
3" Line - Internal Audit on Event Incident Management Framework was undertaken by
Galpins in June 2021.
- Audit log actions are monitored and reported to Audit & Risk Committee on a
regular basis covering.
External - N/A

Inherent Risk Residual Risk | Current Status
High At Tolerance

Improvement Opportunities
2™ Line:

Opportunity for improvement to revise divisional plan
by including Community Event related activities,
budget and plans following the recent organisational
restructure to move Events from Business Excellence
to Community Development.

Opportunity for improvement to review the
operational risk register covering event management
process.

Overall Assurance Level: _ Key Stakeholders: Team Leader Events, Place Activation and Curation
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Assurance Map — Detailed Observations

3.4 Salisbury Water Management

Risk:
Strategic Risk 2 - Contamination of the recycled water systems.

Observation on Key Controls and Assurance Activity

15! Line Risk Based Management Plan for MAR (Managed Aquifier Recharge)
Operations.

- Operations and Control Manual documents forms, checklists and templates
to follow.

- SRMTMP (Safety Reliability and Maintenance Technical Management Plan)

- System controls within SCADA system - operations control & management,
data collection for reporting.

- System controls in Pathway covering customer billing, data repository for
customer water supply agreements and cross connection auditing status.

- Water Quality (Spreadsheet) parameters covering Environmental &
customer supply.

- Fraud and error prevention controls within council procurement procedures,
via independent credits and journals in Pathway (rates team or customer
service) - documented in DataWorks to provide an audit trail

- Approved delegations in place as per Council's Delegations Register for the
Water Industry Act SA (2012), and Authorised Officers under the LGA &
Water Industry Acts.

- Segregation of duties with responsibilities defined in the SRMTMP, and
SWBU roles defined by Operations / Business Systems in Position
Descriptions.

- Documented functional policies & procedures including Skytrust Work
Instructions, SW Hardship Policy for Residential Customers, Customer
Charter, and ESCOSA - Water Retailer Guidelines including customer,
operational, financial.

- [Established business plans including Salisbury Water Action Plan -
Endorsed by SW Advisory Management Board and Salisbury Water Division
Plan.

- KPI's stated in the SRMTMP, and Salisbury Water Customer Charter,
required by ESCOSA as a licenced retailer.

- Performance measurement standards including Customer Service
Standards reported to ESCOSA, yearly.

2™ Line

Inherent Risk Residual Risk | Current Status
Medium Below Tolerance

Improvement Opportunities
No specific areas for improvement identified.

City of Salisbury — Report on Assurance Map (July 2022)
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3" Line

Performance reporting against standards as per Office of Technical
Regulator SA EPA & DEW.

Monthly budget meeting with Finance, Business Unit Quarterly report to
Advisory Board and to Council, annual financial reporting to ESCOSA as part
of water retail licence.

OTR regularly reviews on functional service compliance as a formal audit.
Quality control checks as per OTR / EPA requirements and Department of
Health kept informed.

Security including secure fence compounds, security cameras, cyber audit
is currently going on.

Operational Risk Register in pace, risk assessments are undertaken
regularly.

Addressing regulatory notices and returns covering requirements from EPA,
DEW, ESCOSA and OTR, and ABS Water Survey.

Safety Audits done regularly by internal staff (Senior WHS Advisor).

A Strategic Business Review is undertaken in 2016 by Alther, with plans to
do one in every five years.

Asset Management Plan review undertaken in 2017 by Inside Infrastructure,
last done by Inside Infrastructure, and next due in 2022/23.

External accreditations include ESCOSA water retail licence, letter
confirming 'verified trust and accountability’ status, and OTR acceptance of
the SRMTMP.

EPA annual monitoring return is vetted by an independent consultant (WGA)
Australian Water Quality Centre (AWQC) and ALS laboratories (NATA
accredited) are engaged to provide all QA and environmental sampling and
testing.

Internal Audit of Systems and Controls Relating to Contaminated Sites
undertaken by Blue Spheres Environmental in August 2020.

External

Membership with the Energy & Water Ombudsman SA scheme has become
a requirement of Water Retail Licence, effective July 2022.N/A

Assurance Map — Detailed Observations

City of Salisbury — Report on Assurance Map (July 2022)

Overall Assurance Level: _ Key Stakeholders: Manager Salisbury Water, Team Leader Salisbury Water Business Systems
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Assurance Map — Detailed Observations

3.5 Assurance Area: Public Health Risk Management

Risk: Strategic Risk 3 - Lack of management of public and environmental health risks.

Inherent Risk

Residual Risk

Current Status

High

High

At Tolerance

1%t Line

2™ Line

3" Line

External

Observation on Key Controls and Assurance Activity

Forms Checklists and Templates are built into system parameters within
different systems (Pathways Module for all regular Food and Health activities,
Customer Request module for all customer requests).

There are system controls within Pathways, limited parameter access to
Manager and Senior Environmental Health Officer

Each position has designated delegations as per delegations register.

Team structure including Manager, Senior Environmental Health Officer and |~

Environmental Health Officers ensures segregation of duties.

Key corporate policies are in place including Food Act Inspection Fees Policy,
Order Making Policy, and Enforcement Palicy.

Key legislation and associated guidelines are administered by the
Environmental Health team including Food Act 2001, Food Hygiene
Regulations 2002, Food Safety Standards, SA Public Health Act 2011 and
prescribed policies, Safe Drinking Water Act 2011, Supported Residential
Facilities Act 1992, Environment Protection Act 1993, and Environment
Protection (Water) Policy, Local Nuisance and Litter Control Act 2016.
SMART KPIs and Service Standard Timelines included in the Environmental
Health 2021/22 Business Plan.

Performance measurement against standards done as part of Risk Audit and
Food Safety Audit, and previously as part of Program Reviews.

Annual reports submitted to SA Health for SA Public Health Act 2011, Food
Act 2001 and annual Local Nuisance and Litter Control Act 2016 Report
incorporated into Council Annual report S131 of Local Government Act 1999.
Regular financial reporting, monitoring and reconciliations cover monthly,
quarterly and annual reporting.

Food Safety Audit (2020) by BDO.
Public and Environmental Health Management Internal Audit (2017) by BDO.

N/A

Improvement Opportunities

1t & 2™ Line:

- There is opportunity for improvement by enhancing
system ability to identify premises that have not been
allocated a routine inspection to ensure premises are

not missed.

3 Line:

Opportunity for improvement to review and update
the operational risk register for the division.

- Opportunity to perform a public and environmental
health management audit (including food & safety) in

3 yearly cycles.

City of Salisbury — Report on Assurance Map (July 2022)

Overall Assurance Level: Moderate Key Stakeholders: Manager Environmental Health & Community Compliance.
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Assurance Map — Detailed Observations

3.6 Assurance Area: Social and Community Development - Community Health & Wellbeing

available on COSI.

Divisional level - use overarching IT systems.

SHCS - TCM, interaction with My Aged Care Portal and NDIS My Place
Portal.

Volunteer service - Volunteer Management systems.

Enhancing interactions between system is an improvement identified.

All teams within division have clear line of delegation documented.

All staff have position descriptions that describe their roles.

Divisional policies updated regularly.

SHCS Operational Manual updated regularly and lower level operational
procedures maintained up to date at team function level.

Volunteer Management policies & Procedures updated regularly.

Divisional plan links to departmental business plan and CoS strategic
directions.

Yes - CoS adopted budget includes CHSP external funding and predicted
NDIS income.

CHSP External funding has specific outputs with performance review by
Funding Agreement Manager.

External audit of Aged Care Quality Standards and NDIS Practice Standards
undertaken regularly.

CHSP and NDIS procedures and framework review by external auditors
SHCS risk management plan includes organisations risks, Worker risks and
customer risks.

Risk: Strategic Risk 4 - Failure to manage the impact of environmental and social factors Inherent Risk | Residual Risk = Current Status
on Council infrastructure, assets and services. High Medium Below Tolerance
Observation on Key Controls and Assurance Activity Improvement Opportunities
1tLine - Salisbury Home and Community Services (SHCS) - various forms, checklist | 2" Line:
&t lates i li ith C Ith H S rt P
guizg:%zse.s N compliance wifh Lommonwea 0mé Support Frogramme | _ Opportunity to review process and impact following
- Self-assessment against Aged Care Quality Standards. Age Care Reform.
- Regular reporting to SHCS Quality and Compliance meetings on statistical
data, incidents & hazards, mandatory worker screenings and COVID
vaccinations.
27 Line Volunteer services - various forms, checklists and templates used and made

City of Salisbury — Report on Assurance Map (July 2022)
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Notifications provided by Department of Health, LGA SA, NDIS and flows |

through to the Quality and Compliance group for implementation.

3 Line

External

Internal audit on process of the external audit of Aged Care Quality Standards
and NDIS Practice Standards.

External audit of Home Care Standards/Aged Care Quality Standards and
NDIS Practice Standards.

Output reporting to Quality and Compliance Group to monitor compliance
with external funding agreement and activity work plans.

Volunteer Management Audit undertaken in September 2021, covering
community centres and library as well.

NDIS Audit undertaken in 2020

Home Care Standards undertaken in 2018 - now changed to Aged Care
Quality Standards due now, awaiting notification.

Aged Care Quality Commission can do unannounced visits at any time.

N/A

Overall Assurance Level: _ Key Stakeholders: Manager Community Health & Wellbeing.

City of Salisbury — Report on Assurance Map (July 2022)

Assurance Map — Detailed Observations
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7.15 Report on Assurance Map for City of Salisbury

Assurance Map — Detailed Observations

City of Salisbury — Report on Assurance Map (July 2022)

3.7 Assurance Area: Social and Community Development - Community Capacity & Learning ‘
Risk: Strategic Risk 4 - Failure to manage the impact of environmental and social factors Inherent Risk | Residual Risk = Current Status
on Council infrastructure, assets and services. High Medium Below Tolerance
Observation on Key Controls and Assurance Activity Improvement Opportunities
1%t Line - Public Library Services has relevant forms and checklists on COSI. 1t & 2™ Line:
- Terms & Conditions of Hire for venue hire in community centres. . .
- Public Library One Card System and PC Reservation (Envisionware) ~ ()fpﬁonglplty for Impro:‘erpeng to go caszless instead
requires a public library card to access the system. of handling petty cash, for libraries and community
- Systems control within various systems including Data Works, Pathway, centres. ) )
Finance One, SpacetoCo Online Booking Platform for hire of venues. - A review is pla””f‘,’ dt° dsc,-ltermme the optimal
- All teams within division have clear line of delegation documented. operations model of independently run community
1 Position descriptions exist for all roles and responsibilities. GOnwes. _ ,
ne Divisional plan links to departmental business plan and CoS strategic ~ OPPortunity for improvement to perhaps review the
directions. way COS delivers Youth Program. ’
- CoS adopted budget plus PLS annual funding and external grants (Adult ~ Opporll.mlty'to develop opera_llonal risk registers for
Community Education, Wellbeing SA). some libraries aqd community centres, as part of
- Library services has its own service standard timelines as per service ERM implementation.
agreements.
- Grants have their own service standard timelines to be complied with.
- Performance is measured against expectations and agreed KPIs/objectives.
- Regular monitoring through normal management practices and formal
reviews of PDPs occur every six months.
- Regular reporting to Public Library Services.
- Opportunity for improvement: Review the way COS delivers Youth Program.
- WHS and P&C related policies, available on COSI.
- Safety and security controls within the Library and building opening, closing
and security procedures.
3 Line - Library Review undertaken in August 2020 by URPS (Western Catchment)
- Volunteer Management Audit undertaken in September 2021, covering
community centres and library as well.
External - N/A
Overall Assurance Level: _ Key Stakeholders: Manager Community Participation & Partnerships
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Assurance Map — Detailed Observations

3.8 Assurance Area: Social and Community Development - Sports Recreation & Community Planning ‘
Risk: Strategic Risk 4 - Failure to manage the impact of environmental and social factors Inherent Risk | Residual Risk = Current Status
on Council infrastructure, assets and services. High Medium Below Tolerance
Observation on Key Controls and Assurance Activity Improvement Opportunities
1%t Line - Approximately 30 forms used to manage the cemetery side operations. 1t & 2™ Line:
- Checklists and hire forms used for bookings at Bridgestone Athletics Centre. . ,
- Various forms/checklist available in Sports areas including Eligibility and - ()fpﬁonglplty for Impro:‘erpeng to go caszless instead
Criteria Procedures, Proposal of works/Application forms, checklists, process of handling petty cash, for libraries and community
templates for the following; Minor Capital Works Grants, Growing 4 Gold centres. ) )
registrations, Northern Sport Recreation Network, Volunteer Club Coach & - A review is planned to determine the optimal
Official Education Subsidy Program. operations model of independently run community
i | Social Policy area and associated processes including checklists and centres. _ ,
e templates for Anti-Social Behaviour CRM's processed, request for CCTy, -~ Opportunity for |m$rov?‘nl1aent to perhaps review the
Community Bus data collection, Phoebe Wanganeen Scholarships, Safety Wy COS’dBHVBI'S out yogrem. .
and security controls within the Library and building opening, closing and '~ Opporll.mlty'to develop opera_llonal risk registers for
security procedures. some libraries aqd community centres, as part of
- Overarching IT systems used: Finance 1, Dataworks, Nearmap, PCMS, CI ERM implementation.
Anywhere, Space to Co, Skytrust, Invoice/Credit Request etc.
- Some interaction with external systems to assist (Randstad, POS systems,
supplier ordering systems).
- Parameters
- Pathway (SmartClient)
3dLine - N/A
External - N/A
Overall Assurance Level: Moderate Key Stakeholders: Manager Sport, Recreation & Community Planning

More tables on Detailed Assurances for 3.9 to 3.25 to be Updated here.

City of Salisbury — Report on Assurance Map (July 2022)
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Assurance Map — Detailed Observations

3.26 Assurance Area: Field Services Operations

Risk: Council critical services affected due to failure to manage Field Services Operations
effectively.

Inherent Risk Residual Risk = Current Status

To be Assessed Tobe Assessed = To be Assessed

1%t Line

2™ Line

3" Line

Observation on Key Controls and Assurance Activity

Various checklists and forms including Field Services Staff induction
checklist, Vehicle inspection checklists, pre-job risk assessments, plant
equipment consultation forms, RACI procurement form for Fleet, condition
assessments for particular work types. All built in within different systems.
Systems controls built in within Confirm, AusFleet (Fleet Management
System), and other corporate systems.

Chain of Command, approvals and authorisation as per agreed delegated
authority

Segregation of duties built in within the position descriptions for the role.
Operational policies and procedures including Vehicle Policy, Work Practice
Guidelines, Plus Times Procedures, WHS Procedures, GPS Procedure in
place.

A divisional plan and budget are in place.

Service standards documented in AMPs, and service catalogue. Some KPls
agreed though very few are reported.

Service reviews are undertaken periodically, and may include
benchmarking. Some internally and some externally.

Safety Audits, Backflow prevention tests done annually, some internal
reviews

Field Services uses various policies and procedures developed at corporate
level.

Monthly reporting on financial activities.

Organisation wide Program Review undertaken in 2015, covered this area as '
well.

External

N/A

Overall Assurance Level: Moderate Key Stakeholders: Manager Field Services

Improvement Opportunities
1t & 2™ Lines:

- Asset Management Plan for fleet being renewed

- Review areas where KPI reporting can be
increased.

- Opportunity to have updated Operational Risk
Register for this area.

3 Line:

- Ongoing Internal Audit on Fleet, Heavy Vehicle, High
Value & Portable Assets Audit (2022)

- Opportunity for Program Review or Internal Audit
covering other areas of Field Services Operations.

Tables on Detailed Assurances for 3.27 to be Updated here.

City of Salisbury — Report on Assurance Map (July 2022)
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Appendices

4 Appendices
4.1 Appendix | — Risk Standards

Almost Certain -
D
Likely Medium
3 C
§ Possible
) B
i Unlikely ot
A Medium
Rare
1 3 5
Insignificant Moderate Major Catastrophic
Consequence
RATING DESCRIPTION
A - Rare The event may occur only in exceptional circumstances (i.e. probability of occurrence > 20 years)
B - Unlikely The event could occur at some stage (i.e. probability of occurrence within 10 — 20 years)
C - Possible The event might occur at some time (i.e. probability of occurrence within 3 — 5 years)
D - Likely The event will probably occur at most times (i.e. probability of occurrence within 2 years)

E - Almost Certain The event is expected to occur in most times (i.e. probability of occurrence within 1 year)

City of Salisbury — Report on Assurance Map (July 2022) Page | 19
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Appendices
AREA OF IMPACT
RATING Environment/ Reputation | Finance Legal/ Injury/Operational Service Interruption
Political/ Regulatory Management
Community
1 Nil Nil Less than | None Nil Minor interruption to service provision
Insignificant $20,000 capability, e.g. less than 4 hours.
2 Minor short-term Minor media | $20,000 - | Minor legal, | * Unexpected/unplanned absence | Limited disruption to service provision
Minor environment, interest $100,000 | regulatory or of a staff member. requiring altered operational
conservation, political or internal . L arrangements for a short period, e.g. up
community issue. policy « Potential for minor injury. to 1 day
failure. « First aid treatment required.
3 Environment, Moderate $100,000 - | Limited * Unexpected/unplanned absence | Some disruption to service provision
Moderate | conservation, political or | media $500,000 | legal, of a key staff member. capability requiring altered operational
community incident interest regulatory or | Medical treatment required arrangements, e.g. between 1 day and 1
requiring City internal cal freaiment required. week.
intervention. policy
failure.
4 Medium-term issue with | High media | $500,000 - | Major legal, | ® Unexpected/unplanned absence | Significant impairment of service
Major maijor environment, interest $1 milion | regulatoryor | ©Of several key staff members provision (capability or period), e.g.
conservation, political or internal from a single area. between 1 week and 1 month.
community impact. g‘i’::fr’; « Significant injury to staff
. disabling them/dangerous near
miss.
5 Long-term issue with Public More than | Critical legal, | ® Unexpected/unplanned absence | Total loss of service provision capability
Catastrophic major environment, censure or $1 million | regulatory or ofa 5'9'_“1"03”1 numbe_r of staff, for extended period, e.g. more than 1
conservation, political or | government internal e.g. during a pandemic. month.
Comawnky Impec:. inquiry ]E;Oi::::; » Death / critical injury to staff.
City of Salisbury — Report on Assurance Map (July 2022) Page | 20
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Appendices

4.2 Appendix Il — Level of Assurance Definition Level 3 — Moderate
Moderate/Reasonable amount of assurance desired / provided

There is a generally sound system of governance, risk management and
control in place. Some issues, non-compliance or scope for improvement
were identified which may put at risk the achievement of objectives in the
area.

Level 4 — High

High / substantial amount of assurance desired / provided.

A sound system of governance, risk management and control exist, with
internal controls operating effectively and being consistently applied to
support the achievement of objectives in the area.

N/A (Not Applicable)

N/A — Not Applicable

Controls, measures and process not applicable to this area.
Level 1 — None

No assurance desired / provided.

Immediate action is required to address fundamental gaps,
weaknesses or non-compliance identified. The system of governance,
risk management and control are inadequate to effectively manage
risks to the achievement of objectives in the area.

Level 2 — Low
Low/Limited amount of assurance desired / provided.

Significant gaps, weaknesses or non-compliance were identified.

Improvement is required to the system of governance, risk

management and control to effectively manage risks to the

achievement of objectives in the area.
City of Salisbury — Report on Assurance Map (July 2022) Page | 21
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Appendices

4.3 Appendix III - Internal / External Consultations

Amy Pokoney Cramey, General Manager Community
Development

Charles Mansueto, General Manager Business Excellence
John Devine, General Manager City Infrastructure
Michelle English, General Manager City Development
John Harry, Chief Executive Officer

Simon McGuinness, Team Leader Safety & Wellbeing, People
& Culture, City of Salisbury

Vesna Haracic, Manager Community Health & Wellbeing,
Community Health & Wellbeing, City of Salisbury

Michelle Dagger, Team Leader Events, Place Activation and
Curation, Community Experience & Relationships, City of
Salisbury

List will be updated covering other
Divisional Managers stakeholders
consulted.

City of Salisbury — Report on Assurance Map (July 2022) Page | 22
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Inherent Limitations
4.4 Inherent Limitations Third Party Reliance
This engagement comprises an advisory engagement which is not subject to assurance This report is solely for the purpose of the Audit and Risk Committee, Corporate
or other standards issued by the Australian Auditing and Assurance Standards Board Executive and Management information and should not be used for any other purpose
and consequently no conclusions intended to convey assurance will be expressed. or distributed to any other party without the prior written consent of the Audit and Risk
Committee or Management.
Due to the inherent limitations of any control structure, it is possible that fraud, error or o
non-compliance with laws and regulations may occur and not be detected. Further the Confidentiality
internal control structure within which the control procedures that are to be subject to the . a . . :
internal audit will not be reviewed in their entirety and therefore no opinion or view will z:i:sb?)?;?;g::;ir!a:::;;vrz:ga;ea;;.eu;ﬁizr:i;h gi:;'abl.ur?e%o::; ::?;gaﬂ;hoﬁ:rat:::zg
be expressed as to the effectiveness of the broader control structure. Council, C te Executive and Management of City of Salisbury.
The procedures to be performed are not designed to detect all weakness in the control
framework as they are performed on a sample basis only.
No warranty of completeness, accuracy or reliability can be given in relation to the
statements and representations made by, and the information and documentation
provided by the City of Salisbury's management or personnel. We shall seek to
independently verify those sources unless otherwise noted within the report.
We are under no obligation in any way to update the report, in either written or oral form,
for events occurring after the report has been issued in its final form unless specifically
agreed with City of Salisbury's Council.
City of Salisbury — Report on Assurance Map (July 2022) Page | 23
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ITEM7.1.6

ITEM

DATE
HEADING
AUTHOR

CITY PLAN LINKS

SUMMARY

RECOMMENDATION
That Council:

7.1.6

AUDIT AND RISK COMMITTEE

12 July 2022

Outstanding Actions Arising From Internal Audits

Hussain Rafeeu, Internal Auditor & Risk Coordinator, CEO and
Governance

4.2 We deliver quality outcomes that meet the needs of our
community

4.4 We plan effectively to address community needs and identify
new opportunities

This report provides an update on the status of outstanding actions
arising from previously completed internal audits.

1.  Notes the update in this report and the full Internal Audit Log Actions Register in
Attachment 1 to this report (Audit Committee, 12/07/2022, Item No.7.1.6).

ATTACHMENTS

This document should be read in conjunction with the following attachments:
1.  Audit Log Register 12 July 2022
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BACKGROUND

1.1

This report provides a status update on the outstanding actions from past internal
audits, showing a summary position, number of actions by risk rating and the
movement of actions since it was last presented to the April 2022 Audit & Risk
Committee meeting.

1.2 Previously reported closed actions are now removed from the Audit Log Actions
Register.
2. REPORT
2.1 A high-level summary on the movement of actions from internal audits is shown
below.
Internal Audit Log Register
20
18
16
14
2 12
[=]
£ 10
<
#® 8
6
a
z - B
0 -
Bal. as at Closed* Re- New Bal. as at
12 Apri Opened 12 July
2022 2022
| W Total 19 8 0 3 14
2.2 The total number of outstanding Audit actions reported to the April 2022 Audit &
Risk Committee was 19.
2.3 A total of four new actions from the capital works project audit was added to the
list making a total of 22 outstanding at the beginning of the reporting period.
2.4 A total of eight actions were closed (36% of total outstanding for the reporting
period).
2.5 The risk profile summary position of actions for the reporting period is shown
below:
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Bal. as at 12 Apri Bal. as at 12 Jul
Risk Rating 2022 Closed* New 2022
1_Very High 0 0
2_High 4 2 1 3
3_Medium 5 1 1 5
4 Low 4 3 1 2
5_Better Practice 3 1 2
6_LGASA Baseline Not Met 3 1 2
Total 19 8 3 14

2.6 The eight closed Actions include two high risk, one medium risk, three low risk,
one LGASA baseline, and one better practice rated action.

2.7 There are no very high-risk rated actions pending.

Closed Actions

2.8 Three of the eight actions reported as closed were tested by the Internal Audit and
Risk Coordinator and confirmed as fully resolved, and five of the closed actions are
yet to be tested by Internal Auditor and Risk Coordinator to be confirmed as
resolved.

Closed Actions for the reporting period are as follows:

Log #

Report
4 Date
Audit

Risk
4 lating

Title:
Finding/Opportunity for
Improvement  ~

Recommendations

Status

Resolved

-

63

29-Jun-21

10. Event Incident Management Framework

gh

2_Hi

A need to clarify
stakeholder
responsibilities and
engagement in the risk
and hazard identification
process

1. Establish a definition of what constitutes a COS “Event” for the purposes of
interpreting and enforcing event-specific policies and business rules.

2. Formally agree and document the roles and responsibilities of stakeholder
groups across Council in providing expertise for the planning and delivery of
events, including the level of involvement expected of the WHS team in the risk
assessment process and to whom a copy of the risk assessment must be provided.
These roles and responsibilities can be determined with reference to a risked-
based event categorisation (see Recommendation 4), and/or linked to specific
events identified in the events calendar.

3. Develop a business rule to determine when events are to be

managed by the Events Team. This could be aligned to event risk categories (see
Recommendation 4) and/or other criteria determined by the Events Team in
consultation with other stakeholders.

4.Formalise Council’s expectations regarding appropriate minimum lead times for
consulting relevant stakeholders in relation to the risk assessment and risk treatment
processes for events.

5. Define risk-based categories for the grouping of events, and

assign each event to a category.These categories can then be used to determine the
roles and responsibilities of stakeholders (including, for example, whether an event
should be led by the Events Team), nature and extent of documentation and other
requirements to support event management and risk assessments.

Closed

To be tested
by Auditor

69

23-Sep-21
11. Volunteer

Management Audit

4 Low

Volunteer Interview
Process & Recordkeeping

Given that interview process is an essential process to determine suitability of
volunteers for the role, it is recommended that administration takes extra measures
to ensure evidences of interview are provided by relevant Volunteer Coordinators
in a timely manner and prior to volunteer registration in VMS, then stored in COS’s

record management system.

Closed

To be tested
by Auditor

(2]
19-Nov-19
8. LGASA 2019 Risk

Evaluation Report
6_LGASA Baseline

Not Met

Risk Management Systems

It is recommended that City of Salisbury update their Risk Charter and Guide in line
with the new 1SO 31000:2018 Risk management guidelines and also put a process
in place to ensure the documents are reviewed as per the Council’s document
management processes.

Closed

Yes
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i = = Title: [
s 5 ¥ E|. . . . 2
Log #|2 = 2 |& % | Finding/Opportunity for Recommendations o Resolved
o = Improvement 0
w
E =8 9. Identification of
Q|a @ g Potential Sources and
h £ o . . L. . . . . . =

13 2lgs| o their Trends when When assessing monitoring data, consideration should be given to their potential 2 Yes
;F) g ‘£ | & |assessingmonitoring data | sources and their trends (i.e. are concentrations stable, increasing or decreasing. 8
S|z £ ﬁl related to Contaminated

<3| w Sites.
= 1.COS should review its current volunteer feedback process and ensure that
< 3 f exiting volunteers are reached through appropriate mechanisms to get timely -
N c .

0| g3 é Volunteer Exit Process & feedback. § To be tested
£ > g Recordkeeping 2.Ensure the reasons for volunteer exiting is determined and captured in a timely o by Auditor
N A § manner to ensure fairness in the volunteer exit process and that volunteer exiting

= occurs as per volunteer management policy.
@2
o > . Review the opportunities identified by Internal Audit to relieve pressure pointsin | —
5 s Project Management . _ . 2
7 1s 8% ] Pressure Points the project management lifecycle, and develop a plan to implement as many of these| & Yes
ﬁ' N %‘ options as practicable. Provide this plan to the Audit & Risk Committee. ©
2
P 2: Emphasise the requirement for critical project management documentation to be
~ | B = prepared and retained in the records management system, in particular:
o E 2 Completion and recording | Ikey documentation prepared by external consultants such as design reports 2 | To be tested
B|S|E8 of key project "Iproject closeout documentation. 8 :
T |22 - o by Auditor
NGRS documentation
o o 3. Ensure there is clarity around which CDF forms are mandatory to complete for
each project (for example by project size, value, complexity).
% o On arisk basis, review the previous 2018 internal audit recommendations and
N (28| € . rogress implementation. Specifically consider implementation/ progress in
RN Implementation of | 00 c=0 MP P Y P prog -

m | B|lS2| B8 previous audit relation to: § To be tested
= 23| = - Ifinalising the CDF and in particular clarification of which requirements/templates| & by Auditor
NGRS | recommendations ) -

N el are applicable to each project
S lensuring that contractor site induction occurs and that evidence is recorded
Outstanding Actions

2.10 There are 14 actions remaining on the Audit Log Register as at 12 July 2022 to be
closed, and their status and risk ratings are illustrated below:

Closing Balance as at 12 July 2022
14
12
10
« 8
2
£
& 6
s
£ a
<
‘s 2
£
0 —
1_Very High 2_High 3_Medium 4_Low 5_Better 6_LGASA Total
Practice Baseline Not
Met *
m New (Not due Yet) 0
W Extended 1 4 2 1 2 10
= Not Due Yet 2 1 1 4
M Past Due Date 0
= Total 0 3 5 2 2 2 14

2.11 The level of completion of actions relative to the total number for respective audits
is shown in table below:
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Total # Actions Actions Status of Outstanding
Audit Actions Completed % |Outstanding| % Actions
2. Asset Management - Jan 2020 8 5 63% 3 38% |1 notdue, 2 extended.
4. Management of Contaminated Sites - Oct 14 12 86% 2 14% |2 not due
8. LGASA 2019 Risk Evaluation Report - Nov 6 4 67% 2 33% |2 Extended
9. Complaints Handling Process - Mar 2021 6 2 33% 4 67% |1 notdue, 3 extended
10. Event Incident Management Framework -
Jun 2021 5 4 80% 1 20% |1 extended
11. Volunteer Management Audit - Sep 2021 4 2 50% 2 50% |2 Extended
12. Capital Works Project Audit Mar 2022. 3 3 100% 0 0%
TOTAL 46 32 70% 14 30%

2.12 A full list of the Internal Audit Log Actions Register is included in Attachment 1,
covering closed and outstanding actions.

3. CONCLUSION/PROPOSAL

3.1 This report provides a summary of the position on outstanding actions from past
internal audits, since the last Audit & Risk Committee meeting.

3.2 Atotal of eight actions have been closed and 14 actions remain to be closed.
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§ has progr the of a model nsk
management pohicy and framework based on the LGA model
& template inchuding alignment with SO standard.
g Update 9/11/2021:
3 ek — An Enterprise Risk 2 Policy is ped in
- | % s recommended that City of Salisbury updatc their Risk Chartcr | Management Guide Management Charter arc to October 2021 and an FRM Roadmap was presented to Audit
L be reviewed and updated. The document review requirements | Brett Kabland = o ;
v @ and Guide n line with the new 1S0 31000:2018 Rigk management | = =1 and Risk Commitiee covering an FRM Framework
g " " will be st out in the final documents and will reflect Councils | (Team Leader o o }
5 3 3 Risk Management Systems| guidelines and also put a process in place 1o ensure the documents . The ) sew of the P scheduled to complete by March 2022 Yes
Iy are reviewed as per the Council’s document management - v pw.unu OO, e . 7 g guﬂmﬂlﬂ]:;\mmﬁmfmwkwupmm ~
- E risk Por will be included in Governance) the Bueenivey and o -
s Processss. the Audit Commitice work plan. : following their revicw. recommended
a further s _ and on
implementation impact,
3 Update 30/6/2022: FRM Framework finalsed, and a further
= workshop with Exceutives is planned for $/7/22 1o discuss on|
- roll out and implementation.
E CoS has documented nsk asscssments however it was noted that
. ,g they were outdated and roquires to be conducted again in line with Brett Kah _
Tle= Risk Assessmem specific CUTTENT CMETEENCY SOENArios (CoS will work with the Council Ready Program to conduct i g E Action is on track. Risk assessments have been commenced.
[ e £ 1o Emergency Managemen risk specific lo and ::"' Leader % 1471722 Emergency Mgt scenano risk assessment for flood No
& Plan It 18 recommended that Council conduct sk specific those risk 3 ¥ ) 28 E and bushfire scemarios undertaken. o
- ‘emergency management and include all current emergency
L) scenanos relevant 1o CoS.
. The devel of the Incadent Oy Manual has and
1 Abough elecedsff v b e on emergncy cperions, il ity vt sl with et g
[ . ) emergency event. The Incident Operations Manual has been
S 2§ Trained staff o "“""“‘"'"“‘"h‘f:h::““':‘:::'““’"""“ Traming on emergency management procedures will form part|  Brett Kahland § £ 53 endorsea by executive (October 2021). Training for satt wil
\ é ii i M of the development of the revised Emcrgency Management (Team Leader § <] woccur as part of the roll out of the Incxdent Operations Ne
ﬁ “ -meTe! o i Plan and will be conducted upon completon of the Council Corporate p § = Manual.
L | Procedure It is recommended that the list of current staff trained on emergency| =] . . N
2|« | 1422:
S 3 - e 1 d the ofthe | Ready Program. Governance ) H 14122 Mh:ofhmhml;&lhupmw
oup
e Emcrgency Mamgemect Plen, Note: extend time o enable key stafY to attend training in first
half of 2022,
TEedd as it i inchded imthe SAMA oS
Gieneral .
. apprered-br- S 40 -t rgeted-to-be
P 2.1 Focusin |, Engage with key stakeholders 1o establish per 1. Now Council has an Asset Management Sub I‘n‘ " 2‘: vamprleled By SHS T
ot m:v:l:‘;f measures and desired levels of service based on customer |Committee (AMSC) and will work through the levels frastructure, Draft SAMP to be presented for mid year budget
= service and enhancin Itation and of satisfi of service progressively for cach asset category. Man Pe, = 3 review in Jan 2022, ﬁ
s g ) B | 2.Establish levels of service based on targets that are |2, Existing levels of service in place but need to change| ""'t & § 3. LOS to be confirmed in the AMOP (Asset 3 N
- "':Dnim::;d measurable, achievable, relevant and timely. 10 more community centric focus. m:”'." i - = |Management Operational Plan) for all classes of asset. v
S g . kfd"f 3. Tmgl b to ensure that p 3. This is in place generally through the AMSC and ":‘ = S AMOP is to be completed by 31/12/2022. 3
: """u":m largets arc d to actual perfi and 410 |SAMG D'M"'_'“' ¥ Update 30/6/22;
o : key stakeholders on a regular basis. h il Council {through AMSC) has endorsed new asset
M " heirarchies and level of service criteria for roads,
" drainage. and building assets.
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(Generally in place however further improvements
currently underway. Working with Council on defining
“fit for purpose” and future demand and priorities.
Currently working the AMSC and developing a Place
Activation Strategy to assist with this.

(Current condition & fit for purpose audit addresses the

See comments above.
The Building Asset Management Plan (BAMP),
which i 10 the Strategic Asset M:

Plan and Long term Financial Plan, details the Levels
of Service for buildings, and financial forecasts to
deliver and maintain these Levels of Service. The

BAMP also identifies the priority of building related
works, which informs Council Budget Bids.
The Community Planning & Vitality Division put a

This will result in the upgrade of the Asset
T Plans late in 2020.
Action: See above.

Update 30/6/22: Public Consultation on the endorsed
Draft Interim SAMP has been completed, and is
expected that Council will endorse the Interim SAMP
at its July meeting.
Council (through AMSC) has endorsed new asset
heirarchies and level of service criteria for roads,
drainage, and building assets.

1. Review current capital i lanning for buildi B g . . report to the Community Wellbeing & Sport
2 2.4 Defining clear | and ensure that criteria for prioritising upgrades (including [ %" *41¢ with "‘:c“"' fu:fsml ""'"“": ";':“I:’ Karen Pepe, » o1 |Committee in May 2021, ltem 5.1.3 - Place Activation
4 g criteria for upgrades | construction of new assets) and renewal of buildings are ::im' report & m: o Manager = § Strategy - Formal Recreation. Building Condition No
? and renewal of clearly defined, documented and based on relevant factors analysts with 110 C i's ing facilities. Property & g = audit completed in 2020 and this information is used
2 g buildings including defined levels of service, condition, fit for Council's C P nity Hub model has m‘ Buildings B to develop capital programs, Buildings Asset
purpose audits and forecasted future demand. y v . " Management Plan to be redrafied and reported back
o with respect to the community facilities, with Burton 10 the AMSC by December 2021
and Ingle Farm Ci ity Hubs being Update 27
/01/2022: BAMP scheduled to the next
over the next few years. available AMSC meeting in Feb 2022.
. . . Update 28/03/2022: BAMP was presented to March
g“"'"?‘ Formal presentations snd reports to Council 2022 AMSC. See further details in comments for Log
) item 16,
Update 30/6/22:
Council (through AMSC) has endorsed new asset
heirarchy and level of service criteria for buildings.
See comments above. The Buildings Asset
M. Plan will be pleted by D b
2021 as reported to the AMSC,
An improvement plan is being prepared to be
endorsed by SAMG. This will continue the
Revi . . improvements being made to Asset Mgmt and AMP's
:j'. [mz‘:::nwmm"wcm covering the period to Dec 21,
[ et to Level of Servi Update 27/01/2022: BAMP scheduled to the next
1. Review the revised asset management plans against the Cmulr]n:nmvem uses the IPWEA e 'l'lns will Dameon Roy, available AMSC meeting in Feb 2022,
2.7 Opportunity to IPWEA standards and ensure they address the required be revi Imd', uﬂuAM‘;v the Manager Update 28/03/2022: BAMP was presented to March
- review contents details regarding levels of service, asset condition, lifecycle] . of hT e ment pl N Infrastructure _ ~y | 2022 AMSC, and Council adopted the building types
- included in the Asset e plan, asset eriticality, risk 2 and |V s oy -y p = Management; 2 2 |and endorsed criteria for Service Levels, and a further
6 ‘g Management Plans as processes for improvement. 2. Boing considered as part of the (Sirategic Asset g g will be ed to the July 2022 AMSC with No
g1 2 : : ' Management Plan (SAMP) as presented to Council on . g | rpomwi b¢ presented fo the !
e per IPWEA standards 2, Review the revised asset management strategy and 29 F, 2020, Karen Pepe, o = A has been prepared for | %
| and the ISOS5000 ensure it includes internal and external factors that may y ) Sul ittee is worki Manager the completion of other AMPs, and was endorsed by
R series impact on asset manag bj s well as strategi “:“' "‘“"‘;;'""".‘ N rwb “"m""‘ e Is working d‘"‘""m' Property & AMSC in Mar 22. See separate update report in April
risk issues and risks relating 1o these factors. s Buildings Audit & Risk Committee Agenda.
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P Next review cycle is 2023. Budget bid to be put in
s 22/23, to do the Site Categorisation in accordance
v 6, Further work as per : . 2
& E"z National Environmental| Where potential risks cannot be adequately assessed from D"::‘ Roy, E 142 Bud ““;d‘"‘m" r::"";uaf{‘ eladedin =
of #1532 Protection Measure | the existing information, further work may be required in | Agreed and noted e § eagest) b e o eludedin] 2 No
2 E E o ‘Silje c,l:.?‘::d:::::' =| sccordancs with the NEPM Schedule B2 (NEPC, 1995). Management = A prioritised list of sites requiring work in accordance g
+ 3 - with the NEPM will be prepared based on the updated
risk ratings in the register.
This is already done for MAR systems in the annual
E § 9, Identification of m: " data review and submission to FPA- example report
8 Potential Sources and When g data, ideration should be Sali get, - g provided.
Ed their Trends when . Testing of other catchment monitoring areas with the
3 2 . nsessing nwitoring given to their pﬂcm:lh:orcuw limtlmld:ht are  |Best Practice ':nd l::nmn g § identification of pollutants as required is Yes
2 data related to b gor = 0y, Manager - - implemented, and ﬂwdmnmmw process is
= Infrastructure
3 w | Comaminated Sites. being cap lasa i process
Management via SCADA system
a) Noted E
g b) At this point in time the Contaminated Site Register -
mmﬂn(‘upmmﬁli:mmmdummdby 5
City I there is no mechanism to [ . . .
| £y The ICRMP is the first step in establishing an
s 11 Mana tof The management of contaminated sites should be llnﬂdenl:;‘:::e-l ha:: fn this area, than on an Dameon R - z § integrated framework. ©
.9 G § g d Sites !nl.egrmed |mp asingle ) Also that a N M b across o Y. = Update 4/4/22: An action plan for this was presented | =
512 ¢ Integrated into a Single | 00 .:.: . i H'w"" ing the overal risk o :"‘ Council Dx I required. This is io | Inf “ EE nr::oz: "“"':f L’*d:.""‘“"ﬁ“f” ,'rm""""l‘;" & No
3| = Framework oS and the Recycled Water Systems arc appropriately |, 0 by revising the Integrated Water Cycle Management & 5 | sub-components of the delivery of this Hemin 18 5
« managed. Man « Plan into a new Int Casc 2 phased action milestones, whereby the ICRMP will
anagemen egrated Catchment Fl get developed in 2026,
Risk Management Plan and up-dating all Stormwater E_
Management Plans (SMPs) to ensure they model and )
- monitor water quality issues as well as water quantity E
(i.e. Mood management). ]
S
Establish a centralized system to capture information on
cumplunu. and use m system for Im\dlm;. mlugm; and
_ ived and resol mber I igation will need to be undertaken to find a | Hannah Walters | Update: 911721 We are currently preparing an EOL forthe | 5
ﬁ 1. Lack of a Complaints thmﬂl nﬂlmng i solution or by introd a | suitable program to capture all complaints in the one (Project g o technology solution to manage all Community Interactions. | =
TN = Handling & dedicated complai 2 system. place and identify funding requirements. This forms. Manager £ Update 30/06/2022 We are currently evaluating EOT for g No
ﬁ Management System | Ensure that all ints are and to the pmnl‘llnmpcnl’ncunmprnpn called| Ci i g : kamn:ﬂ-wuwhmml*ﬁmmﬁkm g
‘management on a regular basis, including complaints the E i y E Project. Experience) be implemented will be CRM
2 received via telephone calls, and from walk-in community
et members.
1. The ion will be imp
L ':I‘:M"' wilkin M“m policios snd procoderss, | o u G, i oeificast work requived in developing s Update: 9/11/21: The Community Expereince Framework is
= . N " - report on performance against all service standards. no longer an operational document.
g o e Unclear if ing against service dards is ‘We currently report to Council monthly on all CRM data but
= Z'Ea!lbllahamhmmlomrdlndnmmacnnl mdﬂnlwnwl;h 'hbm' N monthi this will be expanded when we introduce a Customer
2. Performance performance against all service standards; e S O = ly Hannah Walters R M that will I
_| £ A . h ! basis. Investigation and scoping of the solution will be ; - o clationship Managemen System that will capture
g 3 Monitoring and 3. Establish a monthly reporting process on actual ired. (Project g g Community Interactions, %
8 = Reporting on performance against all agreed service for i - """“y will be © Manager a 8 Update 24/01/2022: New initiative bid subminted for B No
§ 5 =| Management of complaints and requests for services. ln;lnhe of the O por Service Community = = funding and implementation for the CRM project &
i i indi i Ly ® i T 121 Wi ( EOI for the
g Complaints 4, Rfme"w‘l::e hywmhu:xm andserv:: listed in the C ity Service F i Experience) Update: Cwll! Mﬂ::f(rmnl ‘
(3_ Co - N rience and also the CCC 4. The key performance indicators listed in the Update 30/06/2022 We are currently evahuating FOI for
= , I“|m“1 pe mc "'m"‘. P Community Experience Charter will be reviewed to Enterprice Resource Planning solution and the first module o)
U, 0 Shewre e attar realistie. ensure they are relevant and realistic. be implemented will be CRM
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usiness
Orwmers:
Hannah Walters
(Project
Manager Update: 9/11721: Requirements for escalations will be built
i Commanity into the detailed business requirements document for the
g :‘.‘“l‘;:::::; Customer Realsonship Management Solution.
_| £ is wi ; _ R )
o E 3. Escalation Process | Ensure that escalation process implemented covers Tier 3 This will get captured as part of the Exception | Cramey (General ] & |Update 2401/2022: New initiative bid submitied for funding) :E
A N . . o N Project scope, and implementation for the CRM project
o = for Tier 1, Tier 2 and as per the of COCP ; . " i " S s No
" " ' s . and implement the Complaints handling Tier escalation] Community = = 3
g - Tier 3 Complaints and/or revise the CCC Procedure accordingly. process. Development) = = | Update: 9/11/21: We are currently preparing an EO! for the
technology sohution to manage all Community Interactions,
Owner for ECM Update 30/06/2022 We are currently evaluating EOI for
e Syviem ) Enterprice Resourss Planning solution and the first medule to
gy Fs"i”"""u m"‘ be implemented will be CRM
(Team Leader
Business
Intelligence and
Data
Update: 9/11/21: Requirements for escalations will be built
mto the detarled busmess requirements document for the
Customer Realtsonship Management Solution,
8 g 4. Trend Analysis on | COS should perform data analysis on complaints received | b oy o v amorated as part of the Exceptional tm::m I g Vipdats JARUTALE: New nincive bid sebcained e
o g i Complaints Data for mamwmm&wwwm.wm P nity Experience Projoct and M g E funding and implementation for the CRM project % No
E Strategy F lation appropriately apply as input within COS’s strategy F ¢ et S 5 '3
= gy Formu formulation process. implemented. - H = | Update: 9711721 We are currently preparing an EOI for the
Experience) gy solution to manage all C ity i
3 Update 30/06/2022 We are currently evaluating EOI for
Py Enterprice Resource Planning solution and the first module to|
be implemented will be CRM
1. Establish a definition of what constitutes a COS “Event™ for the
purposes of interprening and enforcmg event-specific policies and
business mles.
2. Formally agrec and the roles and il of
stakeholder groups across Council i providing expertise for the " = - 1,23 & 5 Jubc
planning and delivery of events, mcluding the level of involvement ; m’:’::ﬁ'l “d:r; N the roles and Kushnir (Manager
of the WHS team in the risk * Community
E asscasment process and 1o whom a copy of the risk asscssment "“““‘""'I:’ """""“_‘:"‘""""““'""’;',“ Experience &
must be provided. These roles and responsibilitics can be - Relationships ) i .
3 A nced . determmed with reference 1o a nsked-based event categonsation WHS g N 4: Michelle Dagger| - e mh:.lnlﬁnd "nlhc.-m
ooty | Mecommerntation 1), andor leiked 10 apecific events idontified | - IOV e sbove w. 3, clerly (Toam Leader | = 5 g | omplom. Business ruls deveioped o Hsuilly whon Evonts
H] stakeholder in the cvents calendar : the cevents that the Events Team shall be responsible for, E Place o& df g Team esther manages event, or takes on responsibility for
3 é responsibilities and :‘m bus 'm” when obe inchading the definition of when it is required to separate g and EQ g infrastructure, not content. | 2 & 3 complete. 4 & 5 1o be To be wested
33 cngagementin therisk |2 D°VSIoP  businss determing when cvents are infrastructure dclivery from program/performance delivery. S c=3s identified in consultation with WHS officer. by Auditor
ﬁ and hazard ficati 'managed by the Events Team. This could be aligned 10 evemt nsk 4. Fyents team will ide the WHS tcam a copy of their risk Curanon) & So&m =
; categories (see Recommendation 4) and/or other criteria determined| of the up and " the Simon _:v-ﬂ - T 38 June 2022
process the Fvents Team in consultation with other stakeholdrs. ssscssment of the up and coming crent fwo wecks prios to MeGuinncss pdate 30 June 2023:
£ o s B B event taking place. The day before the event, w0 485 now.
n ouncils ing place. The day any changes (Team Leader completed
2 fead tes for consuling relevans stakchlers nrelation o the ik [+ 55655t il be subemitod 1o the WIS weam for revin. |,
e assessment and risk trestment processes for events. o'r. ¥ ¢ Events and Publi R'"" Il‘ﬂ” Wellbeing) {in
5. Defing risk-based categorics for the grouping of cvents, and F ) consultation with
assign each cvent 1o 3 category. These cateponics can then be used Sccurity)

d in¢ the roles and ibilinies of

(including, for example, whether an event should be led by the
Events Team), nature and extent of documentation and other
requirements to support cvent management and risk assessments.
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A.Completion of the Event Safety Handbook i lieu of
revising the old risk assessment template is mostly complete.
Tanticipatc having this finished by mid February. The
handbook forms the basis of lookup for the event safety

checkhst.
B.The 1-2 page checklist is created after the Handbook
& index is compelied. It's a relatively simple exercise, however
7. Perform a review of the risk assessment template (invohving key | Agreed. To address the recommendation, the followmg Action it mtends to accurately reference the handbook — wherehy
- stakeholders from the WHS, operations, HUB security and events | Plan will be implemenied. — . both documents need 1o maich.
~ Opportunity to review  |leams), with a view to gimplifying the document, A - Complete the revision of the risk asscosment template. Nick Cross { g g C.This is sccomplished by virtue of the two items above. %
] _5 and refine the risk | Specil the risk of i should be |8 - Develop a 1-2 page risk asscssment checklist. WHS P— ] Elc.Apumwdlﬁlmml‘ndhmmﬂthﬂh- No
2': assessment template  |as part of the risk asscssment process and be included in the C - Develop a scalable nisk assessment or other cvent source ;_‘ = relate to the event, In that manner its scaleable, The person | 5
template 1o prompt consideration. Fellowing this review, determine | material that informs of relevant risk controls measures o then refers to the ticked checkist requirements m order o
g and record a required next review date for the template. support the nsk assessment checklist manage the risk.
Update: 21/322:
g The draft Event Safety Handbook 1s currently scheduled for
& the next quarterly Principal WHS Commitiee meeting o be
- ek on 19th April 2022, prior to fimalisation of the handbook
Update 30/06/2022: Following the Prmciple WHS
Commitice meeting feedback, the Event Safety Handbook s
1w be further updated for finalisation.
! As a better practice control measure, it is advisable that v‘l:' Faracic
(COS prioritise the development of a comprehensive c anager
Volunteer Safety Handbook to meet the core components of] “n""'“l“'" ___l“"’
] the WHS Ind and Training Procedure detailed below: | Actions proposed include sourcing funding and an Wellbeing) Wm?:w“k";m';:‘;’““("’m““
s 'g. Volunteer Safety *Provide WHS i ion, training and i ion in a to develop an accessible casy- ¢ E pm:v';:m!mpmlhnimﬁshh ‘::::“r } Ne
,'f] ! Handbook way that is readily understandable to any person whom it is | English Violunteer Health and Safety Handbook that Michelle E Health and Safety Handbook that complics with WHS
- provided nplies with WHS Hodshon requirements,
*Provide workers with information, instruction and training (Volunteer
A that is necessary to protect persons from risk to health and
= safety having regard 1o their role Officer)
Management agrees that the micrview 1s a cntical element o
! volunteer onboarding. It notes all stafl with voluntcer
management responsibilitics arc provided traming m councils

. . . . . volunteer management requiremients including the need to
Given that interview process is an cxscntial process to determine " anil and that the "

— oo | Work has been undertaken on this and is Iy $0%
= Volunteer Interview ‘“‘*""“'““m“‘"“"::w: e forwarded to Vieluntoor Services a6 & part of the registration] “Tﬂnﬁm g complete. Stall leave has impacted the completion of the —
e 3 Process & i e by relevant V Coond na [Proces D g task. It is now cxpected to be completed by 30 June 2022 é by Auditor

b Recordkeeping timely manncr and prior 1o vokunteer registration in VMS, then | <101 Proposed i that Velunteer Services staff must have Officer) A -

E stored in COS's record management system. recerved interview notes, that meet the required standard, to 30V06/2022: Completed.

regsier 3 person as 3 volunicer with the organisation, and, the
- mtcrvicwing staff must provide the imtervicw notes 1o
= Voluneer Services staff to store in DataWorks for record-

kecping purposes.

mwnnmmvmuw Part | of this action is complete as a new practice is in place
1.COS should review its current volunteer feedhack process and reasons are o wtilise email, as approp 0 comtact exiting
_ ensure that exiting veluntcers are reached through appropriate mmkmMnnhmdmen M o o providing them with a link to an online exit survey. Pan 2 of
i ichelle Hodshon,
:"E Volunteer Exit Process . anmhptmlyfmclb:ct i m-n:l.‘mlmwlfmwmhlm v g S Mmi?aw:nbem.nnww‘ham:m?l.wmm Tobe tested
o 2 & Recordkeepin 2 Ensure the reasons for volunieer cxiting and the D been on this and is #ir%s complete. by Auditor
:-_-'] g “ ceping captured in a timely manner to ensure fairness in the volunteer exit wlm-dhmn’hmnw-ﬂl-wymk Officer) g g Staff leave has impacted the completion of the task. It is now Y
£ process and that volunteer exiting occurs as per voluntoer forwarded to the volunteer m a timely manner and reason expected to be completed by 30 June 2022
Z management policy. recorded in the Volunteer Management System and
- DataWorks, 3WVD62022: Action completed,
Itis 1o develop a comp Volunteer
] EE Update Volunteer Management Manual or review and update the Voluntoer Michelle Hodshon, 9 9 As from Dec 2021 work started on reviewing Volunteer
. ﬁ._‘g i Mans t Corporate " Corporate ith reicvant version control | Action proposcd i the G be [ §| § Corporate and it is app E Neo
§>§’ Gu‘d:;'““ OMPOTHE | details covering the full end to cnd volunteer process, 1. updatcd and version control rc detaikd. | Deveh 2 g m:wum»wmmwn Z
== ideline and ensure that the mformation held on mtranet is consistent with Officer) = =
the manual or gusdelines.
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- I - . The Ciry’s Infrastructure Delivery Team will review the An Action Plan was prepared and presented to the April
“'?‘ EE . neuwﬂgwmwwwmmm opportunitics to reheve the pressure points and develop an Bocsed Cuiling, 2022 Audit & Risk Commitiee meeting. Improvement Plans Action Plan prepared and
2| 8|3 Project Management | pressurc pomts in the project management ifccyele, and develop a | o olan 1 implement the recommended options where Manager agreed within the Project Management Audit Action Group presemed 1o April 2022 ARC|  Yes
? g. Pressure Pomnts plan to implement as many of these options as practicable. Provide N " —— o . Infrastructure " " .
B UE this plan to the Audit & Risk C possible in relevant and will be presented as an update to the Audit & Risk meeting.
- B - will update the status 1o Audit & Risk Committce. ¥ Commitee m November 2022,
2. The City's Infrastructure Delivery Team will provide
tramming of p and p together with
b 2: Emphasise the requirement for critical project hoduling adhor phis souting | process requs
< documentation to be preparcd and retamned in the records chocking New reporting of procedure comphance will be
i management system, m particular: relled out.
] . . "key documentation prepared by external consultants such as Jarred Collins, o
’; S cml::::;;ﬁm; dexign reports 3. The City's Infrastructure Delivery Team will cxpand the Manager g foms complete, Tobe tested
lon project closeout documentation. cxisting documentation to highlight the o clearly e by Auditor
] £ identify all mandatory Capstal Delivery Framework documents Delvery. -
E‘ 3. Ensure there is clarity around which CDF forms are mandatory tof within either Project Initiation or Propect Brief document, to
fa] complete for cach project (for example by project size, vabse, cnable cach project to be scaled sccordingly to the
] complexity) recuirements and risk profile. This will be reflected on the
(CDF page on intranct and communicated to all relevant
stakeholders.
Followmg specific actions will be undertaken 1o close the
i partally implemented actions from previous internal audit:
£ On a risk basis, review the previous 2018 internal audit 1A new Capital Delivery Framework Manual covering the
o E and progress i Specifically CDF process will be developed by 31 May 2022, Jorved Colline,
b o consider implementanon’ m relation to: 2. Girven that there is less value add in recreating the missing g Tobe tested
4 i -g ol Pre fimabising the CDF and m particular clarificaton of which 8 pectively for phted proects. further Manager Actions completed. by Asdhor
al 2 || it recommendaons arc applicable 1o cuch projoct training will be provided by 31 March 2022 and nftusiructure < ¥ Audra
| i ensuring that contractor site induction oceurs and that evidence is 0 relevant 10 ENSUE PECESSAry ¥ -
8 recorded CDF d are d ly. This wall
a be imp with the imp of
- 2 and 3 related to finding 2.2 above as well.
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ITEM 7.1.7

ITEM 7.1.7

AUDIT AND RISK COMMITTEE

DATE 12 July 2022

HEADING Internal Controls Framework and Audit and Risk Committee
section for Annual Report 2021/2022

AUTHOR Hussain Rafeeu, Internal Auditor & Risk Coordinator, CEO and
Governance

CITY PLAN LINKS 4.4 We plan effectively to address community needs and identify
new opportunities.
4.5 We engage meaningfully and our community is aware of
Council initiatives.

SUMMARY The City of Salisbury Annual Report refers to the operations and
financial activities of Council in the previous financial year. It also
contains sections which detail the operations and membership of
the Audit and Risk Committee of Council and the Financial
Internal Controls Framework.

This report contains the draft text for these sections of the annual
report for review by the Audit and Risk Committee.

RECOMMENDATION

That Council:

1.  Approves the proposed inclusions in the annual report relating to the operations and
membership of the Audit and Risk Committee for the 2021/2022 financial year as set
out in Attachment 1 to this report (Audit and Risk Committee, 12/07/2022, Item 7.1.7).

ATTACHMENTS
This document should be read in conjunction with the following attachments:

1. Internal Controls Framework and Audit Committee section for inclusion in the Annual
Report 2021/2022

1. BACKGROUND

1.1 Council is required, under Section 131 of the Local Government Act 1999 to
publish an annual report. The annual report must be prepared and adopted by 30
November each year. Contained within the annual report is information regarding
Council’s operating and financial activities for the previous financial year. It also
includes information relating to the operations of the Audit and Risk Committee
of Council.

1.2 Each year, the Audit and Risk Committee reviews the statements to be included in
the annual report concerning internal audit and risk management.
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1.3 The full annual report is presented each year to the Governance and Compliance
Committee for review and recommendation to Council. To allow the Audit and
Risk Committee to consider sections relevant to its operations prior to inclusion in
the annual report, the relevant text is presented separately to the Audit and Risk
Committee.

1.4 The content of the report in Attachment 1 will change when section 126(9) of the
Local Government Act 1999 enacted in the Statutes Amendment (Local
Government Review) Act 2021, comes into effect on 30 November 2023.

1.5 Section 126(9) of the Local Government Act 1999 enacted in the Statutes
Amendment (Local Government Review) Act 2021 states that “A council must
ensure that the annual report of its audit and risk committee is included in its
annual report”.

2. REPORT

2.1 The City of Salisbury’s annual report is a vehicle for the publication of Council’s
end of financial year statements and a summary of its operating activities over the
previous financial year. Financial statements will be presented to the Audit and
Risk Committee for review at the October 2022 meeting.

2.2 The operations of the Audit and Risk Committee, together with information
regarding the Financial Internal Controls Framework are outlined in the annual
report. A draft of the proposed text for inclusion in the annual report on these
subjects is provided as Attachment 1.

2.3 The proposed text is concise and prepared on the basis that the audience will be a
variety of stakeholders including local residents and the Minister for Local
Government. It gives a brief explanation of the Financial Internal Controls
Framework, the work of the Audit and Risk Committee and its membership
throughout the year 2021/2022.

2.4 Once the Audit and Risk Committee have reviewed the proposed text the next
step in the process is to forward it to the Community Experience and
Relationships division for inclusion in the draft annual report, which will be
presented to the Governance and Compliance Committee.

3. CONCLUSION/PROPOSAL

3.1 The proposed inclusions in the annual report provide information relating to the
operations and membership of the Audit and Risk Committee of Council in the
2021/2022 financial year. The draft text is provided for review, prior to
submission for inclusion in the draft annual report.
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Internal Controls Framework and Audit Committee section for inclusion in the Annual Report
2021/2022

Audit and Risk Committee of Council

The Audit and Risk Committee reports to Council and is a critical component of the Council's
governance framework. The Audit and Risk Committee is established in accordance with Section 126
of the Local Government Act 1999. Its functions as per the Act are as follows:
« reviewing annual financial statements to ensure that they present fairly the state of affairs of
the council; and
« proposing, and providing information relevant to, a review of the council's strategic
management plans or annual business plan; and
« proposing, and reviewing, the exercise of powers under section 130A; and
« liaising with the council's auditor; and
« reviewing the adequacy of the accounting, internal control, reporting and other financial
management systems and practices of the council on a regular basis.

Further information regarding the roles and responsibilities of The Audit and Risk Committee are
contained in its Terms of Reference, which are available on the City of Salisbury website.

The Audit and Risk Committee consists of five members, three of whom are independent of the
Council. Independent members are appointed by Council based on their individual skills, knowledge
and experience to ensure the effective discharge of the Committee’s responsibilities.

Audit & Risk Committee Membership July 2021 — June
2022

Name Elected Member Dates Attendance
Or
Independent
Member

Elected Member July 2021 = June 2022 50f 5

Cr Graham Reynolds (Chairman) meetings

Elected Member July 2021 — June 2022 50f 5

Cr Kylie Grenfell (Deputy Chairman) meetings

July 2021 — June 2022 50f5
meetings

Mr Craig Johnson

Independent consultant indepandent Membor

Mr Neil Ediriweera 5of 5
Partner, KPMG Independent Member | July 2021 — June 2022 meetings

Ms Paula Davies 50f5
Professional Standards Director Independent Member | July 2021 — June 2022 meetings

Financial Internal Controls Framework

The City of Salisbury follows the Local Government Better Practice Model — Financial Internal Control
for South Australian Councils. In order to demonstrate compliance with this model the City operates
an extensive financial internal controls framework. The framework is designed to ensure financial
processes, procedures, policies and systems are applied efficiently and effectively in order to mitigate
the financial risks identified in the Model. Oversight of the financial internal control framework is
provided by The Audit and Risk Committee of Council, through the Governance Division. The financial
internal controls framework of the Council is audited by the City of Salisbury’s external auditor.

Number of internal controls rating 4 or higher

The City of Salisbury utilises a risk and control management application called ControlTrack, to
monitor and review its internal financial controls. There are approximately 260 controls within
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7.1.7 Internal Controls Framework and Audit Committee section for inclusion in the Annual Report
2021/2022

ControlTrack across 7 classes: Assets, Expenses, External Services, Liabilities, Revenue, Strategic
Financial Planning and Financial Governance.

We use a five point rating scale when self-assessing the effectiveness of our internal financial controls
(1 = ineffective, 2 = requires significant improvement, 3 = partially effective, 4 = majority effective and
5 = effective).

Of the controls assessed and reviewed in 2021/22, four controls (1.5%) were assessed as being
partially effective, and the other controls assessed are rated as either effective or majority effective.
Treatment plans have been established to improve the rating for the four controls that are assessed
as partially effective.

High risk outcomes / findings from internal audits

The City of Salisbury operates a risk-based Internal Audit Plan, where audits are conducted to provide
assurance on the risks identified in the Strategic Risk Register.

The following audits were completed and reported to The Audit and Risk Committee in the 2021/2022
period:

« Event Incident Management Framework;

« Volunteer Management Audit; and

« Capital Works Projects Audit.

An audit on Event Incident Management Framework was performed by Galpins to provide assurance
that the controls in place to prevent and manage contamination incidents / sites are robust.

An audit on Volunteer Management process was performed to provide assurance regarding the
effectiveness of the processes that are in place regarding the volunteer management process.

An audit on Capital Works Projects was performed to provide assurance regarding the effectiveness
of the processes that are in place to manage, monitor and deliver capital works projects undertaken
through City Infrastructure, in accordance with the Project Management Manual and/or Capital
Delivery Framework.

The actions identified to address the risk findings from internal audits are implemented by the Council.
Two high risk-rated findings from internal audits were identified and reported to the Audit and Risk
Committee in the 2021/2022 financial year. These two findings were resolved and closed in
2021/2022.

Risk Management

In November 2021 the Audit Committee was renamed as Audit and Risk Committee. During the year,
the Audit and Risk Committee reviewed COS's Enterprise Risk Management Policy, Enterprise Risk
Management Framework, and Fraud and Corruption Prevention and Management Policy. A Risk
Management and Internal Controls Activities report is reviewed by the Audit and Risk Committee
which captures the review of strategic risk register and other risk management and internal control
activities on a quarterly basis.
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ITEM 7.1.8
AUDIT AND RISK COMMITTEE

DATE 12 July 2022

HEADING Treasury Policy Review

AUTHOR Kate George, Manager Financial Services, Business Excellence

CITY PLAN LINKS 4.2 We deliver quality outcomes that meet the needs of our
community

SUMMARY This report presents the Treasury Management Policy to the Audit
Committee prior to presentation to Council for consideration and
adoption.

RECOMMENDATION

That Council:

1.  Adopts the amended Treasury Policy, as set out in Attachment 1 to this report (Item

7.1.8,
floors
Audit

Audit Committee, 12/7/2022, reflecting change in the application of borrowing
and to the calculation of the borrowing mix, as considered appropriate by the
and Risk committee.

ATTACHMENTS

This docum
1.  Propo
2. Propo

ent should be read in conjunction with the following attachments:
sed Treasury Policy - Marked Up
sed Treasury Policy - Finalised

1. BACKGROUND

11

1.2

1.3

The Local Government Act, 1999, sets out Council’s powers in relation to
investments and borrowings. The policy set out in Attachment 1 details Councils
position in relation to Treasury Management and is aligned to the requirements of
the legislation.

The attached Treasury Policy is effectively Council’s mandate to the
administration as it provides the direction and also limitations to undertake
investment activities, to be exercised under appropriate delegations.

Council resolved in February 2020 when considering the Second Quarter Budget
Review for 2019/2020 (Budget and Finance Item 6.5.1) that:

That a further report be provided that reviews the Treasury Policy, Part
E — Policy Statement, paragraph 1-2, for non-discretionary bids and
sundry projects. (Resolution 0426/2020 extract)

The Treasury Policy was updated in October 2020 to strengthen the policy in this
regard.

2. CONSULTATION/COMMUNICATION

2.1

N/A
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3.  REPORT

3.1

3.2

3.3

3.4

3.5

3.6

3.7

3.8

The Treasury Policy has been reviewed having regard to the legislative
requirements of the Local Government Act 1999 and the Local Government
(Financial Management) Regulations 2011.

Further the policy has also been reviewed against the recommendations contained
within the LGA ‘Financial Sustainability’ Information Paper No. 15: Treasury
Management (revised February 2015) which provides guidance to councils in
determining Treasury Management guidelines, which suggests floors of 30%.
Council resolved to reduce floors applying to City of Salisbury borrowings from
30% to 20% in November 2019 (resolution 0333/2019). This was in response to
the ongoing steady decline in interest rates, and consideration of advice from the
LGFA, and City of Salisbury’s relatively low debt

In October 2020 the policy was expanded to provide clarity to the administration
and to Council for consideration and decision making related to funding requests
as resolved by Council in February 2020. Essentially every additional item that
Council decides to fund during the year is done so with fair consideration of all
other projects and bids, and consequently, Council must only decide to allocate
funds should there be no alternative.

Interest Rate Risk

Floors of fixed and variable interest facilities have been included in the policy to
assist in managing interest rate risk, that is the negative impact of changing
interest rates. However, in times of low levels of debt it may not be possible to
achieve the desired mix in borrowings. As City of Salisbury last entered into long
term fixed interest borrowings in 2011 (except for a loan of $500k taken out in the
2017 financial year to support a community club), with borrowing requirements
being reviewed annually since this time and variable interest rate Cash Advance
Debenture (CAD) facilities established.

Typically, Council has not needed to draw down on these CAD facilities,
primarily as a result of improved cashflow position compared to budget
expectations, with significant factors being property development proceeds,
timing of delivery of the capital program improving operating surplus results,
returned funds as part of the carry forwards process, higher levels of grant funding
achieved, and numerous expenditure savings against budgets.

This trend has continued with no draw down required at 30 June 2022 and cash
holdings of $8.1M (subject to confirmation through end of financial year
processes and audit).

Until CAD facilities are consistently drawdown it is not appropriate for Council to
enter further fixed interest borrowings, as Council will be borrowing funds and
also holding cash, noting that the interest earned on cash holdings is significantly
less than the interest paid on borrowings.

Currently fixed rate borrowings are $5.6M with CAD facilities of $50.3M (as
reported in the April 2022 Finance Report). As there is currently no additional
borrowing needs it is not possible to meet the borrowing mix requirements.
Under current measurement practices the mix is 10% fixed and 90% variable,
noting that the policy also has been amended to change the calculation of the
borrowing mix discussed below.
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Variable Rate Borrowings & Reporting

3.9 Historically the mix of borrowings has been calculated at the level of fixed rate
borrowings and variable rate facilities, irrespective of the level of draw down on
the CAD facilities. As previously reported if CAD facilities are not drawn down
they are not contributing to managing interest rate risk. The policy has been
amended to reflect that the mix and achievement of borrowing floors will be
determined through considering the average drawn down position of CAD
facilities.

3.10 Example of Borrowing Mix based on Level of Facilities: If fixed borrowing are
$10M and variable facilities are $40M, the mix is 20% fixed and 80% variable
provided the calculation is based on the level of facilities, however whether
council is effectively managing interest rate risk is unknown.

3.11 Example of Borrowing Mix based on Level of Draw Down: If fixed borrowing
are $10M variable facilities are $40M with an average draw down of $15M, the
mix becomes 40% fixed and 60% variable (being $10M/$25M and $15M/$25M
respectively), and council are managing interest rate risk in accordance with the
policy.

3.12 The Policy has been updated to reflect the move to reporting the mix based on the
level of average draw down rather the level of facilities. Average draw down is
also more important than the level of draw down at the time of reporting, as the

draw down can be impacted by short term factors, such as rate due dates and also
timing of grant receipts.

3.13 Under the new calculation of mix, 100% of councils borrowings are fixed as
CADs have not been drawn down during the year, however, the Net Financial
Liabilities (NFL) ratio will be below 10% and consequently under the revised
policy the floors / mix requirements are not required.

4.  CONCLUSION/PROPOSAL

4.1 The Treasury Management Policy has been reviewed with regards to the
Legislative provisions of the Local Government Act 1999, the Local Government
(Financial Management) Regulations 2011, the guidance contained within LGA
‘Financial Sustainability’ Information Paper No. 15: Treasury Management.

4.2 The Treasury Policy as set out in Attachment 1 is provided to the Audit and Risk
Committee for review and the provision of feedback prior to the policy being
presented to Council for consideration.
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7.1.8 Proposed Treasury Policy - Marked Up

N

CITY OF

Salisbury

Treasury Policy

Policy Type: Policy

Approved By: Council Decision No: 2010/2128, 2011/327,
2013/1927, 1026/2016,
217372017, 0333/2019,

| 00010710/2020,
Approval Date: 23 March 2010 Last Reapproval Date: 26 October 2020
Review Date: September—2024November | Internal Reference No.:
2023

Department: Business Excellence Division: Financial Services

Function: 7 - Financial Management | Responsible Officer: Manager, Financial Services

A - PREAMBLE

1. This policy provides clear direction to management, staff and Council in relation to the
treasury function. It underpins Council’s decision-making regarding the financing of its
operations as documented in its annual budget and long-term financial plan and associated
projected and actual cash flow receipts and outlays.

2. Council is committed to adopting and maintaining a Long-term Financial Plan and operating
in a financially sustainable manner.

3. Section 3 of the Local Government Act, 1999, requires Councils to act in a way that is
effective, efficient and accountable. This is especially important when managing monies
acquired by Council in order to benefit the Community.

C - POLICY PURPOSE/OBJECTIVES
1. This Treasury Management Policy establishes a decision framework to ensure that:

e Funds are available as required to support approved outlays;

e [Interest rate and other risks (e.g. liquidity and investment credit risks) are
acknowledged and responsibly managed;

e The net interest costs associated with borrowing and investing are reasonably likely
to be minimised on average over the longer term.

e Further it clarifies the treatment of surplus funds, identified through Budget Reviews
E - POLICY STATEMENT
1. Treasury Management Strategy

1.1.  Council’s operating and capital expenditure decisions are made on the basis of:
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e [dentified community need and benefit relative to other expenditure options;
e Cost effectiveness of the proposed means of service delivery; and,

e The affordability of proposals having regard to Council’s long-term financial
sustainability (including consideration of the cost of capital and the impact of the
proposal on Council’s Net Financial Liabilities and Interest Cover ratios).

1.2, Council manages its finances holistically in accordance with its overall financial
sustainability strategies and targets. This means Council will:

* Maintain target ranges for its Net Financial Liabilities ratio;

e Generally only borrow funds when it needs cash and not specifically for particular
projects;

* Apply any funds that are not immediately required to meet approved expenditure
(including funds that are required to be expended for specific purposes but are not

required to be kept in separate bank accounts) to reduce its level of borrowings or to
defer and/or reduce the level of new borrowings that would otherwise be required.

Budget Review Process / Funding Requests Arising throughout the financial year

e Apply surplus contained within the Sundry Projects Fund, following adjustments for
variations to existing estimates, to a reduction in borrowings.

e To ensure ongoing financial sustainability and appropriate deliberation of arising
matters, it is imperative that wherever possible any new bids/projects arising through
the year are to be referred to the budget process for the subsequent year as this
enables Council to consider the merits of these proposals with all other bids/projects.

e To be considered for funding during the year the project must be urgent or
advantageous to Council, and where possible Council should consider options for
cancelling or deferring existing projects to enable funds to be made available. It
should be considered a last resort to add to the program and increase borrowings as
this does not enable Council to consider the merits of the specific project in light of
all other proposed projects

* From time to time a matter may be referred to the next quarterly budget review as a
“Non-discretionary Budget Review Bid"”. This mechanism is only to be used when
funds must be expended without delay, and consequently should be regarded as an
extraordinary situation or advantageous to Council.

2.  Interest Rate Risk Exposures

2.1._Council has set range limits for both fixed and variable interest rate borrowings in order
to minimise net interest costs on average over the longer term and at the same time
manage interest rate movement risks within acceptable limits.

2.3.2.2.  These limits defined below are to apply when Net Financial Liabilities Ratio exceed
10%. At times of NFL Ratio below 10% where possible limits defined below will be
maintained.

2.2.2.3. Fixed Interest Rate Borrowings
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e To ensure an adequate mix of interest rate exposures, Council will structure its
portfolio of borrowings to maintain on average in any year, not less than 20% of its
facilities in the form of fixed interest rate borrowings.

e In order to spread its exposure to interest rate movements, Council will aim to have a
variety of maturity dates on its fixed interest rate borrowings over the available
maturity spectrum.

2.3.24.  Variable Interest Rate Borrowings

* Council will structure its portfolio of borrowings to maintain not less than 20% of its
faetlities-average total borrowings in any year in the form of variable interest rate
borrowings.

e Council will utilize long-term variable interest rate borrowing facilities, such as the
LGFA’s Cash Advance Debenture, that require interest payments only and that
enables any amount of principal to be repaid or redrawn at call. The redraw facility
will provide Council with access to liquidity when needed.

3. Investments

3.1.  Council funds that are not immediately required for operational needs and cannot be
applied to either reduce existing borrowings or avoid the raising of new borrowings will
be invested. The balance of funds held in any operating bank account that does not
provide investment returns at least consistent with “at call” market rates shall be kept at
a level that is no greater than is required to meet immediate working capital
requirements.

3.2. Council funds available for investment will be lodged ‘at call’ or, having regard to
differences in interest rates for fixed term investments of varying maturity dates, may be
invested for a fixed term. In the case of fixed term investments the term should not
exceed a point in time where the funds otherwise could be applied to cost-effectively
either defer the need to raise a new borrowing or reduce the level of Council’s variable
interest rate borrowing facility.

3.3.  When investing funds, Council will select the investment type which delivers the best
value, having regard to investment returns, transaction costs, and other relevant and
objectively quantifiable factors.

3.4.  Council management may from time to time invest surplus funds in:

e Deposits with the Local Government Finance Authority; and/or
e Bank interest bearing deposits
¢ Bank accepted/endorsed bank bills
¢ State/ Commonwealth Government Bonds
3.5.  Any other investment requires the specific approval of Council.

4. Reporting

4.1.  During the year Council will receive a report detailing total fixed borrowings and
variable fixed-borrowings at the end of the preceding month, also average variable
facility drawdown year to date, tegetherswithdetails of all investments held, their term

Page 153 City of Salisbury
Audit and Risk Committee Agenda - 12 July 2022



7.1.8 Proposed Treasury Policy - Marked Up

and interest rate. Timing of these reports will be November, February, May, unless
there is an opportunity to report earlier, with the end of year reported as soon as

practicable as part of our end of year reporting. (Council Resolution, Item No. 734
dated 28 November 2011)

42 At least once a year Council shall receive a specific report regarding treasury
management performance relative to this Policy. The report shall highlight:

¢ For cach of Council’s borrowings and investments - the quantum of funds, its interest
rate and maturity date, and changes in the quantum since the previous report; and,

e The proportion of fixed interest rate and variable interest rate borrowings at the end

date of the reporting period along with key reasons for significant variances
compared with the targets specified in this policy.

F - LEGISLATION

For Borrowings
Local Government Act, 1999 (Sections 44, 122 and 134)
Local Government (Financial Management) Regulations 2011

For Investments
Local Government Act, 1999 (Sections 47, 139 and 140)

Document Control

Document 1D Treasury Policy
Prepared by Kate George
Release 1.00
Document Status IEndorsed
| Date Printed 28/06/202227/06/2022
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N

CITY OF

Salisbury

Treasury Policy

Policy Type: Policy

Approved By: Council Decision No: 2010/2128, 2011/327,
2013/1927, 1026/2016,
2173/2017, 0333/2019,
0001/2020,

Approval Date: 23 March 2010 Last Reapproval Date: 26 October 2020

Review Date: November 2023 Internal Reference No.:

Department: Business Excellence Division: Financial Services

Function: 7 - Financial Management | Responsible Officer: Manager, Financial Services

A - PREAMBLE

1. This policy provides clear direction to management, staff and Council in relation to the
treasury function. It underpins Council’s decision-making regarding the financing of its
operations as documented in its annual budget and long-term financial plan and associated
projected and actual cash flow receipts and outlays.

2. Council is committed to adopting and maintaining a Long-term Financial Plan and operating
in a financially sustainable manner.

3. Section 3 of the Local Government Act, 1999, requires Councils to act in a way that is
effective, efficient and accountable. This is especially important when managing monies
acquired by Council in order to benefit the Community.

C - POLICY PURPOSE/OBJECTIVES
1. This Treasury Management Policy establishes a decision framework to ensure that:
* Funds are available as required to support approved outlays;

o Interest rate and other risks (e.g. liquidity and investment credit risks) are
acknowledged and responsibly managed;

e The net interest costs associated with borrowing and investing are reasonably likely
to be minimised on average over the longer term.

o Further it clarifies the treatment of surplus funds, identified through Budget Reviews
E - POLICY STATEMENT
1. Treasury Management Strategy

1.1.  Council’s operating and capital expenditure decisions are made on the basis of:
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e [dentified community need and benefit relative to other expenditure options;
e Cost effectiveness of the proposed means of service delivery; and,

e The affordability of proposals having regard to Council’s long-term financial
sustainability (including consideration of the cost of capital and the impact of the
proposal on Council’s Net Financial Liabilities and Interest Cover ratios).

1.2, Council manages its finances holistically in accordance with its overall financial
sustainability strategies and targets. This means Council will:

* Maintain target ranges for its Net Financial Liabilities ratio;

e Generally only borrow funds when it needs cash and not specifically for particular
projects;

e Apply any funds that are not immediately required to meet approved expenditure
(including funds that are required to be expended for specific purposes but are not

required to be kept in separate bank accounts) to reduce its level of borrowings or to
defer and/or reduce the level of new borrowings that would otherwise be required.

Budget Review Process / Funding Requests Arising throughout the financial year

e Apply surplus contained within the Sundry Projects Fund, following adjustments for
variations to existing estimates, to a reduction in borrowings.

e To ensure ongoing financial sustainability and appropriate deliberation of arising
matters, it is imperative that wherever possible any new bids/projects arising through
the year are to be referred to the budget process for the subsequent year as this
enables Council to consider the merits of these proposals with all other bids/projects.

e To be considered for funding during the year the project must be urgent or
advantageous to Council, and where possible Council should consider options for
cancelling or deferring existing projects to enable funds to be made available. It
should be considered a last resort to add to the program and increase borrowings as
this does not enable Council to consider the merits of the specific project in light of
all other proposed projects

* From time to time a matter may be referred to the next quarterly budget review as a
“Non-discretionary Budget Review Bid"”. This mechanism is only to be used when
funds must be expended without delay, and consequently should be regarded as an
extraordinary situation or advantageous to Council.

2.  Interest Rate Risk Exposures

2.1. Council has set range limits for both fixed and variable interest rate borrowings in order
to minimise net interest costs on average over the longer term and at the same time
manage interest rate movement risks within acceptable limits.

2.2, These limits defined below are to apply when Net Financial Liabilities Ratio exceed
10%. At times of NFL Ratio below 10% where possible limits defined below will be
maintained.

2.3. Fixed Interest Rate Borrowings

Page 156 City of Salisbury
Audit and Risk Committee Agenda - 12 July 2022



7.1.8 Proposed Treasury Policy - Finalised

e To ensure an adequate mix of interest rate exposures, Council will structure its
portfolio of borrowings to maintain on average in any year, not less than 20% of its
facilities in the form of fixed interest rate borrowings.

e In order to spread its exposure to interest rate movements, Council will aim to have a
variety of maturity dates on its fixed interest rate borrowings over the available
maturity spectrum.

2.4.  Variable Interest Rate Borrowings

* Council will structure its portfolio of borrowings to maintain not less than 20% of its
average total borrowings in any year in the form of variable interest rate borrowings.

o Council will utilize long-term variable interest rate borrowing facilities, such as the
LGFA’s Cash Advance Debenture, that require interest payments only and that
enables any amount of principal to be repaid or redrawn at call. The redraw facility
will provide Council with access to liquidity when needed.

3.  Investments

3.1.  Council funds that are not immediately required for operational needs and cannot be
applied to either reduce existing borrowings or avoid the raising of new borrowings will
be invested. The balance of funds held in any operating bank account that does not
provide investment returns at least consistent with “at call” market rates shall be kept at
a level that is no greater than is required to meet immediate working capital
requirements.

3.2. Council funds available for investment will be lodged ‘at call’ or, having regard to
differences in interest rates for fixed term investments of varying maturity dates, may be
invested for a fixed term. In the case of fixed term investments the term should not
exceed a point in time where the funds otherwise could be applied to cost-effectively
either defer the need to raise a new borrowing or reduce the level of Council’s variable
interest rate borrowing facility.

3.3. When investing funds, Council will select the investment type which delivers the best
value, having regard to investment returns, transaction costs, and other relevant and
objectively quantifiable factors.

3.4. Council management may from time to time invest surplus funds in:

* Deposits with the Local Government Finance Authority; and/or
* Bank interest bearing deposits
e Bank accepted/endorsed bank bills
o State/ Commonwealth Government Bonds
3.5.  Any other investment requires the specific approval of Council.

4. Reporting

4.1.  During the year Council will receive a report detailing total fixed borrowings and
variable borrowings at the end of the preceding month, also average variable facility
drawdown year to date, details of all investments held, their term and interest rate.
Timing of these reports will be November, February, May, unless there is an
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opportunity to report earlier, with the end of year reported as soon as practicable as part

of our end of year reporting. (Council Resolution, Item No. 734 dated 28 November
2011)

42. At least once a year Council shall receive a specific report regarding treasury
management performance relative to this Policy. The report shall highlight:

e For each of Council’s borrowings and investments - the quantum of funds, its interest
rate and maturity date, and changes in the quantum since the previous report; and,

® The proportion of fixed interest rate and variable interest rate borrowings at the end
date of the reporting period along with key reasons for significant variances
compared with the targets specified in this policy.

F - LEGISLATION

For Borrowings
Local Government Act, 1999 (Sections 44, 122 and 134)
Local Government (Financial Management) Regulations 2011

For Investments
Local Government Act, 1999 (Sections 47, 139 and 140)
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