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AGENDA
FOR AUDIT COMMITTEE MEETING TO BE HELD ON
9 NOVEMBER 2021 AT 6:30 PM

IN LITTLE PARA CONFERENCE ROOMS, SALISBURY COMMUNITY HUB,
34 CHURCH STREET, SALISBURY

MEMBERS
Cr G Reynolds (Chair)
Ms P Davies
Mr N Ediriweera
Cr K Grenfell (Deputy Chair)
Mr C Johnson

REQUIRED STAFF
Chief Executive Officer, Mr J Harry
General Manager Business Excellence, Mr C Mansueto
Manager Governance, Mr R Deco
Team Leader Corporate Governance, Mr B Kahland
Internal Auditor & Risk Coordinator, Mr H Rafeeu

APOLOGIES
LEAVE OF ABSENCE

PRESENTATION OF MINUTES

Presentation of the Minutes of the Public and Confidential Audit Committee Meetings held on
12 October 2021.



REPORTS

Administration

7.0.1 Future Reports for the Audit Committee (please note there are no forward
reports as a result of a Council resolution to be listed at this time)

7.0.2 ACTIONS LEST ..ttt ettt sttt et esne e sre e e enes 11

For Decision

7.1.1 Audit Committee Annual Work Plan 2021/2022 ..........cccceveiineieninineeeeeeens 13
7.1.2 3-Year Internal Audit Plan 2021/22-2023/24..........cc.cccouvmimieneiiiineiceeeeeeees 23
7.1.3 Risk Management and Internal Controls ACHVILIES ..........cccoeieriiiiiiiininieee, 37
7.14 Outstanding Actions Arising From Internal Audits .........cccccoeeeiieieiicsiece e, 67
7.15 Internal Audit Report on Volunteer Management Audit............c.ccoooviiiniiniiennnnne, 87

For Information
7.2.1 Work Health & Safety AUITS .........cocoiiiiiiiie e 109

OTHER BUSINESS

CLOSE
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MINUTES OF AUDIT COMMITTEE MEETING HELD IN
LITTLE PARA CONFERENCE ROOMS, SALISBURY COMMUNITY HUB,
34 CHURCH STREET, SALISBURY ON

12 OCTOBER 2021
MEMBERS PRESENT
Cr G Reynolds (Chair)
Ms P Davies

Mr N Ediriweera
Cr K Grenfell (Deputy Chair)

Mr C Johnson
OBSERVERS

Mr David Papa, Partner, Bentleys

Mr. Matthew Brunato, Manager, Bentleys
STAFF

Chief Executive Officer, Mr J Harry

General Manager Business Excellence, Mr C Mansueto
Manager Governance, Mr R Deco

Team Leader Corporate Governance, Mr B Kahland
Internal Auditor & Risk Coordinator, Mr H Rafeeu
Manager Financial Services, Ms K George (from 6.52pm)
Senior Accountant, Ms T Aplin (from 6.52 pm)

Assistant Accountant, Ms M Hamilton (from 6.52 pm)

The meeting commenced at 6:33 pm

The Chair welcomed the members, staff and the gallery to the meeting.

APOLOGIES
Nil.

LEAVE OF ABSENCE
Nil




PRESENTATION OF MINUTES

Moved Cr K Grenfell
Seconded Ms P Davies

The Minutes of the Audit Committee Meeting held on 13 July 2021, be
taken as read and confirmed.

CARRIED

REPORTS
Administration

7.0.2 Actions List

Moved Mr C Johnson
Seconded Cr K Grenfell

That Council:
1. Notes the report.

CARRIED

Bringing Forward Confidential Item 7.4.1

Moved Ms P Davies
Seconded Cr K Grenfell

1.  That Confidential Agenda ltem 7.4.1 be brought forward to this
point on the agenda.

CARRIED
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CONFIDENTIAL ITEMS

7.4.1 In-Confidence Session with the External Auditor as per approved
Audit Committee Annual Work Plan 2020/2021 (verbal discussion)

Moved Ms P Davies
Seconded Cr K Grenfell

Pursuant to section 83(5) of the Local Government Act 1999 the Chief

Executive Officer has indicated that, if Council so determines, this

matter may be considered in confidence under Part 3 of the Local

Government Act 1999 on grounds that:

1.  Pursuant to Section 90(2) and (3)(b)(i) and (b)(ii) and (d)(i) and
(d)(ii) of the Local Government Act 1999, the principle that the
meeting should be conducted in a place open to the public has
been outweighed in relation to this matter because:

- it relates to information the disclosure of which could reasonably
be expected to confer a commercial advantage on a person with
whom the council is conducting, or proposing to conduct,
business, or to prejudice the commercial position of the council;
and

- information the disclosure of which would, on balance, be
contrary to the public interest; and

- commercial information of a confidential nature (not being a
trade secret) the disclosure of which could reasonably be
expected to prejudice the commercial position of the person who
supplied the information, or to confer a commercial advantage
on a third party; and

- commercial information of a confidential nature (not being a
trade secret) the disclosure of which would, on balance, be
contrary to the public interest.

2. Inweighing up the factors related to disclosure,

- disclosure of this matter to the public would demonstrate
accountability and transparency of the Council's operations

On that basis the public's interest is best served by not disclosing
the In-Confidence Session with the External Auditor as per
approved Audit Committee Annual Work Plan 2020/2021 (verbal
discussion) item and discussion at this point in time.

3. Pursuant to Section 90(2) of the Local Government Act 1999 it is
recommended the Council orders that all members of the public,
except the Chief Executive Officer and External Auditor, be
excluded from attendance at the meeting for this Agenda Item.

Moved into confidence at 6:36pm
At the request of the Audit Committee Chairman, the Chief Executive Officer vacated the room.
Moved out of confidence at 6:52pm
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For Decision

7.1.1 Report to the Audit Committee for the year ended 30 June 2021,
prepared by Bentleys

Moved Cr K Grenfell
Seconded Mr C Johnson

That Council:

1.  Approves Bentleys’ Final Report on Audit Findings 30 June 2021,
appearing as Attachment 4 to this report (Audit Committee
12 October 2021, Item7.1.1)

2. Notes the Management Representation Letter requested by the
Bentleys, appearing as Attachment 5 to this report (Audit
Committee 12 October 2021, Item7.1.1), is signed by management.

CARRIED

7.1.2 End of Financial Year Statement and Analysis

Moved Ms P Davies
Seconded Mr C Johnson

That Council:
1. Receives the information.

2. Approves, in accordance with Section 126(4)(a) of the Local
Government Act 1999, that the Audit Committee’s advice that it
has reviewed the annual financial statements of the Council for the
year ended 30 June 2021 and is satisfied they present fairly the
state of affairs of Council, noting that a going concern question
was considered by the Audit Committee and deemed no concern
due to availability of funds as per note 11 to the Financial
Statements.

3. Approves, in accordance with Regulation 22 of the Local
Government (Financial Management) Regulations 2011 clauses (3)
(@) and (4), that the Chief Executive Officer and the Chair of the
City of Salisbury Audit Committee sign the statement to certify the
independence of the Council Auditor, Bentleys.

4.  Approves that the draft analysis of the Annual Financial
Statements, as presented in Attachment 1 to this report (Audit
Committee 13 October 2021, Item 7.1.2), be included in the End of
Year Financial Statements Report to Council.

CARRIED
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MWON1 In-Camera Session

Moved Mr N Ediriweera
Seconded Ms P Davies

That in-camera sessions with external auditor and internal auditor are to

be held without management.
CARRIED

OTHER BUSINESS

Nil
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CONFIDENTIAL ITEMS

7.4.2 In-Confidence Session with the Internal Auditor as per approved
Audit Committee Annual Work Plan 2021/2022 (verbal discussion)

Moved Cr K Grenfell
Seconded Ms P Davies

Pursuant to section 83(5) of the Local Government Act 1999 the Chief

Executive Officer has indicated that, if Council so determines, this

matter may be considered in confidence under Part 3 of the Local

Government Act 1999 on grounds that:

1. Pursuant to Section 90(2) and (3)(b)(i) and (b)(ii) and (d)(i) and
(d)(ii) of the Local Government Act 1999, the principle that the
meeting should be conducted in a place open to the public has
been outweighed in relation to this matter because:

- it relates to information the disclosure of which could reasonably
be expected to confer a commercial advantage on a person with
whom the council is conducting, or proposing to conduct,
business, or to prejudice the commercial position of the council;
and

- information the disclosure of which would, on balance, be
contrary to the public interest; and

- commercial information of a confidential nature (not being a
trade secret) the disclosure of which could reasonably be
expected to prejudice the commercial position of the person who
supplied the information, or to confer a commercial advantage
on a third party; and

- commercial information of a confidential nature (not being a
trade secret) the disclosure of which would, on balance, be
contrary to the public interest.

2. Inweighing up the factors related to disclosure,

- disclosure of this matter to the public would demonstrate
accountability and transparency of the Council's operations

On that basis the public's interest is best served by not disclosing
the In-Confidence Session with the Internal Auditor as per
approved Audit Committee Annual Work Plan 2021/2022 (verbal
discussion) item and discussion at this point in time.

3. Pursuant to Section 90(2) of the Local Government Act 1999 it is
recommended the Council orders that all members of the public,
except the Chief Executive Officer and Internal Auditor of the City
of Salisbury, be excluded from attendance at the meeting for this
Agenda Item.

CARRIED
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In order to comply with item MWONL1, the Chief Executive Officer left the room for the discussion.

The meeting moved into confidence at 7:15pm.
The meeting moved out of confidence at 7:59pm .

The meeting closed at 7:59pm.
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ITEM7.0.2

ITEM

DATE
HEADING

AUTHOR

7.0.2

AUDIT COMMITTEE
09 November 2021
Actions List

Hussain Rafeeu, Internal Auditor & Risk Coordinator, CEO and
Governance

CITY PLAN LINKS 4.2 We deliver quality outcomes that meet the needs of our

community
4.4 We plan effectively to address community needs and identify
new opportunities

SUMMARY An action list has been developed to capture actions arising out of

RECOMM
That Counc
1. Notes

the City of Salisbury Audit Committee meetings. These actions do
not replace the minutes from the Audit Committee, or the
recommendations of the Committee that were submitted to the
Council for adoption. They are included in this report to support
the Audit Committee.

ENDATION
il:

the report.

ATTACHMENTS
There are no attachments to this report.

1. BACKGROUND

1.1 The Audit Committee has requested that an action list be maintained and included
as an item on the agenda for each meeting. This report contains a list of actions
identified at previous Audit Committee meetings.

1.2 The list of actions does not replace the minutes from the Audit Committee.

2. REPORT

2.1 The action list contains information regarding the date on which the action was
identified, a description of the action, the action owner, the expected due date for
completion of the action and the current status of the action.

2.2 Below is the list of actions arising out of the Audit Committee meeting, which has
been compiled for the purpose of supporting the Audit Committee.

2.3 Actions will remain on the action list until reported as completed. Once the action
has been completed, and that completion has been reported to the Audit
Committee, the item will be removed from the actions list.
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ITEM7.0.2

Salisbury and include
an intermediate update
on the status of overall

risk management

practices and plans at
the City of Salisbury.

Coordinator

No Date Action Owner Due Date Status
24. | 13/07/2021 | Provide an assurance Internal November Partly completed,
map for the City of Auditor and 2021 see Agenda ltem
Risk 7.1.3, rescheduled

to March 2022.

3. CONCLUSION/PROPOSAL

3.1 An action list has been developed for the Audit Committee. The action list will be
maintained and presented to each Audit Committee meeting with an update on
status of the relevant items. Any additional actions identified by the Audit
Committee will be included on the action list as they arise.
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ITEM7.1.1

ITEM 7.1.1
AUDIT COMMITTEE

DATE 09 November 2021

HEADING Audit Committee Annual Work Plan 2021/2022

AUTHOR Hussain Rafeeu, Internal Auditor & Risk Coordinator, CEO and
Governance

CITY PLAN LINKS 4.2 We deliver quality outcomes that meet the needs of our
community
4.4 We plan effectively to address community needs and identify
new opportunities

SUMMARY Subsequent changes to the Audit Committee Annual Work Plan for
2021/2022 are attached for further consideration by the Audit
Committee.

RECOMMENDATION

That Council:

1. Approves the revised Audit Committee Annual Work Plan for 2021/2022 as set out in
Attachment 1 to this report (Audit Committee, 9 November 2021, Item No.7.1.1).

ATTACHMENTS

This docum
1. Audit

ent should be read in conjunction with the following attachments:
Committee Annual Work Plan 2021-2022

1. BACKGROUND

11

1.2

1.3

1.4

The Annual Work Plan was presented to the Audit Committee at its meeting held
on 13 July 2021.

The Audit Committee Annual Work Plan was introduced from July 2021
onwards, as a better practice instrument, recommended in the 3™ edition of 2017
Audit Committee — A Guide to Good Practice document jointly published by the
Auditing and Assurance Standards Board, Australian Institute of Company
Directors and The Institute of Internal Auditors-Australia.

The purpose of the Audit Committee Annual Work Plan is to ensure that all
essential areas are covered by the Audit Committee, in performing its roles and
responsibilities mandated under the Local Government Act 1999 (“the Act”) as
stated in the Audit Committee’s Terms of Reference.

The Audit Committee Terms of Reference (TOR) were last reviewed and
approved by the Council in August 2021.
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ITEM7.1.1

2. REPORT

2.1

The Internal Auditor & Risk Coordinator has performed an analysis of all reports
presented to the Audit Committee since 2015 and reviewed them against the
requirements of the TOR and the Act, in the compilation of the Audit Committee
Annual Work Plan 2021/2022.

2.2 The frequencies and categories of previous reports presented to the Audit
Committee were analysed to consider timing and main categories of activities to
structure the Audit Committee Annual Work Plan for 2021/2022.

2.3 Additionally, the commencement dates proposed in the 3-year internal audit plan
and expected completion timelines are considered, for proposing the timing of
internal audit reports to the Audit Committee.

2.4 The key functional areas that are referenced in the Act and TOR are used to
structure the Audit Committee Annual Work Plan.

2.5 The relevant touch points from the TOR and the corresponding subsections from
the Act are noted in the Work Program against the relevant functional roles and
activities.

2.6 The key changes made to the Audit Committee Annual Work Plan approved in
August 2021 are as follows:

2.6.1 New Items Added
e Risk Management Policy/Framework/Roadmap review (Policy &
Roadmap review scheduled for Nov 2021 and Framework review
scheduled for Apr 2022)
e Assurance Map review (scheduled for Mar 2022)
e Update Report on Work Health & Safety Audits and Risks (scheduled
for Nov 2021)
2.6.2  Items Removed
e Annual Report 2020/2021 review — given that there are no legislative
requirements for the Audit Committee to review the Annual Report,
and that key components that go into the Annual Report including
Audited Financial Statement, Financial Analysis and Audit Committee
section on Internal Controls are reviewed by Audit Committee
separately, the review of full Annual Report is excluded from the
Audit Committee agenda.
e Treasury Policy review originally scheduled for October 2021 Audit
Committee submission is now excluded from the Audit Committee
Annual Work Plan 2021-2022 as the Policy is not due for next review
until October 2022.
2.6.3  Items Rescheduled
e The Capital Works Project Audit Report originally scheduled to be
presented to Audit Committee in November 2021 is now rescheduled
to the next Audit Committee meeting to be held in February 2022 as
the report is not yet finalised with management comments in time for
the November 2021 Audit Committee.
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3.  CONCLUSION/PROPOSAL

3.1 This report outlines the revised Audit Committee Annual Work Plan for
2021/2022.
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7.1.1 Audit Committee Annual Work Plan 2021-2022

Audit Committee Work Plan 2021/2022

(Updated for 09/11/2021)

No.

Activity

Relevant
Touch points
(LG Act / TOR)

FY 2021 / 2022

Comments

[nov-21 [reb-22

-22

1.0

Financial Reporting

s126(4)(a)

1.1

Review Annual Financial Statements for FY2020/21

- Review Asset Valuations 2020/21

- Review methodology and approach to Depreciation
2020/21

1.2

Reviewing significant accounting and reporting issues,
recent changes in standards and industry updates 2020/21

1.3

Review Asset Valuations 2020/21

1.4

Review methodology and approach to Depreciation
2020/21

2.0

Internal Controls

s126(4)(c)

21

Review Better Practice Model Self-Assessment (External
Auditor reviews as part of Controls certification)

2.2

Annual Report - Internal Controls Framework and Audit
Committee sections (draft in April / Final in July)

2.3

Review Internal Control Policies and Procedures

3.0

Risk Management

3.1

Review of Strategic Risk Register

3.2

Risk Management & Internal Control Activities

3.3

LG Mutual Liability Scheme Risk Review 2021 Report

31

Review Risk Mangement Policy/Framework/Roadmap

New item added to give AC

further update

3.4

Assurance Map

New item added to give AC

further update
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7.1.1 Audit Committee Annual Work Plan 2021-2022

Audit Committee Work Plan 2021/2022

(Updated for 09/11/2021)

Relevant

FY 2021 / 2022 Comments
Touch points
No. Activity (LG Act / TOR) [Nov-21 |Feb-22 -22
4,0 (Internal Audit s126(4)(c)
4.1|Review Internal Audit Plan " o o o
Review the status of Outstanding Audit Action Points
4.2 (relating to Internal Audit / External Audit / Internal R g g 9
“"|Control Self Assessments / External Audit Management
Letters)
4.3|IA Report - Event Incident Management Framework "
4.4]IA Report - Volunteers Audit " o}
Audit Report rescheduled to
4.5|IA Report - Capital Works Project Audit " a next meeting as management
comments are being finalised.
4.6 IA Report - Fleet/Heavy Vehicle Management, High Value R o
& Portable Asset Audit
4.7|IA Report - Strategic Reporting Process Audit " o
48 IA Report - Cybersecurity Improvement Program Pre- N o
Implementation Audit
4.9]IA Report - IT Disaster Recovery Audit " o)
4.10 |A Report - Independent External Review of Internal Audit Y o
Function
4.11|IA Report - Data Governance Audit " (o)
4.12(In-confidence session with Internal Auditor Better Practice
) ) New Item included to update AC
4.13|Update Report on Work Health & Safety Audits and Risks s126(4)(c) o on WHS audits and Risks
5.0 |External Audit s126(4)(b)
5.1|Review Interim Audit Report "
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7.1.1 Audit Committee Annual Work Plan 2021-2022

Audit Committee Work Plan 2021/2022

(Updated for 09/11/2021)

No.

Activity

Relevant
Touch points
(LG Act / TOR)

FY 2021 / 2022

Comments

[nov-21 [reb-22

-22

5.2

Review final External Audit Report

5.3

Review Management Representation Letters

5.4

Assess the appropriateness of Council's response to the
Auditor's findings and recommendations

5.5

Overseee actions to follow up on matters raised by
External Auditor

5.6

Meet with External Auditor to:

- invite presentation of audit methodology and risk
assessments within the External Audit plan

- discuss any qualifications and comments made in
management letter

- invite comments on financial management and internal
controls, relative to other benchmarks

- discuss any other relevant matters

TOR 3.2

5.6

In-confidence session with External Auditor

Better Practice

6.0

Reporting

s126(4)(c)

6.1

Audit Committee Self-Assessment report

6.2

Report on Audit Committee Workprogram status and
future proposals

Standard Agenda Item, review

on need arising basis.

7.0

Strategic, Financial and Management Planning

5126(4)(ab)
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7.1.1 Audit Committee Annual Work Plan 2021-2022

Audit Committee Work Plan 2021/2022
(Updated for 09/11/2021)

Relevant FY 2021/ 2022 Comments
Touch points
No. Activity (LG Act / TOR) [Nov-21 |Feb-22 [apr-22

Full Annual Report excluded
from presenting to AC because
relevant key components like
Audited Financial Statements
and AC Section for Annual
Report already presented to AC.

7.1|Review Annual Report 2020/21 " o

Review Annual Plan 2021/22 & LTFP 2021/22 - 2030/31
(Information & Input)

7.3|Review Annual Plan 2021/22 & LTFP 2022/23 - 2031/32 " [o}

7.7|Review Annual Budget, Fees & Charges 2021/22 "

7.4|Review Annual Budget, Fees & Charges 2022/23 " a
8.0 |Policy and Procedure Review s126(4)(c)

8.1|Review Fraud and Corruption Prevention Framework

8.2|Asset Review Policy

Policy next review due date is
8.6|Treasury Policy " Oct 2022, hence excluded from
this year AC Annual Plan.

8.7|Risk Management Plan / Framework " o
8.8|Business Continuity Policy / Plan " (o)
8.9(Internal Audit Manual " d
9.0 |Other Matters s126(4)(ac)
9.1|Review/Approve Audit Committee Annual Work Program " o) o a
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7.1.1 Audit Committee Annual Work Plan 2021-2022
Audit Committee Work Plan 2021/2022
(Updated for 09/11/2021)
Relevant FY 2021 / 2022 Comments
Touch points
No. Activity (LG Act / TOR) [Nov-21 |Feb-22 -22
9.2|Reports on other relevant matters " c o a
Proposing and reviewing the exercise of powers under
9.3 130A
$130A of the Act (if any) s
0.4 Public Interest Disclosures cases reported and "
" linvestigations undertaken (if any)
s126(8)(B)
9.5|Audit Committee Annual Report 2021/22 Statutes o
Amendment
Act 2020
Past Reporting / Review
o |Current Month Reporting / Review
O [Future Reporting / Review
J |Excluded / Removed
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ITEM7.1.2

ITEM 7.1.2

AUDIT COMMITTEE

DATE 09 November 2021

HEADING 3-Year Internal Audit Plan 2021/22-2023/24

AUTHOR Hussain Rafeeu, Internal Auditor & Risk Coordinator, CEO and
Governance

CITY PLAN LINKS 4.2 We deliver quality outcomes that meet the needs of our
community

4.4 We plan effectively to address community needs and identify
new opportunities

SUMMARY Recommendations from the last Audit Committee are incorporated
in the 3-year Internal Audit Plan 2021/22 to 2023/2024, and
highlight any changes made to it since it was last presented to the
Audit Committee in April 2021.

RECOMMENDATION

That Council:

1. Approves the updates made to the 3-year Internal Audit Plan 2021/2022 to 2023/2024 as
set out in Attachment 1 to this report (Audit Committee, 09/11/2021, Item No.7.1.2).

2. Approves the accompanying high-level indicative scope for pending audits as set out in
Attachment 2 of this report (Audit Committee, 09/11/2021, Item No. 7.1.2).

ATTACHMENTS

This document should be read in conjunction with the following attachments:
1. 3 Year Internal Audit Plan 2021/2022 to 2023/2024

2. Indicative Scope for Pending Internal Audits

1. BACKGROUND

1.1 The Strategic Risk Register and risk causes were reviewed and mapped against all
internal audits and reviews performed since 2007 and a mapping summary was
presented to the July 2021 Audit Committee.

1.2 A total of 16 potential new audits were identified in this process, for inclusion in
the Internal Audit Plan covering future periods.

1.3 Given the resource availability, eight of these new audits are included in the
proposed three-year Internal Audit Plan for 2021/2022 to 2023/2024.

These are:

1.3.1  Budgetary Control Audit

1.3.2  Rates Setting Process Audit

1.3.3  By-Laws Management and Enforcement Process Audit
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ITEM7.1.2

134

1.35
1.3.6
1.3.7

Community Consultation Process & Community Perception Survey
Effectiveness Audit [Two of the new audits combined into one]

Economic Development Initiatives Effectiveness Audit - Polaris Centre
Environmental Sustainability & Climate Change Risk Management Audit
Independent Post Implementation Audit of Major Projects

1.4 The remainder of the following audits are noted for potential inclusion in FY 2025
or for prioritisation as and when required:

14.1
1.4.2
1.4.3
1.4.4
1.4.5
1.4.6
1.4.7
1.4.8

Business Continuity Audit

Internal Communication & Public Media Release Audit
Investment Decision Making Process Audit

KPIs and Performance Management Audit
Performance Review of Strategic Business Units
Property Maintenance Audit

Social Infrastructure Assessment Framework Audit
Training & Competency Effectiveness Audit

2. CONSULTATION/COMMUNICATION

2.1 Internal
2.1.1
2.1.2
3. REPORT

Manager Governance
General Managers

This report provides progress updates to the Internal Audit Plan since it was last presented to
the Audit Committee in July 2021 as follows:

3.1 Key Changes to the 3-year Internal Audit Plan 2021/2022 to 2023/2024
Key updates and changes made to the Internal Audit Plan are as follows:
o No new audits are included in the 3-year Internal Audit Plan 2021/2022 to

2023/2024.

o Completed audits presented to the Audit Committee, relating to 2020/2021

are now removed from this current 3-year Internal Audit Plan 2021/2022
to 2023/2024:

= Corporate Credit Card Audit

= Trade Card and Trading Account Audit

= Legislative compliance Audit

= Complaint Handling Audit

= Event Incident Management Framework Audit
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ITEM7.1.2

o The Status column is updated commenting on reasons for delays in audit
commencement, delays in audit report finalisation, and proposed new
commencement timelines.

3.2 Update on Completed Audits
3.2.1 Volunteer Management Audit

This audit is completed internally by the Internal Auditor and Risk
Coordinator, and the report is presented to this November 2021 Audit
Committee meeting.

3.3 Update on Ongoing Audits
3.3.1 Capital Works Project Audit

This audit was undertaken by Galpins on a co-sourced model, and the draft
audit report was issued by Galpins on 20" August 2021. An exit audit closure
meeting was held with Galpins and the City Infrastructure Team, and
clarifications from Galpins were given to all concerns raised during the
meeting. We’re now awaiting formal management comments on the audit
report to finalise the report.

3.4 Current Position of Pending Audits on the Internal Audit Plan

- The Cybersecurity Improvement Program pre-implementation audit
commencement has been rescheduled from September 2021 to November
2021 due to extra time required to finalise the scoping document. The
scoping document was signed off by the CEO on 13 Oct 2021 and a
“tender by invitation” process was undertaken afterwards. An external
cybersecurity consultancy firm is now awarded to commence the audit in
early/mid November 2021.

- The Fleet, Heavy Vehicle, High Value & Portable Assets Audit was
scheduled to start in August 2021, however rescheduled as the scoping
document is yet to be signed off for approval.

- The IT Disaster Recovery Audit commencement is rescheduled from Oct
2021 to Mar 2022 due to the retiming of the Cybersecurity Improvement
Program Pre-Implementation Audit.

- The Strategic Reporting Process Audit commencement is rescheduled
from Oct 2021 to Mar 2022 due to the flow on effect of having to
reschedule Fleet, Heavy Vehicle, High Value & Portable Assets Audit
commencement.

- All other audits are progressing as originally scheduled, as reported to the
Audit Committee in July 2021.

- The indicative scope for the audits scheduled for commencement in
2022/2023 and 2023/2024 are yet to be prepared and will get updated to
the next Audit Committee.
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4. CONCLUSION/PROPOSAL

4.1 This report outlines the progress made towards the completion of the Internal Audit
Plan since it was last presented to the Audit Committee in July 2021.

4.2  This report seeks Audit Committee’s feedback, comments and priority on the new
potential audits identified as a result of the Strategic Risk Register review, and
recommendations on the proposed three-year Internal Audit Plan 2021/22 to
2023/2024 and accompanying high level indicative scope for pending audits.
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7.12

3 Year Internal Audit Plan 2021/2022 to 2023/2024

Strategic Risk

Gty of Salisbury 3 Year Internal Audit Plan 2021/22 - 202324

Ineffactive govenance results in the
provision of services which do not mest Wolunteers are a major personnel resource utilised by the City to assist People & Culture ;
[community expectations. the estabéshed processes n regard with the delivery of community programs and services. The Failure to Community Planning & INepart finalissd for presenting
6 o the management of volunieers property manage wolunteers may result in service interruption, financial | Virality; Community Capacity lher ber 2021 AC.
(Area of focus wil be recrutment impost and reputation risk. This review is intended to provide assurance | & Learning; Community ’
management, grevences. inducton, That the processes for Managing voluntesrs ate robust. Experience; Financlal Services
Inaffective governance results in the TCapital Works Projects
provision of services which do not meet \Assurance on the efectveness of Sconomic Obvalopment &
[community expectations lthe processes that are n place b The City undertakes approwimately 700 capital works projects with a value| Urban Policy; Infrastructure Report Issued by Galping
N vigh | Medium manage rsks on caotal works exceeding $40m each year, and this audit s aimed to provide assurance | Delivery & Management; and waiting for
romects that risks are being managed effectively in the delivery of capital works Strategic Development
projects. Projects; Financial Services;
Property & Bullding
City of Salisbury financlal sustalnabilivy s Vehicle, |Fleet. Heavy Vehicle, High Value & Peaple & Culture ;
by Internal decisions and / The City owns and operates a ugnificant fleet of vehicles. There i3 risk | Community Experience;
[ euternal aventy, Thes audt s 10 provioe aSSUENCe that the muwmanagement of this fleet causes inefficiencies in regard to Economic Development &
s vigh | Mesium that the e establshed governance producthvty and regative cost impact This review i to provide assurance | Urban Policy; Strategic
and rsk management 5 suffcenty that the o and risk manag in regard to Development Projects;
robust 1o profect and ensure e management of this fleet is wiciently robust to protect the wability of | Financial Services; Fleld
viatiity of the fleet. heavy vehicies, these assets Services; and Strateglc
¥ value and portable assels eacurement
Lack of alignment and Integrity of IT [Cyber Security Improvement
[syatems and data to support wevice -
[delivary At Cyber rink i recogrised as an emerging and sver changing ridk for
To msst managemenl n dontiyng organisations which may lead to financial los, senice interruption, dats
\any gaps of areas fof mOrOvemBnts lows and/or reputation damage from an event impacting the City's
" e aporoach. desgn and information saterrs. The Oty acknowledges the need to strengthen
[hacking, phishing, ransomware) moleTentation stalegy of the cybersecurity controls and have initiated a 5 year Cybersecurity
[ Mobile devics management wily [Crbarmacurtly inprovemant Program Improverment Program covering the elements of policy, awareness,
hwu?‘:ﬁn:wm e reviewing the COS's current defence, incident mansgement and remedsation, advisory, security Business Sysvems and
8 Wgh | High .yumm solvtiens, snd indepandant vinersbility sssesoments. A panel of Slutions; and Financial
+ Lack of sudiing and logging contracton hawe been sclected 1o provide serviors for this Cybersecurity Sanvices
functions 1o caplure avents Irmproverment Program, and given that the program has not commenced,
« Lack of monitoring of cybersecurity Adrrinitration decided that there |5 less value add in undertaking a
itveats 1o organisatonal assets Cytersecurity audit when a 5 year Cybersecurity Implementation Project is|
+ Lack of communicationYrainng for in pipeine 10 address cybersecurity. GM Business Excellence
all staff regarding informancon to ke & pr review of the
security Cybersecurtty Implementation Project instead, to identify any gaps in the
= Information 1o faciitate action Program.
during a cybersecurty incdent is not
avalable
Internal controls, risks and governance WA External Independent External Review of
are not planned and of internal Audit | internal Audit Function
[systematically managed to ensure the JAUCET it 10 provOe avsurance That the
implementation of proactive and reactive A function has appropriate pokcies and
controls 1o achieve COS's goals and IProcedures, Systems and process i As per the Artribute Standard 1312 of The Institute of internal Auditors
[ctjetives efficiently and effectively, and PLace To ervure TRat JUciTs of hgh (MA)'s interrational Standards for Professional Practice of Internal People & Culture ;
WA internal audit engagements performed are High High ualy Standard are periormed, Augiung and the City's nternal Audit Charter, an external audit of the Govemance: snd Flnllnclal
nat upte expected quality standards and reported and ComMUniCated internal audit function is required to be performed every 5 years for Ser;llus.
not adding value for business excellence conssstently o relevant stakeholders, 10| qQuality assurance of ity operation. Since the Last audit was performed in
lacd value to the (05 obyectives 2016, the next review is due in 2021,
feffectively and efficently.
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7.1.2 3 Year Internal Audit Plan 2021/2022 to 2023/2024

Gty of Safisbury 3 Year Internal Audit Plan 2021/22 - 2023/24

Strategic Risk

SR#6” Ineffectve governance results in mearenghul corporate 0 ( Governance People & Culture ;
tha provision of services which do not d Community Experience;

meet community expectatons. (High / (QOVeMance IIOCESSes ensure There is the risk that Cty's data management processes could result in Economic Development &
ladequate protection of réormaton 0w of data o The inatility 10 utilize the data This review will provide Urban Policy; Business

688 |SRAS: Lack of alignment and integrity of| 8N | Medium anc effectve dats management i assurance regarding the adequacy of protection of City of Satisbury Systems and Solutions;
IT systems and data to support service nformation Financial Services; and

delivery (Migh ! High) Communications & Customer

Relations.

Lack of alignment and ntagrity of IT
systems and data 1o SUPport service

The information cantained within the City's critical core systems is

delivery icase of an unforseen event hat the significant. The ability 1o promptly recover data is crucial 10 prevent Community Experlence;
a Very High » Lack of plans and procedures 1o - bﬂ'm‘ —_— ™ L] - wrvice interruption 10 Thoswe core systems. This review s 10 provide Economic Development &
Wigh inform response strateges when a jregard D“""h mu Bt ance TRAT, in the Case of an unfaresern event, the established Urban Palicy; and Business
jcybersecurty incident ocours ““‘Z u“"'wm procedures in regard 10 IT Disaster Recovery are sufficlently robust to Systems and Solutions,
* Lack of auditing and logong jpotental mitigate the potential of data loss and prevention of service intermuption.
functions 1o caplure events
Inoflactive governance results in the [+ Inadequate perdormance measures
provision of services which do not meet which are not linked 10 otyectives or Peaple & Culture ;
communty expectations « Failure 1o deliver what is expected m:‘t;"::"’! - City of Saliabury has estabished its strategic plan, City Man 2035, covering Governance; Business
by the iocal commurnty due 10 & lack IPlanving and Annal Plannng 3 & wrategic key directions, followed by critical actions and performance Systems and Solutions;
o Migh | Medium fof wigrment of strategic plans o Ingicators for the medium to long term. The audit will review the strategic|  Environmental Health &
[+ Limited meaningful repOting proceses including but not necewarily imited o reporting on; | Safety; Financial Services;
L Indicaton n place the City Plan 200%, and other relevant plans including Anaual Plan and | Communications & Customer
[+ Inconsistent reporting anc dats Busunes Pans. Relations, and Steategic
per Procurement
|ndicators

City of Salisbury financial sustalnability i«
compromised by internal decisions and /
or axternal avents,

The revised Fraud and Corruption Prevention and Management Policy
Control  |Control Audit sates 1t the City Ao 4 tev0 tolerance stance towards favd, torruption,
[Provide assurance et curent msconduct and maisdminist ation

The City has various poricies and procedures and internal control
measures for prevestion of Haud, corruption. maladminatration and

v , and of witemn and procewes takes
ITAACTESITAtON. And anaure that
. Loontrols are iwplemanted as Do u-nmumm:m:::‘ndmtpanlm
* Frad, misconduct or agreed polces 8nd proCedures. o
k] High Medum o Given that there are continuous changes happening within the control Al Divisions
» Unplannad spending environment, systems, process, and stakeholders involved, the emergence

of newer risk and fallure of controls may occur and therefore an
assessment of controts for fraud (s essential

Herce, the cojective of this audit is to determine the effectiveness of

Fraud prevention strategies. This audit aims to ensure that current

practices are efective to prevent, detect, and manage risks related to

Sraud, comuption, and \ and smure that

controh are implemented as per agreed policies and procedures.

Lack of alignment and integrity of IT oo duirinigaund -
systems and data ta support service ":"Y of roles The City s sigrificant resance upon technology 1o maintain and drive
delivery * Extemal pressure for changes fo e stategy around IT rwestrent s bussiness requirements and efficiency gainy Failute 1o correctly manage
St A y robust 1o support the the future IT acquisitions and tostings may impact the City of Salisbury Governance; Economic
| Failure ko adequately ivoive IT ‘current busINess requrements and with inefficient processes, legacy IT issues and lagging IT systems ieading | Development & Urban Policy;
a m High mwmw rprovemet ndatives -] to inefficencies, inancial Impost, service interruption and inabity to Business Systems and
« Failure 1o consider all options when manimize continued smprovements. This review is 1o provide City of Solutions; Financial Services;
Saksbury with that the IT Strategy is and Strategic
improving a system or process

robust 1o SUPPOT Current and changing business requirements and
continuous Improvement initiatives.
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Gty of Safisbury 3 Year Internal Audit Plan 2021/22 - 2023/24

Strategic Risk

Failure to manage the impact of R
lanvironmental and social factors on The ity has 2 street tree population of over 76,000, made up of more
(Council Infrastructure, assets and lenvironment Provide - o 70 difiesnint apacius, within Rs Sretacapes, pirks snd open spaces
sarvices ‘estatesnec 3 Tree Management induding reserves and wetiands, which contribute to the Key Direction 2
iconsequences when planning and [Framework for the management of “Sustaining Our Enviconment’ and Key Direction 3 "The Living City' in our Community Planning &
idesigning Infrastructure s urban forest. covering poicy City Plan 2035 A replacement vaive of approximately $3.4m for trees is. Veality; Community
immasures in the area of ree inchuded within asset class “Roads, Bridges and Footpaths” in the Audited .
artng Vee protecton bee Financial Statements for FY2019/20. COS has an ongoing Street Tree Erperi ""“."[‘m':‘ )
a Migh Medium removal tree assel management. o Renewal Program that aims to renew about 1,000 trees each year. To Dt;dwt Uvban' ':KV.
community consultation and ensure the sustainability of this strategy, COS has established a Tree AOLE Haw
\gage and risk " for the ol ius asbun fovest, Satoty; Financial Services;
"'"'-"‘.:"'"""“’*' covenng ooiicy measures in the a7ea of tree planting. tree protection, tree :’:‘":":k:::':‘:dzm"
[adaquate Slemanted removal, tree asset management, community consultation and
jeflectvely. engagement. and Nsk management
This review s to provide assurance that the City's Tree Management
s adequate and imple 2l
SRIS: Ciy of Salisbury financial Community Planning &
sustainabillty is compromised by (Provide assurance al te grants The City offers many grants to encourage develop and support Vitality; Community Capacity
internal decisions and / or external iprovide o Cy of Salstury community projects & Learning: Community
;V;s" v ooty nd Susihsauss S0 €05 offers many different categories of grants available for a broad range | Experience; Infrastructure
Inoffactive governance results in [awarced 1o gLl recpents, and
S&6 [ha provision of services which do not Wigh Medium [« Insuffickent or reducton in grant Imanagec Whectvaly as per o of activities with & business or community focus, as listed on its website. Detivery & Management;
meet community expectations {funding |agproved polcies and proced.res This st is 10 provide sssurance that the grants provide to City of Economic Development &
L wigred 1 the City Plan 2035 Salnbury community and businenes are awarded 1o ehgible reciplents, Urban Policy; Financlal
#nd managed effectively o pev spproved policies and procedures and Services; and
aligned to the City Pan 2005, Communications & Customer
Relations,
City of Salisbury financial sustainability » Inadequate revenue and a fadure
I8 compromised by internal decisions maximise revenue from all sources [Ensure that there are no reverces The City has recorded 3 total revenve of $127.39m for 1¥2019/20
i For aidarmad dvarke P Pihascisl cost wesociled wih [lshages, snd it e reranue (5125.75m ot FY 2018/19], of which BO% i from Rates, 13% from Grans,
faling rates revenus of iIncreasng icharged and collected are accurate s and Con and ing 7% from fees, and other
DA of doubtiu! debts [N COMpiete. And rovenue and
+ City reveue has 10 be raised Sobt . e chargev/income. Oty of Salisbury has pre-agreed chargeable price
TVDugh mom radtiona leffactve a3 por apOroved pokces amounts for Rates, Levies, Fees, Fines, concessions, rebates etc. used for
metnods (fate rises) {and DrOCEdues i1 ACCOance wth Invsicing purposes for the sspective yeers
'« Potantal new revenue ey ard wgslaton Dettors refiected on the Statement of Financial Position under Trade and
istreamsiopportuntes are nol fully O Recesvables amounts to $8.07m for FY2019/20 {$8.97m for
rwestgated FY2018/19)
* Short lerm revenue is maximised at Athough revenue and debtors testing i included within the esternal audit Business & Admin Support
5 High | Medium |the expense of longer lerm revenus ] scope, the focus i more on true snd Tair view of revenue and debitors .
» Revenus from the sale of asests Agire rebected on the financial statements, and the internal control Sk Pinnestel Sonices
[{iand) is not invested for the longer Fsamament i often ROt reviewed in greater depth and breadth with
jterm benefit of the commundy epanded detaded testing of the revenue and coliection process and
controls a4 ¢ is done in a typecal intemal audit. Therefore, it
recommended to cover this audit at least once in every 3 years as part of
Our ntemal dudit Drogram, as an Industry Dest Practice measure.
The aim of this audit is to ensure that there are no revenue leakages, and
that the revenue charged and collected are accurate and complete, and
revenue and debtor management process is effective as per approved
polickes and Ld with relevant
Al Strategic Risks in the Strategic Risk Management being an integral part of our organizational process, this|
Register |Ensure that the City of Salsbury has i ome of the essential areas Lo incorporate in the internal Audit Plan as 3
19 High Weh + Inadequate performance of rsk ‘robust pofices and procedures and o recurTing Budit ot least every 3 years. The cbjective of risk management All Divisions
|assessments framework n place for risk 2udit is 10 ensure that the City of Salisbury has robust policies and
|management and controls are 1 procedures and framework in place for risk management and controls in
Jploce to manage raks eflectvel. place to manage rsks are operating effectiely.
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3 Year Internal Audit Plan 2021/2022 to 2023/2024

Strategic Risk

City of Salisbury financial sustainability is
compromised by internal decisions and /
or extemnal avents,

High

Gity of Salisbury 3 Year Internal Audit Plan 2021/22 - 202324

City of Salisbury financial sustainability is
[compramised by internal decisions and /

* Inadequate revenue and a falure lo|
maximise revenue from all sources

Strategic Risk Register Review lead to identification of Risk Causes and
factors, that hawe not been assured through internal audit testing in the
past

Strategic Risk Register Review lead to identification of Risk Causes and
3C10r, TRAT have ROT Deen Jssured THTOUEH iNternal audit Testing in the

lcommunity expectations.

« Introduction of draft legi
o external events, High | Medium i legislatan past.
|« Fraud, msconduct or
5 maladmnistrabon
Lack of management of public and High High Strategic Risk Register Review lead to identification of Risk Causes and
N environmental health risks a factory, that have not been assured through internal audit testing in the
past
City of Salisbury reputation suffers due to | High | Medium Strategic Risk Register Review lead to identification of Risk Causes and
[sarvices provided not meeting community tacton, that have not been assured through internal audit testing in the
needs past
10
City of Salisbury reputation suthers due to High Medium |+ Failure o deliver successiul Strategic Risk Register Review lead to identification of Risk Causes and
[sarvices provided not meeting community promcts factor, that have not been awured through internal audit testing in the
needs + Failure 10 deliver services expected) past
By the commus
10
(SR Fallure to manage the impact of High; | Medium, Strategic Risk Register Review lead to identification of Risk Causes and
environmental and social factors on Very High factory, that have not been assured through internal sudit testing in the
Councll infrastructure, assets and services High past
[SA%: Climate Change negatively impacts on
City of Sallsbury's operations,
Infrastructure, services and the
[comminity. Fallure 1o adapt to climate
change.
lovel rises due 1o storm events
» Inadequate understanding of and
planning for the impact of climate
change on City infrastructure and
assels.
+ Coastal inundaton and impact on
biodiversity
* Failure 1o update Asset
489 Management Plans
Inatfactive governance resulls in the » Failure lo consstently conduct Posi| Independent Post Strategic Risk Regicter Review lesd to identification of Rivk Causes and
provision of sarvices which do nol mesat ) Reviews and Implementation Audit factors, that have not been assured through internal audit testing in the
High High | measure benefits realisation - " o

past.

it Completed and Currently Being Presented 1o Audit Committee
Dngning Audits
| Swsn Commencement Puanned for 3 Future Perod
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7.1.2 Indicative Scope for Pending Internal Audits

INDICATIVE SCOPES FOR PENDING AUDITS - INTERNAL AUDIT PLAN 2021-2023
(PS. Scope is only indicative and actual scope may vary on Final Scoping document signed by CEO)

1. FLEET, HEAVY VEHICLES MANAGEMENT AND PORTABLE ASSESTS AUDIT

The specific objectives for the audit will be to ensure that:

e The City has appropriate policies and procedures relating to the management
of fleets and heavy vehicles.

e The City is in compliance with any statutory and regulatory requirements
related to fleet and vehicle management.
The usage and management of fleet and vehicles are efficient and effective.
There are appropriate mechanisms, systems and processes in place for fleet
and vehicle maintenance including preventative maintenance.

e Fleet and vehicles are appropriately tracked and monitored to ensure their safe
custody and are appropriately recorded.

* Acquisitions and disposals are effective and have the required value for money
as per City’s relevant policies and procedures.

e All fleet and vehicles have insurances that are current and/or cancelled where
they are no longer required.

e The fleet and vehicle register is current, and physical asset verification, tagging
and counting takes place in a timely manner.

® The ownership and custodianship of all fleet and vehicles are appropriately
maintained.

e The City has appropriate policies and procedures covering the acquisition,
disposal, record keeping and reporting of high value and portable assets.

e The relevant statutory and regulatory requirements related to high value and
portable assets are complied with.

e The City has maintained an asset register covering the high value and portable
and attractive assets.

e Physical inventory verification of high value and portable assets are
undertaken at least annually.

e All high value and portable assets are appropriately tagged with unique
identification codes for ease of traceability and audit,

* Asset depreciation basis and revaluation basis are correct and assumptions are
reasonable.

2, CYBERSECURITY IMPLEMENTATION PROJECT PRE-IMPLEMENTATION
AUDIT

The specific objectives for the audit will be to:

e Perform a needs assessment for the Cybersecurity Improvement Program to
determine gap and priority areas.

e Give an opinion on the adequacy of the Cybersecurity Improvement
Program design and implementation plan.

e Identify any gaps or areas for improvements in the approach, design and
implementation strategy of the Cybersecurity Improvement Program.

e Make recommendations to enhance the delivery and effectiveness of the
Cybersecurity Improvement Program, including action priorities to
strengthen the cybersecurity control environment.
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3. STRATEGIC REPORTING PROCESS AUDIT

The specific objectives for the audit will be to ensure that:

e The City has policies and procedures governing the strategic planning process.
The City is in compliance with statutory and regulatory requirements in terms of
strategic reporting.

o Strategic plan documents align to the City’s approved 4 Strategic directions and
goals.

e The deliverables identified in City Plan 2035 cascades down to goals, deliverables
and performance indicators reflected on other strategic planning documents.

e All required departmental and/or divisional Business Plans are established as a 4-
year rolling plan covering all the essential areas and are reviewed annually by end of
June.

e Budgets and resources are planned for all critical action points under immediately
noticeable impact areas.

Appropriate systems are in place to capture the strategic reporting information;
Established mechanism report performances against strategic plans.
o The strategic information reported is effective, accurate, reliable and timely.

4. IT DISASTER RECOVERY AUDIT

The specific objectives for the audit will be to ensure that:

o The City has policies and procedures governing IT disaster recovery and business
continuity planning and management process.

e The City is in compliance with statutory and regulatory requirements in terms of IT
disaster recovery and business continuity.

e Data and information recovery/retrieval mechanisms are adequate and implemented
effectively.

e A Disaster Recovery Plan (IT Business Continuity Plan) exists with the exact
steps to be covered if a disaster event occurs.

o Critical systems required to be recovered following a disaster event have been
identified.
Single points of failure have been identified.
Council service Business Continuity Plans are fully linked with IT
disaster recovery arrangements.
Server infrastructure includes testing of the ability to recover systems; and
Appropriate backups are completed and securely held off-site.

5.  INDEPENDENT EXTERNAL REVIEW OF INTERNAL AUDIT FUNCTION

The specific objectives for the audit will be to ensure that:

e The City has appropriate policies and procedures covering the internal audit function
and its processes.

e Appropriate quality assurance measures are incorporated within the internal audit
process, the Internal Audit Charter and relevant policies and procedures, and are
implemented effectively.

e Internal audit complies with necessary statutory and regulatory requirements and also
ITA’s mandatory Attribute and Performance Standards.

o Internal audit services are provided in accordance with the Internal Audit Charter, and
relevant internal policies and procedures.
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6. DATA GOVERNANCE AUDIT

The specific objectives for the audit will be to ensure that:

e The City has appropriate policies and procedures covering all aspects of data
governance and the data management lifecycle, including collection, maintenance,
usage and dissemination that are clearly defined and documented.

e Internal audit complies with necessary statutory and regulatory requirements related
to data management and data governance.

e The City has an adequate governance structure and processes in place to support the
management of data, including data privacy, confidentiality and Freedom of
Information requests and disclosures.

s Data collection and retention levels are adequate and effective as per policies and
procedures and industry best practice guidelines.

e Data and database structures are designed and developed in an efficient manner to
ease data analytics and avoid data redundancies.

* Audit trails and history logs on master data changes are available for traceability and
reviewed in a timely manner.

e Data inventories are maintained and managed with appropriate levels of data security
level category classifications.

e Controls related to data content management, record management, data quality, data
access, data sharing, data security and data risk management are adequate and
implemented effectively.

7. ITINVESTMENT STRATEGY

The specific objectives for the audit will be to ensure that:

e The City has a formalized and appropriate IT Investment Strategy process document.
The City’s IT investment strategy is aligned to the deliverables in City Plan 2035.
IT investment strategy is fully integrated with an overall IS/IT strategy.
IT investment strategy facilitates the maintenance of critical IS/IT infrastructure.
IT investment strategy is fully backed by business cases and feasible economically
and operationally.

8. TREE MANAGEMENT FRAMEWORK AUDIT

The specific objectives for the audit will be to ensure that:

e The City has formalized policies and procedures covering its Tree Management

Framework that are adequately designed and established.

The City's Tree Management Framework is implemented effectively.

The City’s tree management strategy is aligned to relevant deliverables in City Plan
2035.

e The City maintains appropriate level of traceability and verification and recording of

Tree Assets reflected in the financial statements.

Street Tree Renewal Program is implemented effectively.

Public requests / complaints related to tree removal, tree planting, and other tree
management related matters are resolved and reported effectively in accordance with
clearly document policies and procedures.

e Any legislative compliance requirements related to tree management arising from
Local Government Act 1999, Development Act 1993, Commonwealth Environmental
Protection and Biodiversity Conservation Act 1999, Natural Resource Management
Act 2004, Environmental Protection Act 1993, Electricity Act 1996, Heritage Places
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Act 1993, Road Traffic Act 1961, Aboriginal Heritage Act 1988 and Water Industry
Act 2012, are identified and their level of compliance assessed at a high level.

e City of Salisbury has efficient processes in place to identify and manage potential tree
hazards and is implemented effectively.

9.  FRAUD AND CORRUPTION PREVENTION CONTROL AUDIT

The scope of the audit is to ensure that the City:

. has an effective fraud control framework, which is integrated with their organisation-
wide risk management strategy

e has appropriate, well understood and current fraud control plans, which address
major risks
has established effective fraud controls
has adequate internal systems, training and reporting processes to support effective
implementation and monitoring of fraud control plans

. regularly test, monitor and report on the effectiveness of the fraud control plan and
associated practices

*  review the outcomes of testing and use the insights gained to inform continuous
improvement in fraud prevention and to update fraud control plans to ensure their
ongoing appropriateness

10. GRANTS MANAGEMENT AUDIT

The specific objectives for the audit will be to ensure that:

e The City's policies and procedures covering its grant management process are
adequately developed for all categories of grants and communicated appropriately to
the relevant stakeholders.

e The eligibility criteria and award process for all grant categories have been
established and communicated, and have been complied with,

e Conflict of interest avoidance measures are incorporated in the grant awarding
process.

Grants schemes are aligned to City Plan 2035.

All grants have terms and conditions or signed agreements specifying the
expectations on usage and reporting requirements agreed by the Grant Recipient and
COS.

e COS have a monitoring process in place to ascertain that Grant Recipients adhere to
timely reporting requirements in the Grant Agreement.

e Any unused funding from the grant is dealt with appropriately as per the grant
agreement or agreed terms and conditions.

e COS measures the effectiveness of the grant schemes, and use feedbacks for quality
assurance purposes in future planning and grant scheme designing.

11. RISK MANAGEMENT AUDIT

The specific objectives for the audit will be to ensure that:
® The City has formalized and adequately designed policies, procedures and framework
covering its risk management process.
e The City’s risk management processes are implemented effectively as per agreed
policies and procedures.
e City has a formalized risk appetite statement.
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e Risk tolerance limits and thresholds are defined along with corresponding action
points on the risk management plan / framework for better transparency and
avoidance of doubts.

e City has up-to date registers for risk, including its strategic risk register and
operational risk registers.

Risk management is embedded within the whole organisational processes.
Formalised and regular processes are implemented effectively for the identification of
risks, assessment of risks, and treating risks.

e The status of risk treatment action plans (especially all the high risk ones) is reported
to senior management in a timely manner.

PS. Indicative scopes for these new audits will be prepared when they are agreed in principle to be
included in the 3 year internal audit plan.
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ITEM7.1.3

ITEM 7.1.3

AUDIT COMMITTEE

DATE 09 November 2021

HEADING Risk Management and Internal Controls Activities

AUTHOR Hussain Rafeeu, Internal Auditor & Risk Coordinator, CEO and
Governance

CITY PLAN LINKS 4.2 We deliver quality outcomes that meet the needs of our
community

4.4 We plan effectively to address community needs and identify
new opportunities

SUMMARY This report provides an update on the risk management and internal
controls activities undertaken (or planned) for 2021/2022.

As a new initiative, an Enterprise Risk Management Roadmap is
developed with agreed timelines to accomplish key milestone
deliverables as follows:

- Develop an Enterprise Risk Management Policy (by Nov 2021)

- Develop an Enterprise Risk Management Framework (by Mar
2022)

- Develop an Overall Assurance Map (by Mar 2022)

- Review and Update Business Continuity Plan (BCP) for
Critical Functions (by Mar 2022)

- Develop Operational Risk Registers for All Divisions (by Jun
2022).
RECOMMENDATION
That Council:

1.  Notes the update on Risk Management and Internal Controls Activities for 2021/2022
since the 13" July 2021 Audit Committee meeting, as set out in Attachment 1 to this
report (Audit Committee, 09/11/2021, Item No. 7.1.3).

2. Adopts the Enterprise Risk Management Policy, as set out in Attachment 2 to this report
(Audit Committee, 09/11/2021, Item No. 7.1.3).

3. Notes the Enterprise Risk Management Program Roadmap, as set out in Attachment 3
to this report (Audit Committee, 09/11/2021, Item No. 7.1.3).

4. Notes the Updated Strategic Risk Register as set out in Attachment 4 to this report
(Audit Committee, 09/11/2021, Item No. 7.1.3).
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ITEM7.1.3

ATTACHMENTS

This document should be read in conjunction with the following attachments:
Risk Management and Internal Controls Activities 2020/2021

Enterprise Risk Management Policy

Enterprise Risk Management Program Roadmap 2021-2022 - City of Salisbury
Strategic Risk Register Nov 2021

BACKGROUND

1.1 This report provides an update on the risk management and internal controls
activities undertaken (or planned) for 2020/2021. The report allows the Audit
Committee to monitor and review the activities and assurance they provide.

2.1 Attachment 1 is a summary of the risk management and internal controls
activities for the 2021/2022 financial year.

2.2 The following activities in Attachment 1 have been updated since they were last
reviewed by the Audit Committee in July 2021:

The Audited Financial Statements for FY 2020/2021 and Independent
Auditors reports were presented to the October 2021 Audit Committee
meeting. A Draft Independent Assurance Report on Internal Controls
for the City of Salisbury for the year ending 30 June 2021 was presented
to the October 2021 Audit Committee meeting and a final report was
issued, with same opinion in October 2021.

The next round of Control Self-Assessment and Risk Assessment of
Financial Controls Best Practice Model managed through the Control
Track online portal is scheduled to commence in April 2022 to make the
self-assessment results available for the new external auditor for the
interim audit review of financial internal controls.

Petty Cash Till-Float Reconciliation was performed by the Internal
Auditor & Risk Coordinator for the FY2020/2021 as it was done
historically as an internal control measure. No variances were identified.

Emergency Management Program - An Emergency Management
Project Coordinator was seconded to the Governance Division for
2020/2021 in order to develop Council’s Emergency Management
Program documentation. The Emergency Management Program has been
extended for a further 12 months to complete related tasks including the
improvement and update of the Business Continuity Plan (BCP) for
critical functions.

As part of the BCP corporate documentation review, the Emergency
Management Incident Operations Framework was drafted and presented
to the Executive Group Meeting in October 2021 and is undergoing
further review on roles and responsibilities and budget implications
before it gets finalised. The BCP is built in as a milestone deliverable
under the newly developed Enterprise Risk Management Roadmap
2021/2022.

1.

2.

3.

4

1.

2. REPORT
2.2.1
2.2.2
2.2.3
2.2.4
2.2.5
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2.2.6  As part of the review of the current risk management process in place,
the status of key risk management documentation is identified as
follows:

e A Risk Management Charter was developed in February 2012 as the
overarching risk management policy document.

e A Risk Management Guide version 7.2 was developed and
communicated to staff in January 2017.

As part of continuous improvement, the Enterprise Risk Management

Policy will replace the current Risk Management Charter (consistent with

LGA model policy structure), and the Enterprise Risk Management

Framework will replace the current Risk Management Guide.

2.2.7  An Enterprise Risk Management (ERM) Policy is developed as set out
in Attachment 2, outlining the Council’s commitment to identifying,
analysing, assessing, evaluating and managing organisational risks that
may impact on the Council achieving its business objectives.

22.8  The ERM Policy aligns to the Australian Standard (AS) ISO 31000:2018
Risk Management Guidelines (the Standard) and has used the Local
Government Association of South Australia (LGASA) model risk management
policy as a guide.

2.2.9  The Internal Auditor and Risk Coordinator has developed an Enterprise
Risk Management (ERM) Program Roadmap outlining the following
15 critical actions that are scheduled to be accomplished in order to
materialise the ERM policy into action, as set out in Attachment 3:

Develop Risk Appetite Statement(s)

Review Risk Matrix (Rating Table & Thresholds)

Develop Internal Controls Management Procedure

Develop Controls Assurance Procedure

Develop Enterprise Risk Management Procedure

Perform an Operational Risk Register — Gap Analysis
Develop Operational Risk Registers for All Divisions
Develop Business Continuity Plans for Critical Functions
Training / Awareness & Embedding ERM Implementation Culture
Perform Risk Assessment & Review Risk Registers
Determine ERM Reporting Structure / Frequency

Review ERM Policy & ERM Framework

Develop COS’s Assurance Map & Review/Report Annually

2.2.10 The ERM Roadmap provides a blueprint plan for the Council to develop
the documents, tools and templates to be used, and to embed a risk
management culture across the whole organisation and provide training
and implementation of the enterprise risk management process.

2.2.11 The ERM Roadmap in Attachment 3 also clearly outlines the theoretical
models and process or systems that will be used in the development of
the ERM Framework, clearly articulating the specific key milestone
deliverables as outcomes of the ERM Program.

Page 39 City of Salisbury
Audit Committee Agenda - 9 November 2021



ITEM7.1.3

2.2.12 The Strategic Risk Register is updated, highlighting all new additions in
red text and striking through text that has become obsolete. The main
areas of change are in the risk treatment owners and timelines. There are
no changes noted in the risk ratings, as no further risk assessments took
place during this period.

3. CONCLUSION/PROPOSAL

3.1 This report has provided a summary of the risk management and internal controls
activities undertaken and planned for 2021/2022, since the last Audit Committee
meeting.
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Risk Management and Internal Controls Activities 2020/2021

Risk Management and Internal Controls Activities — July 2021 to June 2022

vi.4

Annual Plan - July 2021 to June 2022

Activity

Type of
Activity (Risk
Management or
Internal
Controls)

Resourcing
(Internal,
External,
Co-sourced)

Status:

1. External Audit
of finanl
internal
controls

Internal Controls

External

2. Completion of
Control Self-
Assessments
and Risk
Assessments
through the
Control Track
system,
including
external audit
preparation

Internal Controls

Internal

3. Cash
Management

Internal Controls

Internal

Rationale for piece of work

Update on progress

This piece of work is legislatively
mandated. Internal audit is
heavily involved in facilitating the
work.

The final report from the external
auditors for FY2020/2021 was
delivered at the October 2021
meeting of the Audit Committee.

The external auditor's
expectations are that at least one
control self-assessment will be
conducted annually and a risk
assessment should also be
conducted on financial internal
controls.

The next round of control self-
assessments will commence
around April 2022.

This work needs to be completed
annually as a part of the financial
internal controls framework; it
includes the end of year
reconciliations of petty cash and
till floats.

The petty cash and till float
reconciliations were performed in
July 2021 for the 2020/2021 period
to substantiate the information to
be contained within the Annual
Financial Statements. A memo to
the GM Business Excellence was
prepared. No issues were
identified.
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Risk Management and Internal Controls Activities — July 2021 to June 2022 vl.4
Annual Plan - July 2021 to June 2022
Activity Type of Resourcing | Status: Rationale for piece of work Update on progress
Activity (Risk (Internal,
Management or | External,
Internal Co-sourced)
Controls)
4. Report on the Internal Controls | Internal The annual self-assessment To commence in Feb 2022.
findings of the reviews the performance of the
Audit Audit Committee.
Committee
self-
assessments
5. Review the Internal Controls | Internal Completed | The Fraud and Corruption The Fraud and Corruption Policy
Fraud and Prevention Strategy was reviewed | was adopted by Council in
Corruption and replaced with a Policy and a | February 2021 and the Fraud and
Prevention Framework. Corruption Prevention and
Strategy Management Framework was
approved by the Executive Group
in July 2021,
6. Emergency Risk Internal inprogress | Develop, implement and review | The Emergency Management
Management Management the Emergency Management Policy and Emergency
Project Framework, including the Management Plan have been
development of tools, plans and endorsed.
instructional guides. The Incident Operations document
Provide an integrated model of has been approved by the
emergency management for City | Executive Group. The Project
of Salisbury, with assigned roles | completed from a design and
& responsibilities documentation point of view and in
terms of control implementation
point of view is continuing on an
ongoing basis. Some related BCP
for critical functions is in progress
as noted under Activity 6.
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Risk Management and Internal Controls Activities — July 2021 to June 2022 vl.4
Annual Plan - July 2021 to June 2022

Activity Type of Resourcing | Status: Rationale for piece of work Update on progress
Activity (Risk (Internal,
Management or | External,
Internal Co-sourced)
Controls)

7. Review of Risk External Following the BCP Test Further review of the business
Business Management conducted in May-June 2018 it continuity corporate documentation
Continuity has been determined that a will form a part of the ongoing
corporate comprehensive review of City of Emergency Management Project
documentation Salisbury’s business continuity during 2021/2022. The Further

documentation should be information is provided in the Risk
conducted. Management and Controls
Activities Report November 2021,

8. Develop Risk Internal Inprogress | Contributes to the vision of having | An Enterprise Risk Management
documented Management an organisation wide, consistent, | (ERM) Policy is developed, and an
risk usable risk management update report on ERM Program
management framework to encourage and Roadmap is updated in November
framework inform risk management. 2021 Audit Committee Agenda.

The ERM Framework document is
to be developed under this ERM
Program Road Map and action
owners and timelines have been
agreed, to be completed by March
2022,

9. ERM Program | Risk Internal Inprogress | Following the development of an | ERM Program Road Map is

Roadmap Management ERM Policy, it was decided that a | developed.
Road Map is developed to ensure
effective implementation is
monitored as per an agreed plan.
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Risk Management and Internal Controls Activities — July 2021 to June 2022 vl.4
Annual Plan - July 2021 to June 2022
Activity Type of Resourcing | Status: Rationale for piece of work Update on progress
Activity (Risk (Internal,
Management or | External,
Internal Co-sourced)
Controls)

10. ERM Roadmap | Risk Internal CEO asked to prepare an overall | The Internal Auditor & Risk
Deliverable — Management Assurance Map for the City of Coordinator has researched into
Assurance Salisbury to determine where we | the best model or framework to use
Map are in terms of assurance. Audit for this map and it was identified

Committee has also asked for a that IIA recommends to use their

brief on this as was agreed as an | Three Lines Model as a better

action item. practice model for assurance
mapping, which is also used in
LGASA Financial Better Practice
Model. In other local government
councils, this model has been used
as well. The Assurance Map is
being developed using IIA Three
Lines Model as the base model,
with a target completion deadline
by 30 Mar 2022.

11. ERM Roadmap | Risk Internal ‘ As part of the ERM Program

Deliverable - Management Road Map deliverable.
Operational
Risk Registers
for all Divisions
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A
~

Iy of

Salisbury

ENTERPRISE RISK MANAGEMENT POLICY

Procedure Type:
Related Policies and
Procedures:

Date Adopted:

Next Review Date:
Department:
Function:
Responsible Officer:

1. PREAMBLE

1.1. This Policy documents the City of Salisbury (the Council or COS)'s commitment to identifying,
analysing, assessing, evaluating and managing organisational risks that may impact on the
Council achieving its business objectives.

1.2. This Policy aligns with the Australian Standard (AS) ISO 31000:2018 Risk Management
Guidelines (the Standard).

2. PURPOSE

2.1. The overall objective of this Policy is to ensure that the Council applies and embeds a systematic
risk management approach across the Council in relation to all activities, functions, service
delivery and decision-making.

2.2. This Policy is intended to enable an integrated approach to risk management through:

2.2.1. seeking a commitment to core risk management principles;

2.2.2. defining responsibilities for risk identification, assessment, evaluation and treatment
programs across the Council operations;

2.2.3. the application of an Enterprise Risk Management Framework that provides the tools and
programs to underpin Council's approach to achieving a balance between the costs of
managing risk and anticipated benefits;

2.2.4. ensuring a systematic approach is used to manage risks and that appropriate treatment
and risk mitigation strategies are applied, reviewed, monitored and reported;

2.2.5. developing and nurturing an organisational ethos and culture, which integrates risk
management processes into management activities at strategic, project and operational
levels; and

2.2.6. achieving the Council’s goals, objectives, targets and community expectations within an
acceptable level of risk appetite, tolerance and capacity.
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3. DEFINITIONS

Consequences: Outcome of an event affecting objectives, where outcomes can be certain or
uncertain and can have positive or negative, direct or indirect effects on objectives, can be
expressed qualitatively or quantitatively, that can escalate through cascading and cumulative
effects.

Controls: Measures which maintain and/or modify risk which may include processes, policies,
practices, or other conditions and/or actions planned or undertaken.

Enterprise Risk Management: Coordinated activities to direct and control an organisation with
regard to risk.

Enterprise Risk Management Framework: Set of components that provide the foundations and
organisational arrangements for designing, implementing, monitoring, reviewing, reporting and
continually improving risk management.

Event: Occurrence or a change of a particular set of circumstances.

Risk: Effect of uncertainty on the achievement of objectives; an effect is a deviation from the
expected. It can be positive, negative or both and can address, create or result in opportunities
and threats.

Risk Analysis: The process to comprehend the nature of risk and to determine the level of risk or
the magnitude of a risk or combination of risks, expressed in terms of the combination
of consequences and their likelihood.

Risk Appetite: The amount and type of risk that the Council is willing to pursue or retain. The City
of Salisbury's risk appetite statement is outlined within the Enterprise Risk Management
Framework.

Risk Assessment: The overall process of risk identification, risk analysis and risk evaluation.
Risk Capacity: Council's level and type of risk it is able to support in pursuit of its objectives.

Risk Evaluation: The process of comparing the results of risk analysis with risk criteria to
determine whether the risk and/or its magnitude is acceptable or tolerable and assists in the
decision about risk treatment.

Risk Identification: The process of finding, recognising and describing risks, which involves the
identification of risk sources, events, their causes and their potential consequences, Risk
identification can involve historical data, theoretical analysis, informed and expert opinions,

and stakeholder's needs.

Risk Matrix: The tool for ranking and displaying risks by defining ranges for consequence and
likelihood.

Risk Register: Register of all identified risks, their consequences, likelihood, rating and
treatments.

Risk Tolerance: Council’s readiness to bear the risk after risk treatment in order to achieve
objectives.

Risk Treatment: a process of selecting and implementing additional controls/measures to further
mitigate the risk. Risk treatment can involve:
Avoiding the risk by deciding not to start or continue with activity that gives rise to the risk;

Taking or increase risk in order to pursue an opportunity;

Removing the risk source;
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Changing the likelihood by implementing additional controls;
Changing the consequences;

Transferring or sharing the risk with another party or parties including contracts, insurance
and risk financing; and

Retaining the risk by informed decision, including the acceptance of residual risks and the level of
risk depending on risk criteria.

4. POLICY STATEMENT

4.1. Council is committed to embedding a strategic, consistent and structured enterprise-wide
approach to risk management that aligns with 1ISO 31000:2018 Risk Management — Guidelines
(the Standard).

4.2, Council will adopt and implement an Enterprise Risk Management Framework based on the 8
principles of effective and efficient risk management as per the Standard, to systematically
approach to identify, assess, evaluate and treat (mitigate) risks to ensure that the Council
achieves its strategic goals whilst recording and managing its operational risks.

4.3. Council is committed to making the necessary resources available to assist those accountable
and responsible for managing risk.

4.4. Management will lead, actively participate in and have complete oversight over all aspects of risk
management within their areas of responsibility and embed an effective risk management culture
within all activities, functions, and service delivery of the Council.

4.5, Risk register(s) will be developed for strategic risks, operational risks and project risks and the
registers will be periodically and consistently reviewed in accordance with set timeframes
identified in the Enterprise Risk Management Framework.

5. LEGISLATIVE REQUIREMENT AND POLICY CONTEXT

5.1. Section 125 of the Local Government Act 1999 (‘LG Act’) requires Council to ensure that
appropriate policies practices and procedures of internal control are implemented and maintained
in order to assist the Council to carry out its activities in an efficient and orderly manner to
achieve its objectives.

5.2. Section 132A of the LG Act requires Council to ensure that appropriate policies, practices and
procedures are implemented and maintained in order to ensure compliance with statutory
requirements and achieve and maintain standards of good public administration.

5.3. Section 134(4) (b) of the LG Act requires Council to adopt risk management policies, controls
and systems.

5.4. Section 125(3) of The Statutes Amendment (Local Government Review) Act 2020 states that a
Council must ensure that appropriate policies, systems and procedures relating to risk
management are implemented and maintained in order to assist the Council to carry out its
activities in an efficient and orderly manner to achieve its objectives, inform appropriate decision
making, facilitate appropriate prioritisation of finite resources and promote appropriate mitigation
of strategic, financial and operational risks relevant to the Council.
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6. ROLES & RESPONSIBILITIES
6.1. Council

The Council is responsible for the adoption of this Policy and Framework, and overseeing the
systematic approach to managing risk across the Council operations.

The Council is responsible for ensuring that appropriate policies, practices and procedures of
internal control are implemented and maintained in order to assist the Council to carry out its
activities in an efficient and orderly manner to achieve its objectives, to ensure adherence to
management policies, to safeguard the Council’s assets.

6.2. Audit Committee

The Audit Committee has strategic oversight responsibility for Council's risk management activities
and is responsible for reviewing the adequacy of the accounting, internal controls, reporting and
other financial management systems and practices of the Council on a regular basis. This includes
implementing and maintaining the policies, practices and procedures of internal control referred to
in 6.1 above.

The Audit Committee, together with the CEO, has responsibility for ensuring that Council has an
effective Enterprise Risk Management Policy and Framework which ensures efficient and effective
operation of Council business for the achievement of the Council's objectives.

6.3. Chief Executive Officer (CEO)

The CEOQ has the responsibility for ensuring that:

* An Enterprise Risk Management Policy and Framework and necessary systems are
established, implemented and maintained; and
* Risk management is embedded within the organisational culture and integrated into the
Council's activities and functions.
6.4. The Executive Group

Members of the Executive Group are responsible for:

+  Oversight of the effective implementation of Enterprise Risk Management Policy and
Framework;

*  Monitoring overall strategic levels of risk across the organisation;

+  Commitment to promotion of this Policy and the Framework whilst monitoring Council's
overall risk profile and controls;

* Reporting the status of Council's risk profile and mitigation strategies to the Audit
Committee;

*  The implementation, management and evaluation of risk management, in accordance with
the Policy and Framework within their areas of responsibility;

* Integrating risk management processes with other planning processes and management
activities, particularly the annual business planning process;

* Identification of and remediation of operational risks;

*  Undertaking the risk management program as per the requirements of the Policy and
Framework; and

*  Ensuring that risk-based information is recorded in Council's Risk Register(s).
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6.5. Divisional Managers

Divisional Managers are responsible for:

« Developing operational and project risk registers for the respective divisions and ensuring that
the registers are kept up-to-date;
+ Implementing the risk management process as per the Enterprise Risk Management
Framework within the operational context of their respective division; and
+ Assisting the Executive Group in the implementation of the Enterprise Risk Management Policy
and Framework.
6.6. Central Risk Management working group (Internal Audit, Risk, Governance & WHS)

Within the context of this Policy, the Manager Governance coordinates the Central Risk
Management Function (which includes the Internal Auditor & Risk Coordinator and other specialist
staff with assumed responsibility in the areas of Risk, Governance and WHS). The Central Risk
Management working group will:

+ Facilitate the central role in assisting Executive Management Group and Divisional Managers
in the implementation of Enterprise Risk Management Policy and Framework;

+ Ensure appropriate systems and processes are incorporated in the design of the Council's
Enterprise Risk Management Framework;

+ Develop and maintain the Council's strategic risk register in consultation with the Executive
Management Group;

+ Assist the divisional staff members in training and providing risk workshops for the
identification, assessment and evaluation of risks and provide necessary support to embed
risk management processes into operational, management and strategic processes;

+ Ensure regular risk management monitoring including the review of operational risk registers
and reporting to Executive Management Group and Audit Committee;

+ Provide specialist advice to corporate risk owners in the management of specific risks; and

* Monitoring the identification of known and emerging risks and ensuring they are addressed
within the enterprise risk management framework.

* The Internal Auditor and Risk Coordinator will contribute to the Central Risk Management
Function in a consultative capacity that does not contradict internal audit independence and
appropriately manage conflict of interest and segregation of duties in case of performing
internal audit of the Enterprise Risk Management Policy or Framework.

6.7. Employees, Volunteers and Contractors (Workers)

All Council Workers are responsible for:

= Identifying, assessing, evaluating and managing risks in their daily activities and projects in
the implementation of the Council's Enterprise Risk Management Policy and Framework;

= Notifying Divisional Managers of any new operational, project and strategic risks identified in
their respective functional areas during the execution of their routine operational and
functional roles;

* Working closely with Divisional Managers to update the risk register(s) including key areas
under causes, controls and risk action plans, action owners and completion timeframes; and

« Completing and resolving the relevant risk mitigation actions in a timely manner.

7. AVAILABILITY

The Policy will be available on Council's web site with hard copies supplied on request.

The Framework is available to Council employees on Council’s intranet.
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8. FURTHER INFORMATION

For further information on this Policy please contact:
Responsible Officer: Manager Governance

Address: 34 Church Street, Salisbury SA 5108
Telephone: 8406 8222

Email: RDeco@salisbury.sa.gov.au

Review History

1.0 | 09/11/2021

Version No: | Issue Date: Description of Change
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Enterprise Risk Management
(ERM) Program Roadmap

(City of Salisbury - 2021 / 2022)
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Enterprise Risk Management Framework

Approach

Risk registers, reporting and other tools

COS looks at risk management strategically from the perspective of the entire organisation and establish an

Enterprise Risk Management program, which has an overarching ERM Policy and an ERM Framework. The ERM

Framework will encompass relevant process / procedures in the area of risk, controls and assurance required

for the whole of organisation risk management. The ERM Framework will ensure implementation of relevant
\ risk registers, reporting and other tools to embed effective risk management culture within the organisation.

1. COS’s Risk Management

City of Salisbury — ERM Program Road Map (2021/2022) Prepared by: Internal Auditor & Risk Coordinator
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To achieve City Plan 2035 The ERM Framework
- . will be developed
Critical Actions & using this conceptual

model, encompassing
how the ERM system
will work as an
integrated system
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This is the typical ERM Process that will be
reflected within the ERM Framework.

The ERM Process works as a cycle of
Establish Context continuing activities from establishing the risk
context within the relevant Divisions, to risk
assessment, risk treatment and monitoring
and review. The process for communication
and consultation with relevant stakeholders,
roles and responsibilities for monitoring and
review, and frequency will be clearly
stipulated within the ERM Framework.

The relevant tools and templates to be used in
each process will be developed. As part of the
ERM Framework implementation process,
Divisional =~ Managers will have the
responsibility to develop and maintain a LIVE
operational risk register for their respective
division, and will cover the risks, details of
assessment, treatment plans and outcomes,
which will have to be reported, monitored and
\ reviewed on an ongoing basis.

Risk Assessment

Risk Identification

2. Risk Analysis

3. Risk Evaluation

MInay pue Julojiuow

g
5
5
:

Process / Procedure

Risk Treatment

3. Enterprise Risk Management (ERM)

City of Salisbury — ERM Program Road Map (2021/2022) Prepared by: Internal Auditor & Risk Coordinator
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The Internal Controls Management Procedure
will be one of the key components of the ERM
Framework document.

Effective control mechanisms at various levels
of the organisation will form an integral part of
the ERM design functionality to ensure that the
control environment, risk assessment, control
and monitoring activities and ICT measures are
built in within the operations, reporting and
compliance functions, across the whole
organisation.

The outcome from this procedure will get
reflected on the Risk Registers by specifying Control Activities
preventative and detective controls which will

be identified in the risk assessment stage and
also at the risk treatment stage to strengthen unication
and bridge any gaps in controls.

The Risk Matrix will be applied in determining

4. Internal Controls Management
Procedure

risk levels and assessing effectiveness of Monijtoring Actiyities
controls as part of the ongoing risk register
review.
\ City of Salisbury — ERM Program Road Map {2021/2022) Prepared by: Internal Auditor & Risk Coordinator
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—

Prevention

The ERM Framework will recognise Control Assurance
Procedure as a critical component for effective risk
management, because preventative controls gives
quality assurance and detective controls reflect the
existence of quality controls as well.

Quality

Quality
Control

Detection

The Control Assurance procedure will capitalise on the
application of the famous Governance, Risk & Control (GRC)
model of assurance in the design of controls within the ERM
Framework.

Control The Central Risk Management Team (including the Manager
Governance, Internal Auditor & Risk Coordinator, and specialist
staffs in Governance, Risk & WHS side) will facilitate the ERM
Framework implementation with necessary training, risk
workshops, and application of various tools.

5. Control Assurance Procedure

Prepared by: Internal Auditor & Risk Coordinator (19/10/2021)
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GOVERNING BODY

MANAGEMENT

Actions (including managing risk) t
achieve organizational objectives

KEY: | 4\ Accountability, reporting - ], Delegation, direction,

resources, oversight

Source: IIA — Institute of Internal Auditors

\ City of Salisbury

ERM Program Road Map (2021/2022)

The llIA’s Three Lines Model

Accountability to stakeholders for organizational oversight

INTERNAL AUDIT

Ingepenaent assurance

SH3AIAO¥d FONVHNSSY TYNYILX3

&> Alignment, communication
coordination, collaboration

IIA defines Assurance Map as
“A tool which visually presents
all assurance activities of the
organisation, both internal
and external, as they apply to
the organisation’s risks”.

IIA 3 Lines Model is an
Industry better practice
framework model for
Assurance, recommended by
IIA and also used in LGASA
Financial Better Practice
Model.

Hence, this will be used as the
base model for COS’s
Assurance Map, which will be
one of the key strategic tools
integral to the ERM
Framework.

6. COS’s Overall Assurance Model

vared by: Internal Auditor & Risk Coordinator
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Oy of Slebury Asmrsrse Mop = Tires Unes oded o _ a& ~ The Assurance Map will list down key areas of the organisation
S S S = where there is 1% line of Assurance, 2™ line of assurance, 3™
e | |ine of Assurance, and Assurance from External Parties.
PROVIDERS

These key areas will then be given an assurance score rating
between 1 to 5 (reflecting the quality level of assurance
ranging from poor, below average, average, above average to
excellent). This score will be determined for each of the key
areas based on expected levels of assurance controls and
identifying gaps compared to actual process / controls, which
will be analysed using a risk control matrix.

The Assurance Map can then be reviewed annually to
determine improvement over time and can be used as one of
the high level tools.

Key areas for 1% Line of Assurance can be: corporate policies and procedures, strategic planning, business unit
planning, delegations, asset management controls, etc.
Key areas for 2" line of assurance can be: corporate governance, risk management, legislative compliance, BCP
& Emergency Management Plans, etc.
Key areas for 3™ line of assurance can be: Independent Internal Audit, Fraud investigations, audit log action
register reviews, independent risk assessments, data analytics and continuous auditing etc.
Key external assurance providers can be: external auditor, ICAC/OPl/Ombudsman reviews, ISO & Quality

\ Accreditations etc.

City of Salisbury — ERM Program Road Map {2021/2022) Prepared by: Internal Auditor & Risk Coordinator

7. Assurance Map (Sample Data Only) -
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7.13 Enterprise Risk Management Program Roadmap 2021-2022 - City of Salisbury

T i L

Develop Enterprise Risk Management Policy IARC/TLCG/MG  30/11/2021 Drafted $
2 Develop Enterprise Risk Management Framework IARC/TLCG/MG  31/03/2022 E
3 Develop Risk Appetite Statement(s) IARC/TLCG/MG  31/12/2021 E
4 Review Risk Matrix (Rating Table & Thresholds) IARC/TLCG/MG  31/01/2022 E
5 Develop Internal Controls Management Procedure IARC/TLCG/MG  31/01/2022 f:
6 Develop Controls Assurance Procedure IARC/TLCG/MG  28/02/2022 :
7 Develop Enterprise Risk Management Procedure IARC/TLCG/MG  31/03/2022 -
8 Perform an Operational Risk Register — Gap Analysis IARC 30/11/2021 .8
9 Develop Operational Risk Registers for All Divisions DM 30/06/2022 él:)
10 Develop Business Continuity Plans for Critical Functions EMPC/TLCG 31/03/2022 ~
11 Training / Awareness & Embedding ERM Implementation Culture ~ IARC/TLCG/MG  30/04/2022 %
12 Perform Risk Assessment & Review Risk Registers DMs / GMs - Ongoing E
13 Determine ERM Reporting Structure / Frequency MG 31/03/2022 -8
14 Review ERM Policy & ERM Framework IARC/TLCG/MG - Biannually @)
15 Develop COS’s Assurance Map & Review/Report Annually IARC 30/03/2022 ;
This table summarises the 15 critical actions encompassing the ERM Program Roadmap, and all other models & o'
information above this table are only contextualisation inputs to these key actions. L
\ y of Salisbi RI ram Road Au
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7.13 Enterprise Risk Management Program Roadmap 2021-2022 - City of Salisbury

. Operational

. . w

BCP for Critical  Risk Registers Q

. Functions g’_r ALL ) 8

Ivision

Overall — Mar 2022 +

Assurance —Jun 2022 QL

@y Map =

Framework —Mar 2022 -

- Mar 2022 )

®ERM Policy <

- Nov g

2021 Ll

The ERM Program Roadmap will accomplish the above key milestones deliverables.
\ City of Salisbury — ERM Program Road Map (2021/2022) Prepared by: Internal Auditor & Risk Coordinator
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7.13 Strategic Risk Register Nov 2021
2: Risk Step 4: Contral
Stepl: Risk Identification Step 3: Risk Response & Treatment - Mitigation Controls Step 5: Risk Monitor & Control (blank if none required)
=
E 5 Controls Residual Risk F Torgot
3 e Gouses g T e Owner Gmpmm
! i Description E g H 3 @ |rating is not acceptable)
=
« Curment and maintained Business Continuity Framework (incuding Plans and testing
arrrgoacy avent, or mofr ncdon o 2 Gounct regme). 4
Jun tgl'l'll'\‘ll.i'll‘l' emlrent - Business Continuity staff identified and trained on roles and responsibilities, 3
' + Incident Management Team identified and trained, 4
‘ ’ . . « Current and maintained IT Disaster Recovery Plan (indheding testing regame), 4
:::In::ins"::m:!hi‘::dtiﬂﬂl av;s::lr:ll?ell e * Current and maintained Emergency Management Plan, 3
o Y . + Participation in Zene Emergency Management Comimittees - Northern Area, 5
business resources is impacied as a result of failure + Lack of plans and procedures to inform response strategies when a + Participation in 16 € il Ready Program, S
to prepare fof, respond ta and recover from a Business cantinuity of emergency event ocours + Distribution and maintenance of Ellﬂ:lh!'\"PN network access to all relevant stall, 5
disaster (e.g. fire, flood, explosion, earthquake, - Lack of commanicationftraining for relevant stall required to respand to ) ‘
= ) . ) + EMective and reguladly reviewed (OVID achion plans, 5
S |stoem, adrcraft crash), w |business continuity and emergency events . Building Control and Inspections, 4
Co5 experiences negalive impacts to Cos’ brand E + Information to facilitate action during business continuity or emergency i Emna:llm uumﬁﬁtullm 4 1. Develop and deliver 1. 30-ve2024—
sadimage. iagel and cont im?llraﬂnns, o prillc = wvents & Insfiiclent of 1t valable 2 5 + Provision and maintenance of Building safety systems - e.g. exil signs, fire extinguishers, | o g |training on business R
g, = | stafl salety as a result of faillwre 10 prepare for = « Impact of chimate change on weather pattems = T . = & E ’
® ) ® o o wardens etc., induction process, 4 z E  |continuity to relevant staff. Manager
1 = = |and respond to a major incident at a Counal run « COVID-19 pandemic = = « Risk assessmenis performied fof community events, 4 = - Govermance |- :
= T |community event.” It has been recognised that + Inadequate procedures and plans in place to prevent incidents = E e i “::[ ol Asserman I_r:m iy £ Z |2 pelivery of € completed with the
£ |the risk relating to an incident occurring a1 an ] « Failure 1o maintain stall training = = « Maintaining and Business (mn H“'E k4 = Ma ;‘m "WI'EE,IE R exception of BOP
i event sponsored or partnered by Council 1s still E « Inadequate performance of nsk assessments . mm?e testing of u:gp scenarios 4 ity 29 actions pending
=z relevamt however need not be recorded on the « Lack of assel management and maintenanoe + Key KT mvesmbers actively participating within tive Zone Emengency "
Strategic Risk Register. + Inadequate due diligence performed by Cod in order 1o identity relevant Commitiee - Nosthern Area, § Mnapeme
risks related to the management and delivery of commanity events . Miainkaining nd ' Event 1 Plans d
|imipacts: S_efume dell-rgrr 1@ community severely « Compliance with I:mzl 9 ont ﬁugideliznes. d
compromised, reputational damage, loss of morale + Training of all potential event owners on risk identification and due diligence assessment
and resources, compromised regulatory decisions, !
’ ' 4
d-ealhfullnr._al njury of stalf a_-d,l'nr public, fnancal « Formal information exchange between City infrastructure bookings and Events Team to
cols 1o rectify, legal cost of failure 1o prevent a identify community events invalving CaS assels, 4
health and safety incident, regultaary or L
Gowernment censure.
+ Salvibury Water Business Unit - Recycled Water Risk-Based Management Plan indluding
Contamination of the recycled water systems w sample testing belore water inpections are commenced, 4 includes:
-E + Salishury Water Business Unit - monitoring plan and monitoring matrix. All water
Cob experiences reduced environmental, economic & , ) sampling i camied oul by National Association of Testing Authorities (MATA) acoredited
and soclal benelits due to lailure to prevent, £ | L:r':'::l::“m:’m"q w::thf;ﬁlymtmim"m stall. Laboratories perfosming the testing are NATA accredited.
prepare for and respond to comamination of the ; « Failure of m"'::’:" mfm lod Waler Risk p . + Supervisory Control and Data Acquisition system in place lo detect faults and alert CoS o
é‘ Salishury Water recyched non-drinking water S By anageme . stafl. 24/7 remote access availability by laplop by Cas stafi, "g’ . anag
. Plan ! ' & |1 Implementation of Salishury Water | 1. Varipus. On track
= distributed to parks, reserves, schools, industry and| % b ) 'g_ + Supply contracts to customers contain Force Majeure clauses which limit liability to s || B T findinas hin th
, 2 eeyinent s uirlys iy = Wet s\!eaﬂ_\er could hamiper dlean-up operations or contribute to a § councilin the event that water cannot be supplied, g E- 3 = |relevant II'H‘III:&'! rom the within the Audit
=2 i 1| tion evenl N ) . . . B & |Ma ent W, Log Action Regist
a g ‘IE _(T:_::l:r: ::JA fitration E « Rapid Response Team and Call Out Officers through City infrastructure (Coundil stalf) in 5 % Emr:;q::aled i Aud Inﬁamrr o 1:"12';“:;]“ ‘H
2 |wmpacts: Financial cost of replacing supply with Sa ] + Act of Termarism ) = place to manage events that may lead to contamination of recycled water system (e.g. 2 Management
Water and dean-up costs, financial impost of E + Megal dumpi chemical spill) (24/7 support including after houwrs), 4 nag
rectification, failure 1o fulfil commercial contractual E wng + Employee Media Policy and Procedwe and Elected Member Media Policy, 4
abligations, reputational damage, regulatory or E - Implementation of the Water Course Management Plan including the renewal of
government intervention and/or fines, revenue Wetlands and desilting/removal of pollutants in waterways as required, 4
reduction, health risk to statf and community. 5 + Review of Risk Based Management Plan every five years, 4
+ Maintenance of the (oS Contaminated Sites Register, 3
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7.13 Strategic Risk Register Nov 2021
Stepl: Risk Identification 2 Risk Step 3: Risk Response & Treatment - Mitigation Controls B L a0 Step 5: Risk Monitor & Control (blank if none required)
Controls Residual Risk
s ; Further treatment T et Target
Risk Description |Causes ! required (if residual risk G Completion Date
i i Description g ; 3 - rating is not acceptable)
+ Compliance with Public Health and Environmental Policies and Procedures, 4
+ Provision of Immunisation Services, 5
Lack of management of public and + Current and maintained Animal Management Plan, 5
environmental health risks + Aclivating the 1 1 iniliatives within the Co5 Regional Public Health Plan, §
g + Performance of General Inspections, 5
Community experiences illness or injury due to a T I - Undertaking Dog Patrols, 5
i failure to deliver public and environmental health . IF':F:':.::I:!MFM m‘:lgox:':m Incident « Administration and r it of €05’ responsibilities under the Food Act, 4
é = land safely oulcomes for the community (indudes i Mmdhalmmfmofn = + Compliance with and raining on Employee Media Policy and Procedure and Ebected 3 E
3 = Z |food safety, dog and cat management, by-law - Mocows plsats | Member Media Policy, 4 5‘ 3 k-
= 2 |enfercement and parking controd). - + Enforcement of the Cos” responsibilities under the SA Public Health Act, 5 [ =
E E Fallwre of waste dapessl conteacter b0 contractual obligetions. « Enforcement of the Cos' responsibilities under the Doeg and Cat Management Act, 5 -
£  |impacts: Financial impost to rectify 2 health and 5 + Performance of infrastnecture maintenance aclivities, 5
z safety incident, reputational damage, regulatory or + Undertaking the Mosquito Control Program, 4
Government intervention o censure/fines, health - Accurate completion of Food Salety Audit Repart Questionnaire, 4
risk 1o stall and the public. + Accurate completion of Food Salety inspechion Checklists, 4
« Provision of all Food Safety Inspection dotumentation to relevant business Proprietors, 4
1. Dewelopment of 8 GM City 1. 302034 -
« Eaily warning system of text aberts based on Bureau of Meteorology data, implemented Sustainability Flan. Development 8 Feb 2022
by DEWNR, 5
. 2. Delivery of Emengenty
’ Reqular monitonng of risk sites e.g. land fill sites, dams, 5
::!f::::l?;?:?: ﬁm::ﬂ:’::&:ﬂ . :Mal E + Extreme Heal response prooess (lor residents), 4 x:':::;:‘:;:; Uinchuding 2. 30-june-2024
' ¥ ) ) ' + One i 100 yea flood and Probable Maximum Flood modelling including tidal info. in Ha Manages completed
assets and services i | peMqI® wnderstanding 2nd plansing for facker inpacing the place al individual house level, using digital terrain modelling. 4 e Govemane
environment . .
Thee detrimental effect on Coundil assets and E + Failure 1o consider environmental consequendes when planning and : Bushiire lmd PIM:TI Seateghc Plans/ B 4
infrastruciure caused by environmental factors, designing infrastructure « Walecourse M capital 4
including cimate change, is not adequately E « Insufficient modelling of weather events used within Asset Management R and ) I'p program, Policy and Plans, 4
addressed through Council planning. The S Planning . and maintsi h g ent Plan, 5
Z  |detrimental effect on Council assets and e Inadequate infrastructure within the City to manage stormwater and sea + Assel Ma enk Commillee E
o’ i -
" infrastructure caused by social fagions, such as ) level rises due to storm events ) + imgpl g of Youth Strategy and Intercultural Plan, 4 2
= changes in demogeaphics, |s not adegquately 5 |- madequate understanding of and planning lor the impact of dimate 5 ) i -i
4 = | = = + Assel Management infrastructure audits, 5 : =
E addressed through Council planning. & |thange on City infrastructure and assets B . ) <
& 2 £ » Adapting Northern Adelaide Plan, 4 S i
H) s « Failure to moniter and forecast demographic changes in the City and R and maintained Emer 1 Plan, 3 L
| kmpact: Financial cost of dealing with the Z  |adjust objectives and plans accordingly « Participation in Zone Emes Mmergency ::‘ v - Northern Area, § ]
consequences of frequent freak weather related ; « City Plan becomes obsolete or fails 1o anticipate the financial impact of amcpaton gency Manageme e - e e
+ Compliance with grant funding applications process and reviews, 5
events, long term impact on infrastructure, its 2 |demographic changes . Com with Care € 51 - Operaling Manual, 5
maintenance and replacement,organisational plans|  § |+ Failure 1o maintain a social infrastruciure plan for the existing and future .8 prance o amme ) '
and strategies are no longer valued or desired by assets 4 oy Learming Struteqy, Wellbeing Strategy & Intracultural Straiegy,
the community, failure o adapt 1o a changing + Coastal inundation and impact on biodiversity .
external envirenment resulling in some servioes + Failure 1o update Assel Management Plans . WI N mﬁwl:':su: Assessment Framework, 3
becoming imebevant and others insufficient. S . smlew“g ::d “‘“.“ g
b= .
g + Fload mapping is updated periodically and commamnicated as necessary and is
incorporated into the development plan process, 4
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7.13 Strategic Risk Register Nov 2021
2: Risk Step 4: Contral
Stapd: Wek Montifcation Step 3: Risk Response & Treatment - Mitigation Controls Evaluation e B ek Marlicr & Comtrol (iank If nane ragérec)
E ; Further treatmant T
3 Risk Description |Causes i E required (if residual risk | | oo Tent p"'"'m
! i Description g g 3 £|3 rating is not acceptable) | OV [ Completion
- Ingufficient or reduction in grant funding
+ Inadequate revenue and a failure to maximise revenue from all sources
w |* Umplanned spending
2 " g « Inadequate vabuation of assels of inacturate degrediation
City of Salisbury financial sustainability is E .
compromised by Interal decisions and / or Inadequate planning for infrastructure repairs of upgrades
sannall avaats, « Intreduction of draft legislation regarding rate capping + Long term financial planning, by managing monitoring and reviewing, 5
§ « Fraud, misconducl or maladministration + Managing monitenng and reviewng ol Assel Management Plans, 4 1, Various - 0
o . . Z | Changes to legislationfobligations imposed by other levels of + Undertaking Quarterly Budget Review, 5 1. Implementation of ) .
Fus fails to maintain service standards and invest S |jovemment . 1 Plan and i vk 1 by Audit Commilttee, § relevant findings from the 1. Manager track, monitared
in assets and infrastructure as a result of increased ! Infrastructure | seperately under
pessure o C0S aperating surplus due bo Factors Eh « Patential new revenue stieams/opportunities are not lully imvestigated + Adhoe Prudential Reviews, 5 Assel Management audit Management the Audit Lo
= b as rale cappi H:;gw shifting. Risk of CoS g + Changes to roles and responsibilities assigned 1o Gity of Salisbury by + Reqular reviews of rating system faimess and equity, 4 report nd I:an ] Actian Re i“Er
E :uil:m i “ . ”:I'? iy m‘ ?ﬁ’ml Fl federal or state government + Approgeiate execution of the Grant Management application Progess, 3 (subject of an o a“ :E: g
- - : " lglluml tely ma “m’! r'? I “:m"" = |- Shoit term revenue is maximised at the expense of longer teim revenue internal audit in November 2022) E L. implementation of the s:':l: y 2, N/A - Audit not
g‘ £ [Costalls ; fy m:‘"me; o al H"fa lf_e B | Poorly structured debt funding 1|z « Review of Financial information by the Budget & Finance Committee, 4 g | £ £ findings trom the Grants ngs e :’
E | 2 [completion of the strategic i udgeting foc £ |- poor investment decision making z|= + Diversification of income (e.q. Waler Business Unit, Strategic Property Development and | 3 | 2 = |Management Audit " "
‘§ Lo on ol the siralege plan. g + Unknown consequences of new infrastructure provision from other levels Building Rules Certification Unit, NAWMA, Salisbury Memorial Park), 4 § (scheduled for November 3, FMay-202t
) of govermment or private sector investment + Compliance with Budget Policies and Procedures, 5 2022)
§ M:m':};.lm:l:lll‘mﬂr I::D:‘n::tr:mnﬂaltr E + Failure to encourage investment in the City + Business (ase Modelling. 4 10 lﬁﬂll'"'-‘lf‘: I\\"Hh mr
E “I‘Tr“::“n by t"'j“w"';m'“m"“‘" H;I:m' m"t“lmd _g + increased expectations of the community in relation o the demand for « Growth Action Plan, 4 3. implementation of the — PIL’:‘"E:”':I" "
= |irate |lseEJ revenue from the sale of assets (land) ] and breadth of services and dords delivered by Cos " Busi EI Sup0 genda, 4 Project Management Inll-aslru(l:m Dcllvfr-r
is not mm;ttd for the longer term benefit of the 3 e | ultimately becomes financially unsustainable ’ extemnal Audit activities Methodology Framework
community, financal cost associated with falling § C AR RV I i S SN I s " FRPICL Smmm. Mo 5
! methods (rate rises)
rates revenue of incieasing bad or doubtiul debits E « Arvarme from the sale of assets (land) is not lested for the lnger tarm)
5 benefit of the community
- Financial cost associated with falling rates revenoe or intreasing bad or
doubtiul debis
U e ik
|inefiective governance results in the provisien Due to change in
of services which do not meet community + Comphiance with Budge! Process, § Executive Membaers
erpectations " Inddequile periormance measures which are not inked Yo objectives or - mnw:'n'd appm:mll::\r Plan by elecl:e:rrll:el:'::m. 5 e dmg:::l]:rlll.;::‘:‘d !
. ’ strategies .
|inadequate decision making. Falure 1o integrate e + Estabdished and embedded Customer Service Framework, 4 )
governance to enable the meeting of strategic el i h' “."“’““ Pk benyymielion - + Monthly Stiateg Executive Gioup meetings, 4 N R_lmumng Plan Major 2. Various - on track
abjectives MBS Dendiits Faalisation « Alignment of New Initiative Bid documentation to the City Plan, 4 Project (2 Yaw) 1. General followed
' * Failure 1o monitor arganisational performance against stakeholder it Pl ) ) '
expectations and 1o take action when necessary 10 corredt il " Strategic and Accowntability. 4 2. Timely Completion of Managers seperaiely under
E :d’m"‘equ:‘;’Ea‘g""'“"'“":IHZ“-'I’:“:’I'"’”“(:’H::: . E, + Failure to deliver what is expected by the local community due 10 a lack i:::r::! o md: Y E::';(wmmw Engag Framework, 4 rebevant agreed actions A"d';:;g“::hm
E managed, organisational plans and stiategies are ol alignment of strategic plans + Conduct of bi-annual customer satisfaction survey, 4 o g [alsing out of Internal 2. Various
2 | = = | umited | at indicat = 2 |udi
Z | = |notachieved, organisational resources are not E O | :t:nmﬂl mr:: d;u‘:m:m;n ? uls i place = i‘ - Business case development for aged care schemes, 4 [ = & : ERETNYERET TN
E é used effectively, organisational plans and \E |l':|:::‘s:. Nt reparing e hom of cparsie perlemmency 3z = - Regular performance of CEQ Review via CEQ Review Committee, 4 '§ z 2 3 tmpl iation of the oM Gty |completed with the
2l s = . : — e
S e ot ot s | 2 | s o 30 s e e e ot o o 4 % g | i
= | ot delivered in a way that is consistent with the g : Imdeqm:‘_upabilm lity and m:lvf-?- ce plans, training and - Regularly reviewed and communicated Delegations Register, 5 Methodology Delivery
organisational values, lack of customer J y opm ) 0¥, Sysems ek, . . ) = OCIfAREF survey process, 4 4, Manager Framewaork
) + Failure to engage with all stakeholders in developing the City Plan . ) ; _
commanity engagement, lack of employee o Regular Strategic Project Reporting, 4 ) Govemnance
ent and commitment to Ry objeciives + Customeer service is neither monitered or managed « skilled and ienced stalf. 4 4. Review the Governance
ﬁmmer service. coundil lacks 3 coherent ) . Irm_ﬂidenl priceitisation o prn_jects anq IESOUNCE SCOping . « Perlon mmlm " ' L4 Framework and Statement 4. 3+l due
direction, failure to meet legislative obligations, * Prsjects approved are nol com with the sirategic om o o5 + Infrastructure Maintenance Activities, 5 te change in key
not meeting community needs, reputational * Succession Planning, 4 staff and
damage, poor erganisational performance, * LG Performance Excellence Program benchmarking activity, 4 estcre,
negative impact on staff health and wellbeing. deadline moved to
31 Mar 2022,
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7.13 Strategic Risk Register Nov 2021
Stepl: Risk Identification 2 Risk Step 3: Risk Response & Treatment - Mitigation Controls e L Step 5: Risk Monitor & Control (blank if none required)
=
E 5 Controls Residual Risk [ e Targot
3 Risk Description |causes ! g required (if residual risk | oo ont Complstin Dats
i i Descrigtion gg;gi‘ 8@ [rating s not acceptable)| W™
Immature and inadequate work health salety
policies and procedures result in an unsafe
woiking environment
* WHS training and e-bearning (mandatorily required for all employees on commencement
L e S P T of employment and thereafter routinely), 5
injury- Failure to meet WHS obligations which » Performance of Licensing qualifications checks, 5
resylt in an unsale workplage, (oS recognises that + Training in WHS Procedures, 3
this risk is included on the Strategic Risk Register + Updated WHS IM Business Plan, 5
T [due to the seriousness with which Cos takes its E + Performance WHS Reviews, 4
E obligations in relation to Work Health and Salety, E « Pringipal WHS Comamitlee, 5
+ Inadequate controls in place to prevent incidents ocouming + City Infrastruchure WHS Committee, 5 1. Tralning to be provided
§ Impacts: An employee, contractor, volunteer or E « Insufficient reporting of incidents and near misses « J5A, work instructions and plant risk assessments, 4 ' on WHS Procedures
i elected member is injured or dies as a result of a & |- 5ale work practices not documented or communicated to employees ] - Shalf training on and compliance with Code of Conduct, 4 - E 1. Ongoing
7 -g' £ |meventable incident or accident; potential = |- madequate induction, training and supervision § = + Compliance with Harard and incident reporting and investigation procedures, 4 B |= o | Manager People )
B g financlal consequences for the City of an incident g + Inadequate hazard management system § = + Members of the Local Government Workers Compensation Scheme, requiring annual ; g ;¥ o & Culture 2. 30 june 2021
o E |affecting a member of stafl including; 2 |- Diganisational safety attitude does not recognise the impotance of external audits, 5 2 | completed: ke la:m with )
%= |medical/rehabilitation expenses, injury 2 following WHS policies and procedures + Work Health Safety representative team, 5 (%s N 1' P{)
| compensation daim, legal expenses, fines; g + Suppoit fiom LG Sectorfother councils/private sedtor organisations with aletly Survey
regulatory censure including a SaleWork S4 development/implementation of WHS policies/procedures {including benchmarking
= |Prohibition Notice, Improvement Naltice of f! partners), 5
prosecutionconviction; legal consequences for + Contractual arrangements with external providers to assist compliance with WHS
seniol management should polices and obligations, 4
procedures be determined as inadequate by + Quarterly Executive Repart highlighting trends, outstanding actions and high risk rating
SaleWark SA; organisational reputation is damaged incidents o hazards, 4
through the failure to prevent an accident o injury + Embedding of crganisational values, 3
accurming at work; scheme losing sell-insured
status and resultant lack of financial sustainability.
1. Delivery of relevant
aspects of the Smart
+ Failure 1o adequately involve IT when developing plans, strategies and Salisbury governance
propects structuie 1 F ey it
Lack of sligament and I“_“Nt’_" T ystera + Failure 1o consider all oplions when mgroving a system o process. 30 Jan 3022
and data fo support service delivery + Diganisational change is not conducted in a structured and logical manner 2. Implementation of Cyler (in progress)
liniormation management s - ;::::::Zu;f:.::he skill set of individuals responsible for the delivery R—. Security Program 1.3;5”3::::ur 2 30 pone 2002
integrated resulting in ineflective business ) « Programimed esting of systems for secunity and rebability, 4 . )
_ - Lack of business engagement and clarity of roles 3. Develogament and Transformation (in pragress)
E processes. IlanIrl:‘Ijr\:eddaira mm;gen;mt results in + Etarnl poasoure fov p——_ . mrpl;ltmn lﬁ:r:.f; o . . irplemartalion of the
PO repeoiting a sion making due o ? ) ' + Comphiance wil mation Security Polickes and Procedures, 4 h
£ |insufticient data collection and storage. Ineffective " Lk ol p'.:m. ar::;ru;emres SN IRNONn Facpaamn Fisdingies wian + Continuous Improvement Framewodk, 4 smf';.“";:"g F.'::EM' 5': 4 Mosager | ¥ w
§ IT security leaves the organisation vulierable to _E F':mf::;l'?;n I:‘:‘"‘:; s/ intrusion. denial of + Docurmented and tested IT Disaster Recovery Plan, 3 u ::c l: ek 9 pueinance [jm Tﬂ wiz}
= [cyber attacks. Failure to keep pace with cyber _E ybe . autn Acees ) —— ] ST, + Documented and tested Business Continuaty Plans, 4 E rategy prog
8 g‘ g changes. - :::ns:;::]emlwlalm malware, social engineering, hacking, phishing. k- i + Incident Management Team identified and trained, 4 z g ;F'_ 4 Implementation of 1 T;:;::f 4
a . ) E + Business Continuity / Disaster Recovery Plans not tested or property 2 = * Duilkding secwity and access controks, 4 g -‘E roadmap Systems & 0 Mar 2022
E [impacts: Organisational plans and siralegies are & documented + User access system controls, 4 % Solutions {in pragress)
= |not achieved due to a lack of IT suppart or s ; ) ! ) ) + Patch management and software maintenance procedures, 4 ' pragres
& |atrasiuciure; organisational distuption; financial 5 - Mobile device management with the potential for a lost or stolen device . Performance of Cyber Security Risk Assessments, 4 5. Coundil approval of Fraud
= . being used 1o access Coundl systems & Corruption Prevention & | 2,467 - Manager | 5 F-uly-2021 -
5 lass; duta theft; data fraud: breach of legistation: « Ladk of auditing and logging fundtions to caplure events * L oS R et o Sy, 4 Management Framewark Busingss completed
£ |failure to adapt to a changing external + Documented and embedded Fraud & Cormuption Prevention & Management Policy and
: o ; ) « Lack of monitoring of cybersecunity threats to organisational assets Systems &
environment; inefficient and ineffective use of « Lack of communicat ” for all stall ding information Framework, 3 6. Train ided solil A
e I v oot o et e scaty g3 et || €0
m‘:‘mﬂfﬂ;‘“ﬁ s « Information to facilitale action during a cybersecurity incident is nol Prevention and 30 Mar 2022
' avalable Managerment policy and 7. FhMey 2029
+ Staff fraud framework 31 Jan 2022
7. Execulive Group appeoval
of Disaster Becovery Plan
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7.1.3 Strategic Risk Register Nov 2021
2: Risk Step 4: Contral
Stepl: Risk Identification Step 3: Risk Response & Treatment - Mitigation Controls Step 5: Risk Monitor & Control (blank if none required)
=
Inherent Risk Controls Residual Risk
E 5 F Treatment Target
Risk Description |Causes i el|s g required (if residual risk p Date
! i DE 53 Description Egg 3 @ |rating is not acceptable) |  OWNer | Completion
S35 =
Climate Change negatively impacts on City of + Current and maintained Business Continuity Framework (inchuding Phr§ and testing regime), 4
salisbury's operations, infrastructure, services - Business Continuty staff identified and trained on roles and responssbiities, 3
and the community. Failure to adapt to climate ) . * Incident Management Team identified and rained, 4
thange * Failure 1o keep pace with dimate change + Current and maintained IT Disaster Recavery Plan (inchuding testing regime), 4
: « Business plans fall to adequately address evolving impacts of cimate + Current and maintained Emengency Management Plan, 4
' . change + Partsapation in Jone Emiergency Management (ommittees - Northern Area, 5
“"'““ﬂ::::eilmfn:::”ﬁmﬁ?nhm - Lack of plans and procedures to inform response strategies when climate - Salishury Water Business Unit - Recyced Water Risk-Based Management Plan including sample|
" ¥ A —— :: nls H'"_h . change relaled event ocours testing before waler injections are commenced, 4
' ¢ « Information to facilitate action is insufficient or not available + Rapid Response Team and Call Out Officers through City Infrastructure (Council staff) in place $-30-ure-2021
heatwaves, drought and storms. 1. Development of an
' + Lack of commanication and/or training for relevant staff to manage events thal may lead to contamination of recycled water system (24/7 support Eriror et o
. inchuding after howrs), 4
Impacts: increased demands for services, service Wit of zlln'_ute ‘_"“"9"' 0 Mt E“Hm {4 men h.ulwm'. . .ﬂmnmmnftﬂ Waler Course Managemen Plan including the renewal of Wetlands and Sustainability Strateqy
) ) decreased precipitation, increased severity of dioughl, more intense rain ng 2 dem Anseasiiet
delivery to comnmunity ks W""_D"J'“SN- reduced and stroms, incseased mean sea level) desilting/removal of pollutants in walerways as required, 4 FMay-208
2By to rakse Income, financlal cost of dealing £ | inadequate monitoring plans and testing of recyched water systems - Mg Control snd ipections, 4 " 2. Chmate Change Fhysical )
S |with the consequences of frequent freak weather i . contribute 16 & recycied waler system ¢ foa £ « Evacuation procedwes and testing, 4 H Governance and Physical (1. - 3) GM City
% & |related events, long term impact on inlrastructure, avenl T + Eaaly waaning system of lext alerts based on Bureau of Meteorology data, imp ihed by % 3 ‘E Risk Assessment Development
] £ |its maintenance and replacement, failure 1o adapt = i =] DEWNER, 5 g 2 = .
Z | £ [wachanging extemal envionment resuting in T E:::u:?:"mm:ﬂnm ::1:::'“' fox factors impacting the H - Regular monitaring of risk sites e.q. land fill sites, dams, 5 i £ 1. Implementation of 4 Manager | * 28 feb 2022
i some services becoming imelevant or insufficient, bt v ; g ng = + Extreme Heat response process (for residents), 4 adaptation Plan - Adapting |  Govemnance s Snookin - actions
organisalional plans and stralegies are not = ) ) " * One in 100 year flood and Probable Maximum Flood modelling including tidal info. in place at Horthern Adelaide - ngoing
achieved or del 10 3 way that bs censistent -E;md:quliz I!.ndml-lnti::dnl and planning for the impact of dimate indrvidual house level, wsing digital terrain modelling, 4 m;lewed every
levered ange on infrastructure and assets - Reviewed and maintained City Plany/Stralegic Plans/Business Plans, 4 WO years.
with aur values, not meeting community needs, ) . ; ) e 4. Develop and deliver
reputational damage ng ¥ + Failure to consider environmental consequences when planning and - Bushfie Management Plan, 4 training on business
designing infrastructure » Watercourse M capital program, 4 4, :
:;:::-:I‘: -‘;l‘::d;r::;lsl Geath and seriows Bness, + Insulficient modelling of weather events used within Asset Management + Reviewed and mantained Asset Management Palicy and Plans, 4 prifinplly b et plal. 31 Mar 2022
Decreased water quality, impacts on rivers and Planning ; " Meviewed aad malnisingd Growth Masagement P, 5
welands ecorystems - Inadequate infrastructure 1o manage stormwater and sea level rises - Effective undergrowlh management procedures, 5
Increased damage o foundations * Coastal inundation and impact on biodiversity - Asset Management infrastructure audits, 5
increased fire dan ' + Failure to update Asset Management Plans » Adapting Northesn Adelaide Adaptation Plan, 4
sod flood d_::' « Lack of adequale resourcing lor climate and environmental sustainabilty « Compliance with Home Care Common Standards - Operating Manial, 5
:::I:E:ml!l intrusion :'Igti ground water and coastal - Reviewed and mamtained Learning Strategy, Wellbeing Strategy & Intracultwal Strategy, 4
- Adequate nsurance, 5
wellands, mangroves, Increased coastal Nooding,
+ Relevant training provided to Elected Members (e.g. Chairing meetings and Meeting
Procedures), 4
+ Communicated and embedded Employee Code of Conduct, 5
- Documented and embedded Employee Conduct Policy, 4
* Elected Member cohesion * Media Policy, 4
. « Lack of of ineffective community consultation and engagement + Positive relationships fostered with media and Salisbury Business Association, 4
% « Increased regulalory aclivity + Embedded organisational values, 4
j - . . « Failure 1o undertake legislative requirements + Documented People & Culture policies and procedures, 4
£ |City of Salisbury reputation suffers due to i o i ;
E services provided not meeting community 5‘"“[“ ";Tq:m: est E:( m:dm:jmn:mu :‘; ! 1eers Policy. 4
|needs and expectations, resulting in a reduction g | Megalive 2 inter " tocum ande unteers Pallcy,
; . : ' + Staff dissatisfaction + Documented Community Consultation Policy, 4
in business investment. P ' . ity Per Sur 4 -
E z 3 |- ailure to dekiver successtul projocts | = ﬁﬂ:ﬂnﬁm twm ity Consulation Process, 4 & 8| 5 |isaisbuyciycenmes |1omany 1. Late 2022 - dav
L7 * raliurg Vel suCCessiul projped . Ve ompr OITHTIU 100 FToCess, L soury re - = date
L] g E *’?W:’:f-' Lﬂ:‘;lﬂ' W"m“"!"l' ““:L':'dm':'dl" T |- Failure 1o deliver services expected by the community ‘E g - compiehensive budgel process, 4 ‘E E 'i % Johin Street upgrade Development  to be determined.
- B ::ﬁmphﬁlT nel;;:Tng' 'I":[; stafl ;:er;d .§ » Customer service is nol properly monitored or managed = + Provision ol general business information and expert advice atl Polaris Business and x =
= ) f - el = = Not meeting strategic objectives Innovation Centre, 4
g ;E:::ﬂ;ﬁ;:::;é::i:m?::mﬁ:‘::&:}hr = - Inadequate capability and capadity (e.g. workloice plans, training and « Cost effective business related woikshops and seminars, 4
£ - ' development, technology, systems}) + small Business Mentoring Pragram, 4
negative impact on the City of Salisbury brand
g ' * Inadequate business advisory services * Provision of online resgurces for starting 2 business, growing a business and developing
E‘ + Insutficient invesiment opportunities for business digital in business, 4
* Infrastructure fails 1o support investiment and business activity * Investment attraction via invest in Salisbury website, 3
+ Poorly planned uban growih - Salishury Community Hub as a stimubus to investment, 5
- Positive relationships fostered and maintained with local business leaders and relevant
Stale Government teams, 5
« Effective Small Business Friendly Council initiatives, 4
« Polaris Centre Chent Satrsfaciion Scorecard conducted by newfocus, 4
Page 65 City of Salisbury

Audit Committee Agenda - 9 November 2021




ITEM7.1.4

ITEM 7.14
AUDIT COMMITTEE

DATE 09 November 2021

HEADING Outstanding Actions Arising From Internal Audits

AUTHOR Hussain Rafeeu, Internal Auditor & Risk Coordinator, CEO and
Governance

CITY PLAN LINKS 4.2 We deliver quality outcomes that meet the needs of our
community

4.4 We plan effectively to address community needs and identify
new opportunities

SUMMARY This report provides an update on the status of outstanding actions
arising from previously completed internal audits.

RECOMMENDATION

That Council:

1.  Notes the update in this report and the full Internal Audit Log Actions Register in
Attachment 1 to this report (Audit Committee, 09/11//2021, Item No.7.1.4).

Attachments This document should be read in conjunction with the following attachments:
1. Internal Audit Log Actions Register Nov 2021

1. BACKGROUND

1.1 This report provides a status update on the outstanding actions from past internal
audits, showing a summary position, number of actions by risk rating and the
movement of actions since it was last presented to the April 2021 Audit
Committee meeting.

2.  REPORT
2.1 A high-level summary on the movement of actions from internal audits is shown
below.
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Internal Audit Log Register

40/

35

30

25

20

15

# of Action Points

10

Bal. as at 13 Closed* M ew Bal. as at 9
July 2021 Mow 2021

|IT:113I 40 6 5 39
2.2 The total number of outstanding Audit actions reported to the July 2021 Audit
Committee was 40, of which six were closed. With five new additions, the
closing balance of total audit actions to be completed by 9 November 2021 is now

39.

2.3 The risk profile summary position is shown below.

Internal Audit Log Actions - Movement

40
EL
W 30
c
L
‘= 25
<
I-E 20
o
'E i5
=
Z 10
5
0 A —
1_VeryHigh 2_High 3_Medium 4 Low 5_Betrer £_LGASA Total
Practice Baseline Mot
Mat *
W Bsal. =z st 13 July 2021 o 7 18 5 & 4 a0
o Clossd* 3 3 ]
B New 1 1 1 2 =5
w Bal.as 3t 3 Now 2021 o 2 16 [ -1 4 35
2.4 The five new additions are from the Events Incident Management Audit report
presented to Audit Committee in July 2021.
2.5 Out of the six closed Actions, three are medium risk and three are Better Practice
Actions. There are no very high-risk actions pending.
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2.6 None of the eight high-risk rated actions were resolved during this reporting
period.

Closed Actions

2.7 Six actions are reported as closed and three were tested by the Internal Auditor
and Risk Coordinator and confirmed as fully resolved. The other three reported
closed actions are yet to be tested by the auditor for verification.

2.8 Closed Actions are as follows:
z 1]
A = £ Tile: - Audit
Log# E D'! Finding/Opportunity for Recommendations E Comment as Resolved
E' E' % Improvement E E TE' at 09/11/2021 E
o E E All monitering activities undertaleen should be Confirmed as
‘;.‘p 5 EZ. |8 g 13. Consclidate Monitoring | consolidated into a single document, cutlining| = | completed with To be tested by
N - FE E ﬁ 2 E activities into a single relevant sampling methodologies, limitsor | £ |WOQMRP as the Anditor
g'. g = ! document reporting, guidelines, criteria and trigger o single -
- levels. document.
1. Request Dulux Australia to develop a
customized report for COS showing the
E purchasing details. and inveice number for
o ‘E = transactions IElﬂ.th to the respective Considered
; = authorized buyer. =
2 B = 2. Trade Card Usage . = . 2 Closed as
46 = & = Review 2. Establish a process to review the Bunnings | £ ions fak Yes
; BVIEW Trade Card in 2 timel o actions taken
o .g o ard usagzina v manner; appropriately
= 3. Ensure that the Trade Accounts / Card L ’
= usage is monitored regularly to identify any
anomaliss including unanthorized usage, or
any misuse of cards.
4. Non-comphance with
_ oo = |5111(b) Division 2 - by not | Administration should ensure that a Council
o E é ,E having a Council Resolution | resclution is passed for all employeses who | ¢
51 E 5 £ ﬁ for Prescribed Officers ledge the Primary / Ordinary Returns, to & Yes
o »fl 8 Py requiring to complete comply with section 111(k) of the Local o
= Primary / Secondary Government Act 1999,
Beatiurne
City should consider:
1. Ensuring that its Regional Subsidiary
Aundited Financial Statements are laid before
- . the council as per the requirements of section
=| EB g | & Non-comopliance with 21¢4) of the Financial Management
L] ZE | 2 | HQ@-notsbmiting | poation 2011, to comply with section | 3 To be tested
B |E| 2 NAWMA Audited sgulation 2011, to comply with section | 2 0 be fested by
= ¥E = o 28(2)a) of the Local Government Act 1599, ﬁ Auditor
o 38 i | Financial Statements to o . ;
= o Conncil as required 2. Reviewing the Delegations Register to
) include sub-delepations related to Financial
ement tion . 1
R ion 2011, including
Section 21(4), in cazes the CEQ finds it
NECESSATY.
—|l=_E%|. - . _— o
o F; § % % g ﬁ B Qp;_:-nrhm.}ty to mu-:rl‘te 3. A WHS Team r?preseutam_e iz invited to 3 Tobe testd by
E|E2F 22 |28 risk staff in post-gvent post-svent valuation B -
; -2 E | . . ) o Auditor
== g E |ne evaluations mestings for all events
= g = . . 9. The staffing budget for the Events Team iz
FEi\'l = .E % s €2 PE ty to m{_lact updated to reflect the trus cost of staffing by | 3 B
67 | B | &7 @2 BB full staff costs in event . . : I B Ves
; -2 | inchuding estimates of expected overtime =
SHER E [n'= budgets ete

Outstanding Actions

2.9 There are 39 Actions remaining on the Audit Log Register as at 9 November 2021
to be closed.
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Closing Balance as at 9 Nov 2021

&
E
=4
=l
2
=]
3=
1_VeryHigh 2_High 3_Medium 4 Low 5 _Beter 6_LGASA Tatal
Practice Bazeline
Mot Met *
W Mew (Mot due Yet) 1 1 1 2 5
B Extended 3 3 1 1
® Mot Due Yet 4 11 4 2 24
W Total i} g 16 & 5 4 39

2.10 The 39 outstanding actions are made up of five new additions, nine actions that
have been further extended from its deadline agreed in July 2021 report, and 24
actions that are not yet due based on the previous agreed deadline in the July 2021
report.

2.11 Actions outstanding as at 9 November 2021 are further broken down by audits in
the below graph, showing the progress percentages of the total number of findings
per audit.
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% in Progress
1. Business Systems

and Solutions - Apr

2018
10. Event Incident 100% 1~ 2. Asset
Management f\_:___...._-_-_-_'_'_'.'__.-.-.g-gg:_: - ---.-_.'_'_'_'_'_'_'""'--.’.,,\E\.ﬂanagem ent - Jan
Framework - Jup.,/\_—70% L\ 2020
9.Complaints /' / / Lo<—50% OO\ 3. Contract
Handling Process - ¢ N\ \ }_ _ Management - Dec

Mar 2021 2019

8. LGASA 2019 Risk .
Evaluation Report -\ W%
Nov 2019%* “

If s
I J," i rd i
- Oct 2020*
P ;"
,

= »5 Purchase Card -
Aug 2020

7. Legislative\\:‘\:
Compliance - Feb —__
2021

6. Trade Card
Review - Nov 2020

2.12 The number of actions remaining can be read from the following table used to plot

4. Management of
/ /- Contaminated Sites

the above graph.
Audit Total # Actions |Pending % in Progress
1. Business Systems and Solutions - Apr 2018 10 5 50%
2. Asset Management - Jan 2020 3 3 38%
3. Contract Management - Dec 2019 7 4 57%
4. Management of Contaminated Sites - Oct 2020* 14 6 43%
5. Purchase Card - Aug 2020 7 3 43%
6. Trade Card Review - Nov 2020 3 0 0%
7. Legislative Compliance - Feb 2021 9 5 56%
8. LGASA 2019 Risk Evaluation Report - Nov 2019%* 6 4 67%
9. Complaints Handling Process - Mar 2021 6 6 100%
10. Event Incident Management Framework - Jun 2021 5 3 60%
TOTAL 75 39
* Findings were not risk rated on the report
** Findings were not risk rated, but identified as "LGASA Sector Baseline Not Met".

2.13 The number of actions remaining outstanding is a cumulative effect of past
pending actions. Action owners are identified and followed up in a structured
manner, with realistic deadlines agreed.

2.14 For Business Systems & Solutions Audit Actions, these are now undertaken as
part deliveries within the Business Transformation (BT) Project, and
Administration has established the BT team and is Administration is also
finalising the recruitment of further resources.
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2.15 All of the eight pending High Risk rated findings are within the revised target
completion dates.

2.16 A full list of the Internal Audit Log Actions Register, covering the findings based
on Very High Risk, High Risk, Medium Risk, Low Risk, Best Practice, and
LGASA Base Line Not Met are included in Attachment 1.
3.  CONCLUSION/PROPOSAL

3.1 This report provides a summary of the position on outstanding actions from past
internal audits, since the last Audit Committee meeting.

3.2 A total of six actions have been closed out of which three remain to be tested by
the Internal Auditor & Risk Coordinator to mark them as resolved.

3.3 There were nine actions for which the July 2021 agreed deadlines have been
extended during this reporting period.

3.4 A total of 39 actions remain to be closed.
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Update - 6 July 2021:

E require further development, especially in the

3 testing of the proposed DR Plan. The revised

3 completion date has been set 10 end of

- ‘g 2. The current Disaster INoted and agreed as recommended. Lynette Palridge| _ September 2021,
-~ Recovery plans require 2.b) Create a DR testing regime for major  |A draft Disaster Recovery Plan has been (Manager § § Update 19102021 §
1 5 é updating to increase the systems, that supports the business’s developed and is currently being reviewed by an/ Business o The vendor has provided information back 1o the No
i & likelihood of ing & o d MAO, RPO and RTO. fexternal contractor. The DRP is due 1o be Systerms and - City of Salisbury, which is now under o]
disaster event [completed and approved by Exec in May 2021 Solutions) . ideration. The ded time required to

B find a suitable Team Leader for the
nfrastructure area has created some delays.

- With this position filled and due to commence
sd-November, the Manager Business Systerms
and Solution 10 work with the vendor to

completion
Ta) Develop a Service Catalogue.
4.b) Define SLAs with vendors, where
appropriate - agreed actions from Program
Review will be implemented.
4.¢) Obtain business endorsement of the Initial drafts of Service Catalogue have been
Helpdesk metrics to enable the business to view (a)Noted and 3, Will be done as part of the developed. lmk\ﬂdﬂfﬁmmn&d
(d)ln:l:mmkrmhmeduu e sctions o the - p-npvshmpheperases v
Program Review, in consultation with key “’::‘d Sa\uwm - AmﬂSMToolh-nqy«henhphmud
: application owners, and other stakeholders in the| N '“" - :" 3 in el to enable a customer satisfaction survey, Work
ok :ms L bmlﬂm:;;zwllm.
.€) Re-introdu p ty & d » o -6 { 1
1 4, NoService Level | 100ls for control from the previous IT Strasegy [() Noted and agroed. Lyvene Pawidge| 2 2 | _ | The market scan has been completed andan |
z Agroements, sadior Key  |2014+17 10 provide a baseline 10 measure of the [ ) 1 \0ted und agpreed. See respomse 1o {Manager =8| 2 aquistion plan for the ITSM tool willbe | >
2| Per Indicator’s for ional activities of the tesen - such ag. {100 oendations @ 1.2, Business §§ < submitied wie 9 July 2021, Subject o approval | & No
3| B[ 2| ousines Systemsand | 3.0 1T Principles, - Agreed. The & w-n‘_:::‘“l wﬂ. 'I:.'l‘:""“'""‘“"“'*' Spiomand | 22 ; of the proposed appeoach it is anticipated the 3
o BlﬁMmm-A:mlmmwilbe [0 Noted. Ragler surveys of s performance ' < mh:;:wammzmuglh
‘ " updated us part of section 14 below, ::“"""":““""::;"":"" Update 19/102021
. S ot W o st T e
4.1) Buikd the reporting of KPL's and other [(5) roted and agreed. As shove at 4. has not been finalised. The new feam member is
operational controls inko the Terms of Refteence] () Jotodk As sbove at 4.L due 1o commence mid Novemnber and this will
of the Steering C (1) Noted and agreed. As sbove st 4.£. le the M Busi S and
4.2) Promote and display the Jevel of service Solution to work with the vendor to completion.
provided by the Helpdesk against the agreed
! i
4.h) Collate regular surveys as a standard
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Internal Audit Log Actions Register Nov 2021

1b) Pobovisto-keepallkevapphicationsata-
w e e e e s e el
£ 5b) Determine if a policy or position is ; 4 ceacon. This will be formalicad.ac.
i necessary for keeping software current. (e.g. No ot the uidated porernance ramework 4
system will be x versions behind the latest  |b) A formal positi this will be . _ discussed-in-part- B
= |8 5. Maintain an up to daie |  version) - A formal position on this will be  |in the nex iteration of the ICT L"“:""""" = 2 8 |compieted - as the req was 0 I
3 % i application register 10 reduce | articulated in the next iteration of the ICT  |strategy replacement document. Ii‘ fanegee & E'S‘ a position. g b - completed; No
b security risk and upgrade strategy.replacement document. ic) Noted and agreed. A formal position on this and S g3 Tt e st b by b e b % ¢ - pending.
Q @l e costs 5.¢) Once the application and support matrix | |will be articulated in the next iteration of the Sd-!imsl 8 =% F
register has been re-introduced, complete a [ICT strategy replacement document. Ptttk o b boet bk s bawn sl
" review of all major systems 0 determine bt and b 2022 Dt et paascess
; potential upgrade projects required. This work has been postponed pending the work
- of the Business Transformation team who will be
reviewing the system applications.
" 6.¢) Ensure a consistent structure and Terms of
) ,""?"“?"‘."f"".““:'” () This is covered by item & as part of the
. , - . o L . == framework
= | b.C Rocusia & the process for documenting how a _[c) Noted and agreed. """"'IW 22 |5 | we mw_wnr“mm b
4 ; required on aligning business not 1o have a C was arrived at. |d) Noted. Refer section 4. Service Catalogue Busi = g Catal ! No
3 | applications to business  |(The decision and responsibility for forming and [will cover the information technology-related and H = :
" needs running Application Steering Committees rests [aspects of BSS ) T3 E v 1911072021 2
with the relevant business areas). © ¢ Su' U tem 3
! 6.d) Develop a BSS Service Catalogue and pdete in
= promote throughout the organisation.
Draft Sman Salishbury Framework submitied 1o
#.a) Ensure that the Digital Strategy is able to “""':W“'."‘;_mv:“"".‘"":
thkyufsdilny'nCityrrhm #zmsu,*“ '“M" octing 2020
M’rﬂldﬂ‘ﬂﬂr-:lvm Easo sviows into F % ond ol
K.b) Ensure that the Application Owners and IinFI 2021, The next slage
members of the Apphcations Steering . y . .
5 & o be mthe fa) Noted and agreed. Action to be passed on o Ration before formal ad by Council
development of the Digital Stratcgy.  the digital stratcgy working group. scheduled in May 2021
- 'i‘ #.¢) Ensure the IT strategy comtains roadmaps |3) Noted and agreed. Lynetic Paliridge - Update - 6 July 2021:
T 5 i &, Continued ali of fand an plan for each system within the [C)Noted and agreed. Inf 10 be ncluded|  (Manag: § 2 PPy fmmthe %
5 the Digital Strategy to the City of Sahshury portfohio. in upedated 1CT Strategy. Business - 2 “aa " " . i No
S | & 2 | Business Strategy is required | 8.4) Consider changing the title of the I |d) Noted and agreed. Broader than Systems and = € m"‘"’f"‘“m:m.’m z
8 strategy 1o an “Digital Fxecution Plan™ or  [resporsibility of IT function within BSS. Solutions ) - - working through the plasning
§ similar 1o reflect the outcome of the document [¢) Noted and agreed. Broader than m"":’“"mlmmn’h""
being 1o define a program of work 1o deliver the [responsibility of TT function within BSS. '. X . .
= - . - Smart
z Digital Strategy. This il assist i the "“':ws: o S P el
of goals and objectives of the B} .
N C meeting in
mm“. - 2 - o
) Report reviewed at Exec coordination and
s.r)&ﬁw-mﬂwiumh deferred $ing further d N ks
- & which is to be scheduled, via the Business
Transformation Team.
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Internal Audit Log Actions Register Nov 2021

& DO Z0TY KEK

on ch are updated
during the review of the Emergency Management
Plan,

focour as part of the roll out of the Incident Operations|
Manual.

5
£ has the devel ofa
'g . " Salish " . |Risk Management Guide and Risk Management mode] nsk management policy and framework based
= |3 llzﬁmdﬁvtmhm;ﬂ-“"-hmi“‘-’#n‘ Brett Kahland > gy [om the LGA model template including alignment with
- 31000:2018 Risk management uidelnes snd ko [0S0 rview roquirements will e s owin e | vy 8 8 R —
6|2 |% Risk Management Systems 2008 Risk mmmagumeont guidelinss [ anl documents and wil sefiect Comncily documens | 7008 by Update 9112021 No
L jput a process in place o ensure the documents are . . Corporate e . . " .
Y o . a5 per the € iI's d management processes. The ongomg review of the . ) = An Risk 10 Palicy is op
- § risk iom will be * | in October 2021 and an ERM Roadmap is developed
- ’ ’ [included in the Audit Commines work plan. covering an ERM Framework scheduled to complete
% by March 2022,
]
-
o
1 ) ; ) -
?! Ome of the duties as a Rosd Manager is to have risk [Team Leader Civil and Transport will take the David Boothway E g m‘_""‘“:‘_"‘n “'"f"":::“"‘".:ﬂ""""]m 3
§ Risk specilic w process in place, if Council has Railway [process forwand. They will overview the agreement (Team Lender F r will be ¥ m‘ ! N
JZE Ruilway s o havearisk [ d the g actions and close the Civil and o 8 register “Ilrﬁ"lwdw A o
2 g mssessment in plice. outstanding axtions. Transport) = = [Relevamt lu_::l - ‘_""""i““ 3
]
CoS hus docunented risk assessments however it
! was noted that they were outdated and requires 1o be
2B conducted again in line with carrent emerpency |5 il work with the Council Ready Program 0 |  Brest Kahiend - - =z
10 é fi Risk Assessment specific to [conduct risk assexsments specific to emergency (Team Leader E Action is on track, Risk assessments have been ! No
k Emergency Management Plan L . : aned b tly o those risk Carporate = commenved
& It o recommended that Council conduct risk. =
a g specific to ang [Fomens Governance) H ;
L include all current emergency scenarios relevant o
CoSs.
Although selected stafl have been trained on
emeTRencY operations, the details are not
! d in the Emergency M Plan as The development of the Incident Operutions Manual
. it's pussed its review dute and current relevant stafl - dures will] Beet _ _ b and will sdentify relevant stail with €
2 . b B P Kahland h : =z
0 Trnined stif on Emergency SO Rt oot Do Incindid bt s E:::nuumwuunm (Team Leader E - e e mmhy 3 o
% Management Procedure Itia bed that the list of e “, . :(ngcn--.“.“ l."m' g .':[ =I 2021), Teaining for st will i
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1. Engage with key stakeholders to establish | General Manager
pfnm—u:em-ﬂh:uihekof 1. Now Council has an Asset Management Sub City Lo e PR
¥ service based on It and  |C ittee (AMSC) and will work through the | Infrastructure, B
. E“ 2.1 Focusingon of saliafixsi hevels of service prageessively for ench asest Karen Pepe, _ o |feteepmoved by SAMG and Comncil-tarpeted|
e levels of service and 2,Establish levels of service based on targets : Manager 8 g Se-he aemplota by SRS ML =
12| 4| & enhancing processes for | that are measurable, achicvable, relevant and [2. Existing levels of service in place but nesdto |  Property & ST T iivpmsiia anhen s IV No
g ‘monitoring and reporting timehy. ichange to more community centric focus. Buildngs: - = ]Lmnhmfmhmc;\.mﬂm 2
E i 3. Iplement mechanisms to ensure that (3. This is i place gencrally through the AMSC | Dameon Roy. - - . ' i z
Management Operational Plan) for all classes of
el targets are compaved &0 actusl  [and SAMG Manager asset. AMOP s 1o be completed by 31/12/2022.
performance and reported 1o key stakeholders Infrastructure
on a regular basis. Management
m-mwr—m See comments above
Working
nﬁlo-nlude_ *fiit for purpose " and MMMWPHIBAMP]
|future demand and priorities. which ib ic Asset
(Currently working the AMSC and developing a Mw?hnnduqmml-mull’ln.
Place Activation Strategy 10 assist with this. details the Levels of Service for buildings, and
1. Review current capital i lanning  |[Current condition & fit for purpose audit financial forecasts to deliver and maintain these
forwﬂdu'mdmmuml'u addresses the current state wath the Commumity Levels of Service. The BAMP also identifies the
] 2,4 Defining clear criteria for itisi des (includi ﬂfﬂlu‘—‘l\"llhybnmmn Karen Pepe, é priority of building related works, which informs ;
i ‘upmuluml Lof new assets) and renewal of buildings are clearly [report for ASMC ding future o ds and M. [~ Council Budget Bids. ! Na
§ . . defined, documented and based on relevant  |trends including specifications and gaps analysis|  Property & - The Community Planning & Vitality Division
- E factons including defined levels of service,  [with respect 1o Council's sporting facilities. Buildngs - put a report 1o the Community Wellbeing & ;
condition, fit for purpose audits and forecasted |Council's Communiry Hub model has been Spon Committee in May 2021, lem 5.1.3
o future demand. [adopted with respect to the community Mm-:nw - Formal Recreation.
|acilities, with Burton and Ingle Farm audit completed in 2020 and
i ity Hubs being d over the mmluﬂ!hm:lplul
next few years. Asset M. Plan 10
hm&-ﬁdmﬂmﬂdhﬁhlhmuq{
(Ongoing formal presentations and reports to December 2021
(Council Commttees.
1. Review occurred in 2017 1o do this and close
improvements to Level of Service as
I. Review the revised asset management plans X .
against the IPWEA standards and ensure they |Council currently uses the IPWEA templates. | Dameon Roy, s"mx_ﬁ:‘m‘\:
address the required details regarding levels of |This will be revised and improved as the AMSC Manager “'"‘"20“;- ‘”“““"h:“scd
- i 2.7 Opportunity to review | service, asset condition, lifecycle e letes the review of assets by asset Infrastructure _ roported B E
- contents included in the plan, asset criticality, risk i and i plan. Management, = ) .
£ Assit Maniagomet Plass 46 processes for improvement, 2. Being considered as part of the (Strategic S A M&'ﬁ"mr""‘d';:’ ] No
) i per IPWEA standards and the |2. Review the revised asset 12 strategy [ Asset 2 Plan (SAMP) as presented Karen Pepe, § being made 1o Asset Mgmt and F
B o and ensure it includes intemal and external — fto Couscil on 29 February 2020. Manager ""'M“"'“"'" e o Dec2l ~
~ factors that may impact on asset [Asset N Sub-commitice is working | Property & cousriog e period
ohjectives as well as strategic risk issues and  [through the Levels of Service for each Asset Ruildmgs
risks relating to these factors. (Management Plan. This will result m the
lupgrade of the Asset Management Plans late n
2020,
[ Action: See above.
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3. Develop and document a clear policy
outlining expectations for contract management
scross Council, ncluding clearty idennified roles

and responsibilines
1. Develop / or review an existing Policy
4, Dmbp-mmm&-m-nnmhp.m-wmm.

I t-ln!dwm} ™M
draft

and tools/
nmﬂmﬂmﬂzﬁyfamlmn
M. has schaduled
mmmnmmmm
(October. Have had 1o revise end date of this item|
10 end November.

& 2. There are a lack of guide staff, i ble, C Ben Kempster, - o 2(om Item 1 of Management Response)
I'J_E framework / procedures o procedures (mandatory) Manager g g Development of palicy to follow completion of i No
+ provide expheit guidance for gudelines, and 2. Develop framework, procedures. Strategic % = % Contract Management Framework. Given Z
a E contract management | clarification of roles and responsibilities ( for [Develop / review iemplates, wols, eic. .. Procurement - - m-r-:iltini'_ﬂlﬂr'-nwdnnmlddndlk
S example where responsibilities start and end of this item to the end of March 2022 (as the
o inchudi ponsibility for obtaining ongoing latest date for completion).  RACT will form part|
“due diligence’ documentation ) of Framewuork
btu!rwmmwluﬁunm(mi
There i1s opp y 10 ensurc that 3. Pohcy & 1o be completed by Manag;
ﬂmwﬂnm&’\rlh:ofdlﬂnmm gic F ng i of
M Framework (by end March 2022).
S, Implement a process to ensure that policy,
Mﬂﬂmw-w .
in one . Jocation, Addit m(m-:y
features include: ! .y
pproval before d o0 can """‘""'"""IFI'. Once CM Framework document,
eu-:mmm:::m:um (Toum Loader I'mn:emmm“rn-Immud
a 3. There is & noed for document oxisting policios. guldeines Businens g E awareness sessions for key internal stakeholder ;
20.! ;:mm:; | standard naming conventions. IProvs '-“::'mm* l-'hn:'d s = | groups. This training will include awareness of g Na
,t E contract uw::mmmﬁn;ﬂ And . M ) - 3 ‘nmpu:uufmn::'&wmm i
v documentation, including providimg Groun/ systerns ) - in accordance with current
" transparency that a document exists even if the e Procurement Framework,
user does not have permission 10 view it Sentified in Rec
This will assist in ensurmg that stalT are able 1
readily locate all information relevant to their
roles and responsibihities.
T To ensure that siall obtam and record
= quotations in relation to pieces of work MLMFmdonImﬂ.
conducted under contract: policy
s E o There ) I‘mﬂlﬂ'n!‘# ~ _nLI‘.. "3 d Ilﬁ‘ gic Ben K . s o Wﬂmmrndnm'm
i . There is opy yto  |and l'nr pieces is an action to develop g 2 awareness sessions for key internal stakeholder
23 _E = strengthen record-keeping in m[\ﬂmw:ed]nd [procedures and tools for below $150k “Wﬁ' ] = | groups. This traming will include awareness of No
a E = relation to u| pun:kw o " This P E g existing processes for keeping of documents &
3 mngmmmhy will be as part of these actions. (I;{'\(u[hwh.lfm(h:dum
/ ions for work, is obtained and -in 4 with current
- stored appropriately in the CoS records Procurement Framework.
LN EIENT sValeiih
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10. Formalise a process for contract closure.
This can be m the form of a template, and may

Sites.

include but not be fimited to:
_| capturing leamings. feedback on contract
from a s ¥ Process and documents used for formal contract
8 " " ng whether good: have been Ben Kempster, = &3 | closure will be part of Contract Management
w5 |2 odvipumvirand reccived in full as paid for lketer - Manager & & | Framework. The tools and templats tht will § “
3 E ; mlntionmconl sract | 7 ...uhﬂ_her savings were Strategic s : 43 mmaummnmtm z
applied appropriately as per some contract Procurement - = | closure templates (including Lessons Learned,
ém - provision of feedback, close out checkli
- 1 identifying lessons leamed and ensuring that
these are communicated within the Council, to
facilitate future contract management
Improvements.
) Noted, bearing in mind the Planning Teams
fapprove process for development sites in the
City, s based on the EPA guidelines around
A review of third-party contaminated sites  Jthese sites and the FPA SA’s Site
53 should be undertuken using the FPA SA's Site [Contamination Index is used as the single
Contamination Index, with respect 1o the  fsource of truth, b
& i 2. Review of 3rd Party . . N Dameon Roy, b~ ~ -
contaminated Sites Using Mﬂfwcmwmm(‘mihul [b) The EPA"s Site Contamination Index is one M ﬁ g |o 1 how the Index will be referred to
26 EPA SA's Site (inchuding surface water, groundwater, soil and fof the dutsbases consulted in the review of the Inf S a as part of the ” will be ished. g Na
2 l Contamination Index. vmmh)«ﬁn!mﬂ“ﬂqw [Salisbury Water Risk Based Management Plan. - = Project peoce 2
g o These sites should be ncluded in Council’s  fo) However, rasing the awareness of the EPA e
" corporate GIS system for consideration during [index is worthwhile and consideration of how 1o
the planning / approvals process, integrate with Council’s information portal’s
should be undertaken,
d) Legal advice to be sought on what other
Councils do in regards to third party sites.
: 4
6. Further work as per " " . P
a National Environmental '"““-hmwe";“‘““’"’“ Dowoa®or- | & Next review cycle is 2023, Budget bid tobe put | >
Wz Protection Measure (NEMP) iy Agreed and noted b— P in 2223, w do the Site Categorisation in ! No
'f ) Schedule B2 - Site work may be required in accordance with the Infrastructure § ) with NEPM Schedule B2 -
e F ) e isation NEPM Schedule B2 (NEPC, 1999). Management g z
.
et s s it
8 £ 8, Policies and Procedures |F01icies: procedures, or guidance d DameonRoy, | = A i ol i s
. . o . i ; -
2‘ related to the intent, use and shouldbedwthpedno-‘hmnﬁn ) 8 AW»M(W&mm
2| 2 P and of the Sites  |Agreed. l;"‘"“ a s asa g the intent, | & No
] A Contam ¥ 3 Sites Register. Rma.ubngwlﬁwymwww M = uﬂwdsmsm g
I
Eq g I al This is already done for MAR systems in the
H] :%i qmmﬂ‘:{r? When ing itoring data, id B N = annual data review and submussion to EPA ﬁ
1 gﬂ wh . S should be given to their potential sources and |Best Practi cc! example report provided. 3 N
< m"’m"‘“““m. their trends (ie. are concentrations stable, Salist \V.la' < This will be expanded for future catchment a e
2 ; ~ o increasing or decreasing. - - monitoring. g
.
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E A o in this arca, other than on an incident by
g 4 i 11. Management of ?wwmm fincident basis. Desscon Roy, = z
15 ¥ Contaminated Sites . ® e . uull .'clAhnwlulme 2 a The ICRMP is the first step in establishing an g No
o :é i Integrated into a Single the overall risk to the CoS and the R % |across Council D is required. Thisis | Infr % integrated framework.
-] | Framework Water e proposed to be done by revising the Integrated | Management ;
F o - PPTOF * ¥ Water Cycle Management Plan nto a new
Integrated Catchment Risk Manag Plan
land up-datmg all Stormwater Management
Plans (SMPs) 1o ensure they model and monitor
'water quality issues as well as water quantity (e
[flood management).
Rather than an attachment to the Risk
Management Plan, this should be a stand alone
’j. Methodologies, Limit of Reporting (LOR)'s etc M. Roy, document  done CoS Water Quality Monitoring
a i 13, Consolidate Monitoring | Al Momitoring activiies undertaken shoukd be are a flnc "":;':'i" m""‘ boraar i, '::;: Infrastructure o ""'""“""Lw""“m','m'F WQMRF) Confirmed as
W !4 IIC“\"HHIMDIIIII"I consoliduted into » single document, outlining T HA it ageed Management; & completed with To be tested by
: ’ — relevant sampling methodologics, limits or 12 b o/ moiaion work. data S . . ——— WOMRP as the Auditor
- | reponting, guidelines, criteria and trigger levels. | T © _,“"m. " :""."' Manager, s ) ',“,.".".. '.'“h'*""“("'.'? e 300 who single document.
I management reporting should be a prorty. Sallobury Wi needs to follow up on actions  new protocols
being established with the award of a new Water
Quality contract,
|The Salisbury Water Operations and
Manual SOP’s that
E requires routing visual inspection and the use of
. ideration o ad-hoe shile i hon 1o supplh ) .
a anli:u:n?::ul.\nmd‘nl:md cﬂfﬁmw id 'U:( " ly installed fiekd & Demaon Koy, g ‘;‘:”’?‘“W“'mm x U"'“"'""’l:"“:;"“
| 2 Potential Changes in Quality | environmental aspects and potential changes in [However, Council will create a Standand Mamager 8 ”'m"'"“hu R"‘;’;hm"'“ . & C:ﬂ:m""hw"m No
& Over Time, when performing | quality over time (such as the existence of  [Operating Procedure with respect 1o the Risk Inftusicuctuse S process h""““"" 3
, Asnet Inspections, odours, seeps, or sheens eic.). [Based itoring of p 1al anated - F . " pater.
" sites including the development of an ongoing
freview program, with the frequency to be
determined.
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a) That a Purchase Card Policy is developed and
adopted by Council or included with Council's
Procurement Policy.

b) The Policy to cover expenditure using
purchase cards and Council’s direction on
sensitive expenditure and the type and nature of

Council Adopted on 24 May 2021, Resolution :

expenditure that it deems appropriate for 09542021
3 . hasi 3
. ) That the Procurement Framework is . . - Further action now
a 3. Purchase Cand Policy not | ey and clarified 1o show the vales  |Agree. This willbe d 1 with i Simons Schmid: g E o ) agreed on this
in place, and Procurment " . 2 a (F Comments for 911/21: All actions resolved .
41 F ) beyond which a PO is required. land policy will be developed ore revised : - . reopened ilem No
‘ramework not reviewed . . Busaness S <+ = | other than ¢ & ¢ can be closed. These remain
before the next review date, | ) Tt & Purchase Card Policy be developed [accondingly. Partner) g = open due to their link with updating the @ | confimed as closed
] " | which defines low cost and low value purchases P f hich will be in July 2021,
and clarifies the type of expenditure that is
adsle for completed by end of Q1 2022,

€) That the Procurement Matrix be clarified 1o
show the value beyond which a purchase order

i required.
1) That the use of Purchase Orders for purchase
cards have the same parameters and
requirements that are set for creditor imvoices.

) That cardholders authorised spending limits
should be regularly reviewed. The review should
also ensure consistency of spending limits
between the limits on cardbolder register, limits
enabled by the bank, and financial delegations

authorised by management
b) That the Financial Delegations set by the
CEO detail general financial delegations and _
it sigped ad dued by e CEO, ot d s b providd by NAD g
3 4. Review of Finane ;mmmmﬁn Agree. Strategic Pr has identificd that | . o it gg _ Mwmmwwmwm 5 | Further action now
a. r‘l' . P .: o oo . |limuts across bank and CoS Systems need to be ® ;-'s ﬁ internal card issued lmits per user, to ensure - agreed on this
? Limits and Limits enabled by the Financial Delegation document. reviewed for consistency - will occur aspartof | o L 2g o consistency. Also MSP to verify that card ! reopened item No
Bank for consiste ) That card delegations are not set higher than implementing the June 2020 credit card report Partner) s = deleganons are not set higher than financial 2 confirmed as closed
ol ney Tinancial delegati with its approved recommendations. iAo - delegations. S report to be provided 1o in July 2021,
) That card delegations are not provided where - Internal Audit so item can be closed out,
¢ ﬂﬂemmﬁlll:':lm |An Annual review will be scheduled to test usage
1) That the transaction limit be discontinued as and limits
per report recommendation presented o
Executive Group in June 2020,
) That Purchase Card Approval Forms be
checked against Council’s purchase card system
and bank authorisations 1o ensure correct
authorisation has occurred.
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(a) Agree that broad refresher traiming be
12 P —_—
a) That additional training be provided to | . .
5 fraudulent activity could occur with their cards "_ni-:i-ﬁl' g, _ a a) Completed;
H] without their knowledge if they provide their b) Aspartofi u&lﬂ Simone Schmidt 5;1‘3 = | b) Current cardholders will be issued with a new
al 1 i = | 6. Training on effective use cands to other stafl o use. NN"’“ card ""':‘_'t (Procurement gg 2 | Declaration Form to be signed, once All Staff § No
G| s | et e e T e S | 55 el B
ot time the card is [to sign an updated Cardholder Declaration and =3 F
Acknowled, When repl cards arc
received and issued, the addinonal step of
isigning another Cardholder Declaration and
Acknowledg can be imok "
I Roguest Dubex A e P 'wh::-ul‘::mﬁ:d
customised report for COS showing the of whether b . )
hasing details, and N for recept. it can I.Aﬂml.w
] mm bh"‘"’“.“:“’“ ' or it needs 1o be requested by CoS ut-this. choen'-inclushe-cursh
e epec time. ) raasmon MM i sk wath Dl b see ol this
] ] buyer. Simone Schmdt = = L R o . ;
“ i 3 ‘ . 2. Establish 1o review the . Bunnings reports g info from " g g . . ) C Closed
é 2, Trade Card Usage Review Trwdc(md] in 8 timely ¥ lon what they can deliver, when etc. Busi s g [ . s actions taken Yes
g’ .! . J.EmMmek'Amm;('ﬂ..m When reports are received, they will be Partner) -] g No further reporting info can be received from appropriately.
= is manitored 40 identify any e “:  Strateg ‘?. and Dulux, hence no further can be taken.
- inchuding '] '!I or ey misnsof w© Managers for further Completed.
"I' e T Iy alidation of their team members” approprate 2& 3 comp for from -
use of trade accounts | cards.
1. Ensure that Special Ordens operating beyond . Land2
[Recommendations
12 months are reviewed annually as per the | By revi Adminestraty adens 1
. 3, Partial compliance with | Tequirement of section 91(9)(a) of the Local Lr.l Mm;?rc_i.';:" = 1 and o becomplets. The Target Date for | ¢
& N . Giovernment Act 1999, . . Rudi Deco g & | completion of Recommendation 3 should not be | 7
.a p s91(9)(n) = partiallty met the - . 2 [process will be amended 10 require an update m g 1 & 2 resolved and
SO{EBF 2 |sonualreview requirementof| 2 UPdte the Confidential Onders Register. [EERS T each v with 3 o o | (Manager 3 3 2 [betore 30 October 2021, in order w0 allow for the|  § - No
apd o Cnm"“':f Update the code of practice for Accessto [ o ‘“:‘“"" - year report Governance) : § LG Reforms to be pased by Parliament nd an | 3 pending.
+ Orders Mectings and A 1 Dy ing [CRecutive "“'""! outcome. implementation plan for the required changes o | 4
internal process o be followed when - . | be established.
Confidential Orders are lified or revoked. il
B ll"l'::b"]'"[;'i”:i':’.‘l“"';fb‘;'i‘ Administration should ensure that a Council [The intent is o require a similar declaration for | June Lowes _ _
N " : Divie 1A {H h=]
M z | i having & Council Resolution ';""““" 1 s passed _“’"""wm"’““”'“”m “__"“""""""""“" sona Vanag e ,51 A | Completed, sce council resolution 1098/2021 g s
b . Primary / Ordinary Returns, to comply ‘other selected without =
E i '"'&';“":domm section 111(b) of the Local Government Act  |section 111(b). We therefore will create a Business g 2 {0ond 27 Sep 2021).
- _ Pequiring to complete 1999, separate form to be used. Partner) - ”
Primary / Secondary Returns
5. Partial compliance with R . .
5 5231 - Registerof Public | cvic™ the current Regisicr of Public Roads and Demscon Roy, = 3
| Rouds 1ot beving include information specified in section 26{e) of | Maneger = -
52 'é . . the Local G General R ion 2013 [The dk will be impk d . E a Mo
§ ] information required under to comply with section 231 of the Local Infrastructare = =
b, = -}
o ﬂ&o;:;llfbgmal o PRy Management S 2
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Amendment pathway i1s no longer an option.

& 1.4) Julie g
City should consider: 2) Administration will include within the ). -
1. E that its R il Subsidiary Audited |A I Report council item, a specific = . N N
Financial Statements are laid before the council |recommendation to consider the audited o E l.ﬁmma!’?lhmm
) ) 8 por the equirements of section 21(4) of the (‘_ﬂy £ financial statement. Noted _m(mAmullrtpxm
6, Non-comopliance with F",“ ial Ressalation 2011 -8 checklist,
FE 4 E | 2@ not submitting mymmﬂmzuzxayamu; second meeting of the Council following receipt S5 To be tested by
53 ﬁ g NAWMA Audited Financial Government Act 1999 2 ﬁ? 2. Review completed. Review outcome is that E Auditor
o | Statements to Council as P & " = this section is not included as a delegable power | =~
el d e required 2. Reviewing the Delegations Register 1o 2= in the i of . )
3 . & N E ol - . e
rvmemor carveiarrirbie B LGA and Norman Watethouse. Action not
Section 21(4), in cases the CEO finds it i required,
necessary. )
7. Non-compliance with . . . " LG are yet o be
o $6(2) 0 LG (Procedures ay | Ensure that the Code of Practice for Meeting = 21 | that the Revised Dute for this action be updated Due date deferred o
o ) ) Procedures gets reviewed by the Council Rudi Deco g g . accommodate LG
4 .é u Meetings) Reguation 2013 - h = | 10 30 October 2021 in order 1o allow for the LG
] . ewed annually as required under section 6(2) of the |The will be imy [ T g = f Parli Reforms o be No
& by tiot heving the Local Go (Procedures at N Governance) g Re to be passed by ondan il sased by
s Code of Practice for Meeting Regulations 2013 - 8 = | implementation plan for the required changes F.I
Procedures annually ' be established par '
phiance iy reviewed for comph and 0
Wi ive: meonitori
_ ¥ ) . - - T
= &, Establish o Legislative | "% COMPIIRIOS CORgRo t |The tation will be imp i We | Rudi Deco ftware purchased and system com i | =
ssﬁ ‘.i Compliance Monitoring | OF oK Wih dedines, QU sUPDOTINE o 1, the process of purchasing Relians (Manag § g Users 10 be assigned and trained for full-ledge | 3 Ontrack, No
o H b= System may be beneficial for the City fo F ider a (Compliance system for this purpose. Governance) s 8 implementation. i
software system that has a built-n legslation
1o alert on new legislation updates as well.
[Policy 1&2: The recommendation will be
implemented.
. (Policy 3: The curremt policy will be reshaped 10
% Raview informal reflect the obligations on Council under the new| ! & - Rudi The Revised Date for the review of the Code of
- Cathering Palicy, Code of planning In relation 1o the transition. | e " ET | 5 5 4 | Practice for Mecting Procedures and Informal | 3 [ Pue date deferred to
& Practice for Meeting | Policy next review dates are followed up and [P e =m0 ¥ | Govemance) | & A g for e = | accommodate LG
6 .é f Proc and Privately that all policies are na iperiod., it is possible for a proponent to select a 3 M aa S Gatherings Policy should be updated to 30 é Reforma 1o B¢ No
edures, ensire reviewed in a timely . Michelle = = =
e Development Plan Amendment pathway or a . o = = |October 2021 1o allow for the LG Reforms to be
2 Furded Development Plan —— Code Amendment Pathway. It is likcly that the | E2Sish (Genenal| - X = = | passed by Parliament and an impl i 3 passsed by
i Amendment Procedures, by report will secommsced ieamsitionsl Mamager City | = «f plan for the required changes o be established. | parliament.
its agread next review dates, il the Devel Plan Development) )
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Establish a lized »
for handling, g and ing on I 1gation will need to be undertak find
= B i ived and cither through| a suitable program 1o capture all complaints in | Hannsh Wahers | £y ) |2
1. Lack of a Complaints o N . = Update: 911/21: We are currently preparing an EOL -
& 5 g Handling & M, " Il!l’“:t"‘ ._wimmwby __ame_ouphwlﬂmf-ﬁ'mlhqmﬂ-p' fior the technol Jution to ull C . é No
-] System 8 system. | This forms pant of the scope of a current progect|  Community . v
BN s Ensure that all complaints are recorded. and dertaken called the Exceptional ity |  Expers feretons 3
reported to the management on a regular basis, Expenience Project.
= calls, and from walk-in community members.
1. Incorporate within the relevant policies and | 1. The datron will be wmph d
procedures, the reporting requirements and 2. There is significant work required in
frequenc myg perfi porting on | developing a report on perfe aygamad all
service standirds. service standards. Unclear if reporting agamst
E 2. Establish o mechanism to record and measure | service standards i undertaken within each
actual performance agamst all service standards; | business unit on hly basts. Investigats Update: 911/21; The Community Expereince
= | 2. Perfo Mani 3, Establish a monthly reporting process on and scoping of the solution will be required. | Hannah Walters. = ¥ is no longer an op ;
8 E and Reporting on uctual performance against all agreed service 3. A customised monthly report will be 1Project Manager " We currently report 1o Council monthly on all CRM g Not due yet No
-] M of Complaints standards for complaints and requests for developed 1o track the progress of the Community E data but this will be expanded when we introduce a )
] o | Munagement of Comp! services. Operational Service Standards histed inthe | Experience) = Customer Relationship Management System that will | - 3
4, Review the key performance indicators and Community Service Framework. capture all Community Interactons.
o service standards for complaints handling 4. The key performance indicators listed in the
= ‘within the € C v xpeTi Charter will be
Charter and also the CCC Procedure, to ensure reviewed to ensure they are relevant and
Business Process
Ummers:
Hannah Walters
= | . Ensure that escalation process implemented | This will get 1 as part of the E Project Manager|  _ Update: 9/11/21: Requirements for escalations will | &
. Escalation Process for Tier . L . e~ B B . Community g g . i
" 3 | 1. Tier 2 and Tier 3 covers Tier 3 comp as per the reg p Project Imp donce) & e built into the detailed business requirements z Not due yet No
Al | " Complaints of CCC Procedure, andior revise the CCC | scope, and implement the Complaints handling ME""'M"'“ 8 document for the Customer Realtionship S !
g~ Procedure accordingly. Tier excalation process. P (General - Management Sohution. z
Manager
o Community
Development)
_ COS should perform data analysis on _ . . 2 : " z
g3 4.Trend Analysison | complaints reccived and resolved o identify | This will be incorporsted as partof the | "ot Waltes | 5 Update: 11/21: Requirements for escalations will | >
IERE Complaints Data for Strategy | trends and lessons leamed and iately | Exceptional ity Expers [(Project Manager| b built o he detwled business requirements | - % Not due No
Z|° Ommplal N N L . Community - document for the Customer Realtionship yet
§ k - Formulation apply as mput within COS's strategy scope and implemented. Experience) = Managesneat Soltion. e
2 formulation process. z
=
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!
; Amy Pokoncy
= |4 5. Ownership and . § . . =
% . Identify a ble owner for imph ____ | Cramey (General o é
§ Responsibility for el lai " Current structure and roles and responsibilities i
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ITEM

DATE
HEADING
AUTHOR

CITY PLAN LINKS

SUMMARY

RECOMMENDATION
That Council:

7.15

AUDIT COMMITTEE

09 November 2021

Internal Audit Report on Volunteer Management Audit

Hussain Rafeeu, Internal Auditor & Risk Coordinator, CEO and
Governance

4.2 We deliver quality outcomes that meet the needs of our
community

4.4 We plan effectively to address community needs and identify
new opportunities

As per the approved Internal Audit Plan 2021-2023, the Internal
Auditor and Risk Coordinator has performed an internal audit on
the City of Salisbury’s volunteer management process.

One (1) medium and three (3) low risk rated findings were
identified as summarised below:

Finding Risk

1. Volunteer Safety Handbook Medium

2. Volunteer Interview Process & Recordkeeping low

3. Volunteer Exit Process & Recordkeeping Low

4. Update Volunteer Management Corporate Low
Guideline

1. Notes the final audit report for the Volunteer Management audit with management
comments as set out in Attachment 1 to this report (Audit Committee, 9 November
2021, Item No.7.1.5).

ATTACHMENTS

This document should be read in conjunction with the following attachments:

1. Final Internal Audit Report - Volunteer Management Audit

1. BACKGROUND

1.1 This audit aligns with the City’s current Strategic Risk 6 — Ineffective governance
results in the provision of services which do not meet community expectations.

1.2 The objective of this audit is to provide assurance regarding the effectiveness of
the processes that are in place regarding the volunteer management process.

1.3 The specific objective of this audit includes the following:

e The City has appropriate policies and procedures relating to the
management of volunteers.
e The approved policies and procedures are implemented effectively.
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The City complies with the statutory and regulatory requirements related
to the management of volunteers.

The management of volunteers is efficient, effective and there are
appropriate strategies in place to ensure that the City has implemented a
sustainable model for its engagement.

2. CONSULTATION/COMMUNICATION

2.1 Internal

2.1.1
212
2.1.3
2.14
2.1.5
2.1.6
2.1.7
2.1.8
2.1.9

3.  REPORT

General Manager Community Development.
Volunteer Development Officer.

Volunteer Program Officer

Senior WHS Advisor

Quality Program Officer

Team Leader Events

Application Specialist - Corporate Solutions
Team Leader Safety & Wellbeing

Manager Community Health & Wellbeing

3.1 Attachment 1 to this report is the final audit report.

3.2 The report identified a number of positive findings where the audit confirmed that
controls are adequate and implemented effectively. Good practices observed
include the following:

3.2.1

3.2.2

3.2.3

3.24

3.25

3.2.6

3.2.7

3.2.8

3.2.9

3.2.10

In relation to volunteer management, Council meets its legislative
compliance requirements required under the Volunteer Protection Act
2001, Health Safety Act 2012, Health Insurance Act 1973, and Equal
Opportunity Act 1984.

Council’s marketing strategy to inform and attract potential volunteers is
effective.

A volunteer management system is established to capture the volunteer
profile data, and volunteer hours and information on volunteer
management, and the accuracy of information is internally assessed and
maintained.

Valid insurances are taken for volunteers and certificate of insurance kept
current.

Standard reports on volunteer management are developed in the
Council’s reporting tool and access is given to relevant staff.

Volunteer recruitment, engagement and management of volunteers are
robust, except for the findings set out below in this report.

Volunteer screening including criminal history screening, driver
competency assessment and medical fitness certificates are done prior to
volunteer engagement.

Role statements and volunteer agreements are signed prior to volunteer
engagement.

Corporate and site inductions are provided to volunteers prior to
engagement.

System controls are effective in the volunteer management system, to
ensure privacy and confidentiality of volunteer information.
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3.3 All findings and recommendations are agreed with management comments and
actions, identifying the relevant action owners and target action completion
deadlines.

3.4 The audit applied a Process Maturity Assessment Standard, and established that
the volunteer management process is at a “managed” stage in its process maturity
level, which demonstrates that the controls and processes exist at an appropriately
managed level and process capability is established to effectively deliver expected
outcomes.

3.5 The report identified four findings (1 medium risk and 3 low risk rated), as
summarised below:

35.1  Finding 1: A need to develop a volunteer safety handbook as a best
practice measure (Medium Risk)

Recommendation:
As a better practice control measure, it is advisable that Council
prioritises the development of a comprehensive Volunteer Safety
Handbook to meet the core components of the WHS Induction and
Training Procedure detailed below:
e Provide WHS information, training and instruction in a way that is
readily understandable to any person whom it is provided.
e Provide workers with information, instruction and training that is
necessary to protect persons from risk to health and safety having
regard to their role.

Administration acknowledges that, while the WHS compliance
requirements are met, there is value in developing a volunteer safety
manual, and funding will be sourced to develop the manual using
external consultancy. A reasonable timeframe has been agreed for the
implementation of this recommendation.

35.2  Finding 2: A need to ensure the recordkeeping of volunteer interview
process (Low Risk)

The audit identified that 5 out of 30 samples tested did not have the
volunteer forms saved in Council’s corporate record management system
or emails received as evidence of interviews conducted, and yet they
were registered as volunteers in the Volunteer Management System
(VMS) and have actively contributed volunteer hours.

In the absence of evidence of interviews been conducted, there is a
possibility that volunteers may have been engaged without the necessary
interviews being conducted, and appropriate preliminary checks may not
have been applied in the volunteer recruitment and selection process.
Council may not have met the legislative recordkeeping compliance
requirements as well by not having the records.

Recommendation: Given that interview process is an essential process to
determine suitability of volunteers for the role, it is recommended that
administration takes extra measures to ensure evidences of interview are
provided by relevant Volunteer Coordinators in a timely manner and
prior to volunteer registration in VMS, then stored in COS’s record
management system.
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Administration agreed to implement the recommendation by providing
further training on the process to ensure records are maintained.

3.5.3  Finding 3: Volunteer exit process and recordkeeping (Low Risk)

The audit process identified that that 4 out of 8 samples tested did not
have evidence that volunteer exit survey forms were sent for feedback
and 2 out of 8 samples tested did not have their reasons for exiting
volunteer roles entered in VMS.

When volunteer exit survey forms are not sent to volunteers, the
necessary feedback may not have been captured to evaluate and improve
the volunteer management process. When the reasons for volunteer
exiting are not captured in VMS, it is not possible to validate whether the
volunteers who have resigned or left volunteering were terminated for
unfair reasons, which may lead to reputational risk.

Recommendation:

1. Council should review its current volunteer feedback process and
ensure that exiting volunteers are reached through appropriate
mechanisms to get timely feedback.

2. Ensure the reasons for volunteer exiting are determined and captured
in a timely manner to ensure fairness in the volunteer exit process and
that volunteer exiting occurs as per volunteer management policy.

Administration agreed to implement the recommendation via a new
process implementation and capture feedback information in VMS and
DataWorks.

35.4  Finding 4: Volunteer Management Corporate Guideline (Low Risk)

The audit process identified that the Volunteer Management Corporate
Guideline does not state version control details like next review date and
responsible officer, to ensure that the currency of the procedure is
appropriately monitored and tracked in a timely manner. The Audit also
identified some inconsistencies between the VMCG and information on
intranet and noted that the inconsistencies may create confusion among
users, leading to different application of process among staff members.

Recommendation: It is recommended to develop a comprehensive
Volunteer Management Manual or review and update the Volunteer
Management Corporate Guideline with relevant version control details
covering the full end to end volunteer management process and ensure
that the information held on intranet is consistent with the manual or
guidelines.

Administration agreed to implement the recommendation.
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4. CONCLUSION/PROPOSAL

1.1 The audit gives reasonable assurance that controls are in place to manage the
volunteer management process and they are effectively implemented, except in 1
medium risk and 3 low risk areas for improvements noted below:

111
1.1.2
1.1.3
114

Finding 1: Volunteer Safety Handbook (Medium Risk)
Finding 2: Volunteer Interview Process & Recordkeeping (Low Risk)
Finding 3: Volunteer Exit Process & Recordkeeping (Low Risk)

Finding 4: Update Volunteer Management Corporate Guideline (Low
Risk)
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Final Internal Audit Report — Volunteer Management Audit
September 2021

R
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Introduction and Background

A volunteer management process audit was completed in September 2021
as per the City of Salisbury (“COS" or “City") Audit Committee approved
internal audit plan for 2021 - 2023.

Scope, Objectives and Approach

The aim of this audit was to provide the assurance that the processes in
place for the management of volunteers are effective and ensured the
following specific scope objectives:

e The City has appropriate policies and procedures relating to the
management of volunteers.

* The approved policies and procedures are implemented effectively.

e The City complies with the statutory and regulatory requirements
related to the management of volunteers.

« The management of volunteers is efficient, effective and that there are
appropriate strategies in place to ensure that the City has
implemented a sustainable model for their engagement.

Key Findings

The controls over the volunteer management process need to be further
strengthened in the following four (4) areas:

Finding

1. Volunteer Safety Handbook

2. Volunteer Interview Process & Recordkeeping
3. Volunteer Exit Process & Recordkeeping
4,

Update Volunteer Management Corporate
Guideline

' Risk Level

Medium

City of Salisbury — Internal Audit Report — Volunteer Management Audit {September 2021)

Process Maturity

Based on our analysis of the volunteer management process and the
controls within it, we have assessed the process maturity level as
“Managed” in the application of Process Maturity Assessment Standard
(See Appendix Il for interpretation and definition of different maturity levels):

4. ‘ 5.

Repeatable Defined

Internal Audit Recommendations

The following findings were identified during the internal audit.

Very High High

Medium Low
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Final Internal Audit Report - VVolunteer Management Audit

1. Introduction

We completed our internal audit on the volunteer management process at
COS. This is in line with its scheduled Internal Audit Plan for 2021/2023.

2. Background

Volunteers are a major personnel resource utilised by COS to assist with
the delivery of community programs, services and events. The failure to
properly manage volunteers may result in service interruption, financial
impact and reputation risk. This review was intended to assess and provide
assurance that the processes for managing volunteers are robust.

The City's annual report 2019/2020 stated that during the year, 573 active
volunteers gave a total of 54,614 hours equating to an economic value to
the City of nearly $2.4 million. The latest unpublished results for 2020/2021
is 488 active volunteers, 45,350 hours with an effective economic value of
$2.1m. The reduction in volunteer engagement is due to COVID 19
implications in the last financial year.

3. Objective
The overall objective of this audit is to provide assurance regarding the

effectiveness of the processes that are in place regarding the volunteer
management process.

4. Scope

In addressing the overall objective, the agreed scope of audit included the
following:

« The City has appropriate policies and procedures relating to the
management of volunteers.
The approved policies and procedures are implemented effectively.
The City complies with the statutory and regulatory requirements
related to the management of volunteers.

« The management of volunteers is efficient, effective and that there are
appropriate sirategies in place to ensure that the City has
implemented a sustainable model for their engagement.

5. Approach
The approach adopted for this internal audit was as follows:

1. Obtain the necessary information required to develop an audit program
and to obtain a good knowledge of the auditable activities. This was
undertaken through research, reviewing existing procedures and policy
documentation, and talking to key staff members.

2. Conduct the fieldwork, which incorporates an evaluation of the
effectiveness of controls undertaken through sample testing of
outcomes.

3. Discuss audit issues with staff and management throughout the audit
process to remove opportunities for misunderstandings and to allow
management to consider resolutions to audit issues.

4. Discuss the final audit issues with management at the exit interview.
Upon conclusion, issue the draft audit report for management
comments.

5. Conduct the audit in line with the Institute of Internal Auditors
International Standards for Professional Practice of Internal Auditing
and their Code of Ethics.

6. Communicate findings and assessments on an on-going process to
ensure that there is a good understanding and acceptance of the
rationale for audit opinions and recommendations.

The audit covered volunteers engaged and terminated or resigned during
the period 1 July 2020 to 30 June 2021.

City of Salisbury — Internal Audit Report — Volunteer Management Audit (September 2021) Page | 4
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6. Risk Assessment « System controls are effective in the volunteer management system, to
ensure privacy and confidentiality of volunteer information.
This audit is linked to strategic risk 6 “Ineffective governance results in the
provision of services which do not meet community expectations” on the 8. Findings & Areas for Improvement
strategic risk 6 on the strategic risk register, where the risk is rated as high
inherent rISk and ITIEdIUITI residual "Sk HOWEVEI’, gNen that the Volunteer A number of posnlve ﬁndlngs are obsewed in the Volunteer management
management process is not directly contributing to causes or factors processes as above, and controls and systems are operating effectively at
identified on for this strategic risk 6, the risk rating for this is unchanged COSin all areas, except in very limited situations where 1 medium risk rated
following this audit. and 3 low risk rated findings are identified. These are detailed at section 9
of this report.
7. Positive Findings
« In relation to volunteer management, COS meets its legislative
compliance requirements required under the Volunteer Protection Act
2001, Health Safety Act 2012, Health Insurance Act 1973, and Equal
Opportunity Act 1984.
« COS's marketing strategy to inform and attract potential volunteers is
effective.
« Avolunteer management system is established to capture the volunteer
profile data, and volunteer hours and information on volunteer
management, and the accuracy of information is internally assessed
and maintained.
« Valid insurances are taken for volunteers and certificate of insurance
kept current.
« Standard reports on volunteer management are developed in the
COS's crystal reporting tool and given access to relevant staff.
« Volunteer recruitment, engagement and management of volunteers are
robust, except for findings below.
« Volunteer screening including criminal history screening, driver
competency assessment and medical fitness certificates are done prior
to volunteer engagement.
« Role statements and volunteer agreements are signed prior to
volunteer engagement.
« Corporate and site inductions provided to volunteers prior to
engagement.
City of Salisbury — Internal Audit Report — Volunteer Management Audit (September 2021) Page | 5
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Volunteer Management Audit — Detailed Findings

9. Detailed Findings
9.1 Volunteer Safety Handbook

Medium Volunteers fall within the definition of a “Worker” under the South Australian Work Health and Safety As a better practice  control

(“WHS") Act 2012, and the same health and safety obligations applicable to a worker applies to a volunteer  Measure, it is advisable that COS
as well. prioritise the development of a

We note that the Council's work health and safety practices for volunteers are audited as part of the Local aomstr)ehinm:e Volu?te?r: Safety
Government Association Mutual Liability Scheme renewal process and through the biennial Local anaboo ts °f thmeV?IHS le d c;i)re
Government Risk Services Risk Evaluation Audits, and it was reported that COS is compliant with co?pgne_n. a b " d "d ":°.|°2
legislative compliance matters and meets all the required standards. gglow TG FIO0NRNE Geieee
The Volunteer Handbook captures at a very high level, the roles and responsibilities of volunteers and other
stakeholders in ensuring health and safety at work place. However, COS uses Skytrust as the safety
management platform to store all detailed policies and procedures related to WHS compliance matters, and
volunteers do not have the same level of access to this platform as do paid staff, for IT security risks and
for practicality reasons. The Volunteer Development Officer and the Team Leader Safety & Wellbeing has
therefore identified a need to develop a comprehensive Volunteer Safety Handbook in an easy to
understand format, to be communicated to volunteers and used in volunteer training and WHS induction
process.

* Provide WHS information,
training and instruction in a way
that is readily understandable to
any person whom it is provided

* Provide workers with
information, instruction and
training that is necessary to
protect persons from risk to

There is a possibility that due to the lack of a comprehensive safety handbook and volunteers not having

same level of access to the detailed procedures and process in Skytrust as do paid staff, volunteers may heaith and safety having regard
not be appropriately communicated on the health and safety processes to be followed in performing their
varied voluntary roles.

to their role.

Management notes volunteer health and safety is audited as a part of the Local Government Association | \/esna Haracic 30.06.2022
Mutual Liability Scheme renewal process, biennial Local Government Risk Services Risk Evaluation (Manager
Audits and various funding body reviews ie CHSP. It is noted all audits/reviews to date have resulted in Community Health
conformance with the standards required. and Wellbeing)
Management acknowledges its responsibilities as a PCBU and the definition of ‘worker’ being inclusive of )

_volunteers. It raises our previous initiative, the Volunteer Workforce Health and Safety Training Michelle Hodshon
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Volunteer Management Audit — Detailed Findings

Framework and notes this document recommends a mix in training delivery methods including the | (Volunteer
development of a customised workbook noting the benefits of using a workbook include: Development
* is applicable across all ages Officer)

can be made language appropriate

can be used in a group setting or individually

is adaptable for specific relevance

facilitates ongoing refresher training

can be less resource-intensive to manage

Actions proposed include sourcing funding and an external consultant to develop an accessible easy-
English Volunteer Health and Safety Handbook that complies with WHS requirements.

City of Salisbury — Internal Audit Report — Volunteer Management Audit {September 2021) Page | 7
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Volunteer Management Audit — Detailed Findings
9.2 Volunteer Interview Process & Recordkeeping

COS's Volunteer Management Policy states that Volunteers will be interviewed and placed in programs, Given that interview process is an

Low services, activities and events that match their skills, interests, knowledge and/or experience. The essential process to determine
Volunteer Management Corporate Guideline states that following an interview, an Interview Form need to | suitability of volunteers for the role,
be completed and forwarded to Volunteer Services by scanning and emailing or posting through the it is recommended that
internal mail system. Alternatively, key information could be emailed, including the name of interviewee, administration takes extra
date of interview, relevant skills, reasons for volunteering, any support required (consider any medical measures to ensure evidences of
issue or disability), whether the applicant is suitable for the role or not. The volunteer interview form is a interview are provided by relevant
necessary pre-requisite for volunteer registration in VMS prior to confirming volunteer commencement Volunteer Coordinators in a timely
date. manner and prior to volunteer

registration in VMS, then stored in
During our sample testing, we identified that 5 out of 30 samples tested did not have the volunteer forms | COS's record management system.
saved in COS's corporate record management system Dataworks or emails received as evidence of
interviews conducted, and yet they were registered as volunteers in VMS and have actively contributed
volunteer hours.
In the absence of evidence of interviews been conducted, there is a possibility that volunteers may have
been engaged without the necessary interviews being conducted, and appropriate preliminary checks
may not have been applied in the volunteer recruitment and selection process. COS may not have met
the legislative recordkeeping compliance requirements as well by not having the records.
Management agrees that the interview is a critical element to volunteer onboarding. It notes all staff with ' Michelle Hodshon,  31.03.2022
volunteer management responsibilities are provided training in councils volunteer management (Volunteer
requirements including the need to undertake an interview and that the supporting documentation be Development
forwarded to Volunteer Services as a part of the registration process. Officer)
Action proposed is that Volunteer Services staff must have received interview notes, that meet the
required standard, to register a person as a volunteer with the organisation, and, the interviewing staff
must provide the interview notes to Volunteer Services staff to store in Dataworks for record-keeping
purposes.
City of Salisbury — Internal Audit Report — Volunteer Management Audit {September 2021} Page | 8
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Final Internal Audit Report - VVolunteer Management Audit

Volunteer Management Audit — Detailed Findings

9.3 Volunteer Exit Process & Recordkeeping

Low

COS's Volunteer Management Corporate Guideline (VMCG) states that Volunteer Services will send an
exit letter and unassign exiting volunteers from their role in VMS and email or post the volunteer a 3
Minute Check Out exit survey form as a means of capturing feedback on their volunteer experience.
Section 3.2.7 of the Volunteer Management Policy states the reasons to refuse or end volunteer
engagement, to ensure equity and fairness.

During our sample testing, we identified that 4 out of 8 samples tested did not have evidence that
volunteer exit survey forms were sent for feedback and 2 out of 8 samples tested did not have their
reasons for exiting volunteer roles entered in VMS.

When volunteer exit survey forms are not sent to volunteers, the necessary feedback may not have been
captured to evaluate and improve the volunteer management process. When the reasons for volunteer
exiting is not captured in VMS, it is not possible to validate whether the volunteers who have resigned or
left volunteering were terminated for unfair reasons, which may lead to reputational risk for COS.

Management recognises the importance of feedback as a lever for continuous improvement. It notes the
practice regarding gaining feedback from volunteers who have resigned is to post them a hard copy exit
survey with a reply-paid envelope. It acknowledges this practice is not documented in Dataworks, or
observed in outgoing mail as this is not monitored by the Information Management Department, and
understands that the evidence to confirm the practice is not present. Volunteer Services have
implemented a new process whereby volunteers that have resigned are emailed acknowledgement of
their resignation and a link to an exit survey. The email is saved in Dataworks and feedback captured in
the Volunteer Management System and Dataworks. Of note, if a volunteer does not have an email
address, the volunteer will be posted a hard copy survey with a reply-paid envelope. This will be noted in
the Volunteer Management System.

Management also note Volunteer Services staff make decisions regarding forwarding an exit survey to
volunteers. Decisions are usually based on timeframe and/or resignation reason. In regard to timeframe,
it is considered unprofessional to forward a volunteer a request for feedback 3 or more months after their
last shift. In regard to resignation reasons, volunteers who are critically unwell, have died, or whose
engagement has been terminated by the organisation, are not forwarded an exit survey.

2. Ensure the reasons for

. COS should review its current
volunteer feedback process and
ensure that exiting volunteers
are reached through appropriate
mechanisms to get timely
feedback.

volunteer exiting is determined
and captured in a timely manner
to ensure fairness in the
volunteer exit process and that
volunteer exiting occurs as per
volunteer management policy.

Michelle Hodshon, | 31.03.2022
(Volunteer

Development

Officer)
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7.15 Final Internal Audit Report - VVolunteer Management Audit
Volunteer Management Audit — Detailed Findings
Actions proposed are to update the Volunteer Management Guidelines noting timeframe and resignation
reasons are factors attributable to determining the distribution of an exit survey; and, staff with volunteer
management responsibilities are reminded to immediately communicate the resignation of a volunteer,
and the reason, if known, so an exit survey can be forwarded to the volunteer in a timely manner and
reason recorded in the Volunteer Management System and Dataworks.
9.4 Volunteer Management Corporate Guideline
Low | COS’s VMCG which outlines the systems and processes required for the management of volunteers, | It is recommended to develop a
providing links to volunteer management related templates and documentation. comprehensive Volunteer
Management Manual or review and
However, the VMCG does not state version control details like next review date and responsible officer to updatg the Volunteer Maz:gement
ensure that the currency of the procedure is appropriately monitored and tracked in a timely manner. Corporate Guideline with relevant
All relevant documents and templates related to volunteer management is made available on the City's | Version control details covering the
intranet, under a category called “Volunteer Management”. We note the following inconsistencies between | full end to end volunteer
VMCG and information on intranet: management process, and ensure
that the information held on intranet
- The background screening cost mentioned in VMCG differs from that stated on intranet. is consistent with the manual or
- Volunteer Expression of Interest Form is required to register volunteers as per VMCG, but not | guidelines.
referenced as a requirement on the intranet.
- VMCG does not refer to the process involved in engaging volunteers aged less than 17 years within
a child safe environment, although updated on intranet.
Consequence
These inconsistencies may create confusion among users, leading to different application of process
among staff members.
Management acknowledge the need for current documentation to ensure accurate information is provided = pMichelle Hodshon | 31.03.2022
to staff with volunteer management responsibilities to enable them to meet the standards required. (Volunteer
Development
Action proposed is the Volunteer Management Guidelines be reviewed, updated and version control omoe,—)pm
requirements detailed.
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Appendices

10. Appendix I - Risk Standards

E Med
Almost Certain um
D
Likely —
'§ Cc
£ Possible
© B
= Unlikely
A
Rare
1 5
Insignificant Catastrophic
Consequence
RATING DESCRIPTION
A - Rare The event may occur only in exceptional circumstances (i.e. probability of occurrence > 20 years)
B - Unlikely The event could occur at some stage (i.e. probability of occurrence within 10 — 20 years)
C - Possible The event might occur at some time (i.e. probability of occurrence within 3 — 5 years)
D - Likely

E - Almost Certain

The event will probably occur at most times (i.e. probability of occurrence within 2 years)
The event is expected to occur in most times (i.e. probability of occurrence within 1 year)
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Appendices
AREA OF IMPACT
RATING Environment/ Reputation | Finance Legal/ Injury/Operational Service Interruption
€eg jury
Political/ Regulatory Management
Community
1 Nil Nil Less than | None Nil Minor interruption 1o service provision
Insignificant $20,000 capability, e.g. less than 4 hours.
2 Minor short-term Minor media | $20,000 - | Minor legal, | * Unexpected/unplanned absence | Limited disruption to service provision
Minor environment, interest $100,000 | regulatory or | of a staff member. requiring altered operational
conservation, political or internal . . arrangements for a short period, e.g. up
s ; « Potential for minor injury.
community issue. policy o 1 day
failure. « First aid treatment required.
3 Environment, Moderate $100,000 - | Limited * Unexpected/unplanned absence | Some disruption to service provision
Moderate | conservation, poliical or | media $500,000 | legal, of a key staff member. capability requiring altered operational
community incident interest regulatory or ) . arrangements, e.g. between 1 day and 1
. . . = Medical treatment required.
requiring City internal week.
intervention. policy
failure.
4 Medium-term issue with | High media | $500,000 - | Major legal, | * Unexpected/unplanned absence | Significant impairment of service
Major major environment, interest $1 milion | regulatory or | ©f several key staff members provision (capability or period), e.g.
conservation, political or internal from a single area. between 1 week and 1 month.
community impact. f':::frye « Significant injury o staff
' disabling them/dangerous near
miss.
5 Long-term issue with Public More than | Critical legal, | ® Unexpected/unplanned absence | Total loss of service provision capability
Catastrophic major environment, censure or | $1 million | regulatory or | ©f asignificant number of staff, | for extended period, e.g. more than 1
conservation, political or | government internal e.g. during a pandemic. month.
community impact. inquiry R::fr’; « Death / critical injury to staff.
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Appendices
11. Appendix Il - Process Maturity Assessment
Standard
/\ Level 2—Repeatable

5 - Optimized It is characteristic of processes at this level that some of the processes are

repeatable, possibly with consistent results. Process discipline is unlikely to
4-M od be rigorous, but where it exists it may help to ensure that existing processes

=hhanag are maintained during times of stress.
—
3 - Defined Level 3—Defined

It is characteristic of processes at this level that there are sets of defined
and documented standard processes established and subject to some
degree of improvement over time. These standard processes are in place
(i.e., they are the AS-IS processes) and used to establish consistency of
process performance across the organization.

|

2 - Repeatable

—_——

1 - Initial

Level 4—Managed
It is characteristic of processes at this level that, using process metrics,
Level 1—Initial management can effectively control the AS-IS process (e.g., for software
development). In particular, management can identify ways to adjust and
It is characteristic of processes at this level to be (typically) adapt the process to particular projects without measurable losses of quality
undocumented and in a state of dynamic change, tending to be driven or deviations from specifications. Process Capability is established from this
in an ad hoc, uncontrolled, and reactive manner by users or events. This level.
provides an unstable environment for the processes.
Level 5—Optimized
At the initial level, processes are disorganized. Success is likely to . . ) ) )
depend on individual efforts, and is not considered to be repeatable, !t isa c_haractenshcof processes at this level thgt the focus is on c_:ontmua_lly
because processes would not be sufficiently defined and documented to improving process performance through both incremental and innovative
allow them to be replicated. technological changes/improvements.
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12.

Appendix III - Internal / External Consultations

Michelle Hodshon, Volunteer Development Officer, Community
Health & Wellbeing, City of Salisbury

Caroline Letchford, Volunteer Program Officer, Community
Health & Wellbeing, City of Salisbury

Nick Cross, Senior WHS Advisor, People & Culture, City of
Salisbury

Leslie Wightman, Quality Program Officer, Community Health &
Wellbeing, City of Salisbury

Michelle Dagger, Team Leader Events, Place Activation and
Curation, Community Experience & Relationships, City of
Salisbury

Amy Martin, Application Specialist - Corporate Solutions,
Business Systems & Solutions, City of Salisbury

Simon McGuinness, Team Leader Safety & Wellbeing, People
& Culture, City of Salisbury

Vesna Haracic, Manager Community Health & Wellbeing,
Community Health & Wellbeing, City of Salisbury

Amy Pokoney Cramey, General Manager Community
Development, Personal & Admin Support, City of Salisbury
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Inherent Limitations

13. Inherent Limitations Thirsl Party Refanos

. . . ) . ) n ) ) ) This report is solely for the purpose established in the Engagement Letter and for the
The services provided by City of Salisbury’s Audit and Risk Unit in connection with this Audit and Risk Committee, Corporate Executive and Management information and
engagement comprise an advisory engagement which is not subject to assurance or should not be used for any other purpose or distributed to any other party without the
other standards issued by the Australian Auditing and Assurance Standards Board and prior written consent of the Audit and Risk Committee. Any reliance placed on the
consequently no conclusions intended to convey assurance will be expressed. findings and recommendations captured in this report by a third party, including but not

limited to City of Salisbury's external auditor is that s sole responsibility.
Due to the inherent limitations of any control structure, it is possible that fraud, error or I ity eoury vttt party ponsillly
non-compliance with laws and regulations may occur and not be detected. Further the Confidentiality
internal control structure within which the control procedures that are to be subject to the
internal audit will not be reviewed in their entirety and therefore no opinion or view will The findings of this review are confidential. The final report, along with soft and hard
be expressed as to the effectiveness of the broader control structure. copies of all associated working papers will not be distributed to any party other than the
Council, Corporate Executive and Management of City of Salisbury.
The procedures to be performed are not designed to detect all weakness in the control
framework as they are performed on a sample basis only.
No warranty of completeness, accuracy or reliability can be given in relation to the
statements and representations made by, and the information and documentation
provided by the City of Salisbury’s management or personnel. We shall seek to
independently verify those sources unless otherwise noted within the report.
We are under no obligation in any way to update the report, in either written or oral form,
for events occurring after the report has been issued in its final form unless specifically
agreed with City of Salisbury’s Council.
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ITEM

DATE
HEADING

AUTHOR

7.2.1

AUDIT COMMITTEE

09 November 2021

Work Health & Safety Audits

Simon McGuinness, Team Leader Safety & Wellbeing, Business
Excellence

CITY PLAN LINKS 1.3 People are valued and they feel safe, included and connected

SUMMARY

4.2 We deliver quality outcomes that meet the needs of our
community
4.3 The City of Salisbury is recognised as a great place to work

This report provides an overview of audit activities undertaken by
City of Salisbury to manage Work Health & Safety risks.

RECOMMENDATION

That Counc

1.  Notes the report.

ATTACHMENTS

There are no attachments to this report.

1. BACKGROUND

1.1 City of Salisbury’s work health and safety audit activities are underpinned by the
requirements of the PRO03 — Work Health and Safety Internal Audit Procedure.
Core components of the procedure are as follows:

111
1.1.2

1.1.3
114

1.15

An internal audit schedule is developed and implemented

Internal audit findings demonstrate the degree of effectiveness of the
Work Health and Safety (WHS) management system

Nominated staff are competent to audit to the appropriate level

Internal audit findings are recorded and communicated to the workgroup
and management

Records demonstrate that corrective actions are recorded and closed out
through effective WHS Management System improvements.

1.2 The procedure further requires that

121

Audits conducted by external agencies or certification bodies shall be
programmed in accordance with:

a. Executive Group direction.
b. Any need as identified by the responsible manager.
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1.3 The annual Work Health & Safety and Injury Management Business Plan (as
approved by the Executive Group) is the mechanism used to determine the
internal WHS audits to be completed during each financial year, as well as to set
the timeframes by which each audit will occur.

1.4 Internal audit findings are presented to the Principal WHS Committee and
reported to Executive.

1.5 Actions arising from findings of non-conformance or opportunities for
improvement are assigned to the responsible staff member via the Skytrust web-
based safety management platform and then tracked through to close out by the
responsible manager.

1.6 In addition to the WHS internal audits programmed in accordance with the PR003
— Work Health and Safety Internal Audit Procedure, the Local Government
Association Workers Compensation Scheme member councils (including City of
Salisbury) are to be subject to:

1.6.1  Biennial Risk Evaluation audits (to test the member’s conformance with
the Work Health Safety and Injury Management Standards for Self-
Insured Employers).

1.6.2  Biennial WHS Procedure Validation audits (to test the member councils’
implementation of nominated WHS management system procedures).
2.  CONSULTATION/COMMUNICATION
2.1 Internal
2.1.1  Operations Work Health and Safety Committee
2.1.2  Principal Work Health and Safety Committee
2.1.3  Divisional Heads
2.1.4  Manager People
2.1.5  General Manager Business Excellence
216  Executive Group
2.2 External
221  Local Government Risk Services

3.  REPORT

3.1 For the financial year 2020/21, the following internal audits were conducted under
the direction of the Team Leader Safety & Wellbeing:

3.1.1  Verification audit against implementation of the PRO02 — WHS Inclement
Weather and UVR Protection Procedure.

3.1.2  Verification audit against implementation of PR027 — Electrical Safety
Procedure. The following documents are attached with this report for
information:

3.2 For the financial year 2020/21, there were no external work health and safety
audits recorded.
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3.3 For the financial year 2021/22, there is one internal WHS audit planned being an
audit against implementation of the PR0O06 — WHS Plant Procedure which is
scheduled for completion by 31% March 2022.

3.4 For the financial year 2021/22, there are three external WHS audits planned
being:

3.4.1 A procedure validation audit of the Workplace Return to Work Procedure
to be conducted by LGRS on 2" December 2021.

3.42 A procedure validation audit of the Hazardous Manual Tasks Procedure
to be conducted by LGRS on 30" November through December 1% 2021.

3.43 A risk evaluation audit to be conducted by LGRS with the audit scope
and date to be confirmed by LGRS.

4. CONCLUSION/PROPOSAL

This report provides an overview of audit activities undertaken by City of Salisbury to
manage Work Health & Safety risks, for noting.
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