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AGENDA
FOR AUDIT COMMITTEE MEETING TO BE HELD ON
13 JULY 2021 AT 6:30 PM

IN THE LITTLE PARA CONFERENCE ROOMS, SALISBURY COMMUNITY
HUB, 34 CHURCH STREET, SALISBURY

MEMBERS
Cr G Reynolds (Chairman)
Ms P Davies
Mr N Ediriweera
Cr K Grenfell (Deputy Chairman)
Mr C Johnson

REQUIRED STAFF
Chief Executive Officer, Mr J Harry
General Manager Business Excellence, Mr C Mansueto
Manager Governance, Mr R Deco
Risk and Governance Program Manager, Ms J Crook
Internal Auditor & Risk Coordinator, Mr H Rafeeu

APOLOGIES
LEAVE OF ABSENCE

PRESENTATION OF MINUTES
Presentation of the Minutes of the Audit Committee Meeting held on 09 June 2021.
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7.1.5 Risk Management and Internal Controls ACtiVIties .........ceeveeevuieercrieeniieeeieeenene, 65

7.1.6 3-Year Internal Audit Plan 2021/22-2023/24......cccoocimienininieeeeneeeeeene 133

7.1.7 Outstanding Actions Arising From Internal Audits ........c..ccccevviviiiiniininncnnn. 169
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CLOSE
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MINUTES OF AUDIT COMMITTEE MEETING HELD IN WITTBER MEETING ROOM,
34 CHURCH STREET, SALISBURY ON

9 JUNE 2021

MEMBERS PRESENT
Cr G Reynolds (Chairman)
Ms P Davies (via videoconference)
Mr N Ediriweera (via video conference
Cr K Grenfell (Deputy Chairman)
Mr C Johnson (via video conference)
STAFF
Chief Executive Officer, Mr J Harry
General Manager Business Excellence, Mr C Mansueto
Manager Governance, Mr M Petrovski
Risk and Governance Program Manager, Ms J Crook
Internal Auditor & Risk Coordinator, Mr H Rafeeu

The meeting commenced at 6.33 pm

The Chairman welcomed the members, staff and the gallery to the meeting.
APOLOGIES
Nil.

LEAVE OF ABSENCE
Nil

PRESENTATION OF MINUTES

Moved Mr C Johnson
Seconded Ms P Davies

The Minutes of the Audit Committee Meeting held on 21 April 2021, be
taken as read and confirmed.
CARRIED

OTHER BUSINESS
Ms Paula Davies left the meeting at 6:47pm and did not return.

The Chair recognised the contributions of Manager Governance and Risk & Governance Program
Manager to the City of Salisbury and thanked them for their service.




CONFIDENTIAL ITEMS

7.4.1

11426 External Audit Services - Tender Recommendation

Moved Cr K Grenfell
Seconded Ms P Davies

1.

Pursuant to Section 90(2) and (3)(b)(i) and (b)(ii) and (k) of the
Local Government Act 1999, the principle that the meeting should
be conducted in a place open to the public has been outweighed in
relation to this matter because:

- it relates to information the disclosure of which could reasonably
be expected to confer a commercial advantage on a person with
whom the council is conducting, or proposing to conduct,
business, or to prejudice the commercial position of the council;
and

- information the disclosure of which would, on balance, be
contrary to the public interest,; and

- tenders for the supply of goods, the provision of services or the
carrying out of works.

In weighing up the factors related to disclosure,

- disclosure of this matter to the public would demonstrate
accountability and transparency of the Council's operations

- Non-disclosure of the matter and discussion of this item in
confidence would protect council's commercial position
regarding confidential information provided to council in
relation to the acquisition of external audit services.

On that basis the public's interest is best served by not disclosing
the 11426 External Audit Services - Tender Recommendation
item and discussion at this point in time.

Pursuant to Section 90(2) of the Local Government Act 1999 it is
recommended the Council orders that all members of the public,

except staff of the City of Salisbury on duty in attendance, be
excluded from attendance at the meeting for this Agenda Item.

CARRIED
The meeting moved into confidence at 6.34 pm.
The meeting moved out of confidence and closed at 6.48 pm.
CHAIRMAN. ...
DATE. ..
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ITEM 7.0.1

ITEM

DATE

HEADING

AUTHOR

7.0.1

AUDIT COMMITTEE
13 July 2021

Actions List

Janet Crook, Risk & Governance Program Manager, CEO and
Governance

CITY PLAN LINKS 4.2 We deliver quality outcomes that meet the needs of our

community
4.4 We plan effectively to address community needs and identify
new opportunities

SUMMARY An action list has been developed to capture actions arising out of

the City of Salisbury Audit Committee meetings. These actions do
not replace the minutes from the Audit Committee, or the
recommendations of the Committee that were submitted to Council
for endorsement. They are included in this report as an aid to the
Audit Committee.

RECOMMENDATION

1. The information is noted.

ATTACHMENTS

There are no attachments to this report.

1. BACKGROUND

1.1

1.2

The Audit Committee has requested that an action list be maintained and included
as an item on the agenda for each meeting. This report contains a list of actions
identified at previous Audit Committee meetings.

The list of actions does not replace the minutes from the Audit Committee, nor
has it been endorsed by Council, because it does not contain any
recommendations to Council and as such is not part of the action tracking system
for Council recommendations.

2. REPORT

2.1

2.2

23

The action list contains information regarding the date on which the action was
identified, a description of the action, the action owner, the expected due date for
completion of the action and the current status of the action.

Below is the list of actions arising out of the Audit Committee, which has been
compiled for the purpose of aiding the Audit Committee.

Actions will remain on the action list until the meeting after they have been
completed. Once the action has been completed, and that completion has been
reported to the Audit Committee, the item will be removed from the actions list.
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No Date Action Owner Due Date Status
20. | 21/04/21 | Strategic Risk Register Risk and 30 June 2021 | Complete. Refer
e Review the controls for Governance Risk Management
risk 10 Program Activities and
e Review the consequence Manager Internal Controls
rating for risk 5 Report on the
Agenda for July
2021 Audit
Committee
21. | 21/04/21 | Revise the internal audit plan Internal November Complete.
to better articulate how Auditor and 2021 3 Year Internal
internal audits are derived Risk Audit Plan report
from Council’s strategic Coordinator on the agenda for
risks. the July 2021
Audit Committee
22. | 21/04/21 | Include an audit on the Internal November Complete.
internal audit plan to review Auditor and 2021 3 Year Internal
the controls for Council’s Risk Audit Plan report
rate setting process. Coordinator on the agenda for
the July 2021

Audit Committee

3.  CONCLUSION /PROPOSAL

3.1 An action list has been developed for the Audit Committee. The action list will be
maintained and presented to each Audit Committee meeting with an update on
status of the relevant items. Any additional actions identified by the Audit
Committee will be included on the action list as they arise.

CO-ORDINATION

Officer: R&GPM Executive
Date: 2/07/21  5/07/2021
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ITEM 7.0.2
AUDIT COMMITTEE

DATE 13 July 2021

HEADING Future Reports for the Audit Committee

AUTHOR Michelle Woods, Projects Officer Governance, CEO and
Governance

CITY PLAN LINKS 4.2 We deliver quality outcomes that meet the needs of our
community

SUMMARY This item details reports to be presented to the Audit Committee of

Council as a result of a previous Council resolution. If reports have
been deferred to a subsequent meeting, this will be indicated, along
with a reason for the deferral.

RECOMMENDATION

1. The information is received.

ATTACHMENTS

There are no attachments to this report.

1. BACKGROUND

1.1 A list of resolutions requiring a future report to Council (via the Audit
Committee) is presented for noting at each meeting.

2. CONSULTATION / COMMUNICATION
2.1 Internal

2.1.1  Report authors and General Managers.

2.2 External
2.2.1 Nil
3. REPORT

3.1 At the time of preparing this report, there are currently no resolutions of Council
requiring a further report to be presented to the Audit Committee.

4. CONCLUSION / PROPOSAL

4.1 Future reports for the Audit Committee have been reviewed and there are none
that require a report to be presented at this point in time.

CO-ORDINATION

Officer: Executive Group MG
Date: 7/07/21 02/07/2021
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ITEM 7.1.1

ITEM 7.1.1
AUDIT COMMITTEE
DATE 13 July 2021
HEADING Bentley's Interim Report on Audit Findings
AUTHOR Janet Crook, Risk & Governance Program Manager, CEO and

Governance

CITY PLAN LINKS 4.2 We deliver quality outcomes that meet the needs of our

community.

SUMMARY City of Salisbury has engaged Bentleys to provide external audit

services. The initial phase of that process comprises the conduct of
an interim audit. This report attaches the presentation which will be
given by Bentleys at the Audit Committee meeting in July 2021.

RECOMMENDATION

1.

The information be received.

ATTACHMENTS

This document should be read in conjunction with the following attachments:

1.

1.

Interim Report on Audit Findings - 30 June 2020 - Bentleys

BACKGROUND

1.1

1.2

1.3

In accordance with section 125 of the Local Government Act 1999 and the Audit
Committee Terms of Reference, the Audit Committee will satisfy itself that
appropriate policies, practices and procedures of internal control are implemented
and maintained. The Audit Committee will ensure that these controls are
appropriate for achieving the Council’s goals and objectives, safeguarding the
Council’s assets and as far as possible maintaining the accuracy and reliability of
council records.

In accordance with section 126 of the Local Government Act 1999 and the Audit
Committee Terms of Reference, the Audit Committee will liaise with the
Council’s external auditor and review the adequacy of the accounting, internal
control, reporting and other financial management systems and practices of
council on a regular basis.

Bentleys conducted an interim audit as part of the overall 2020/2021 external
audit process. Representatives from Bentleys attended at the Salisbury
Community Hub from 7 to 9 June 2021 to perform a review of core financial
internal controls. The Administration provided necessary documentation to
Bentleys prior to their attendance at the Salisbury Community Hub.

REPORT

2.1

Bentleys representatives David Papa, Director Assurance & Advisory and
Matthew Brunato, Manager Audit & Assurance will attend the July 2021 Audit
Committee meeting to present the findings of the interim audit.
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2.2

23

24

2.5

The internal assessments and reviews of the financial internal controls have been
completed.

No ‘Critical’, ‘Significant’, or ‘Area for Improvement’ findings were identified by
Bentleys in the audit.

One (1) ‘Not Material’ finding was identified in relation to changes in approach
for planned capital works. This is as follows;

Observation —
Changes in resourcing:

e Management has, through an increased focus on planned maintenance, has
identified efficiencies in the processes within the field teams that perform
the repairs and maintenance (Operational Expenditure) work for Council
assets.

e Management has identified some additional planned renewal works
(Capital Expenditure) that these resources would be able to perform.

e This will likely result in a reduction of repair and maintenance
expenditure.

Changes in resourcing:

e The approach for performing capital works is also under consideration.
We understand that instead of performing works on specific infrastructure
assets, planned works would be performed for a group of assets in a
location.

e For example, instead of replacing a single length of kerb on a street, staff
would potentially perform capital work on the kerb, road surface, footpath,
etc.

Status — Bentleys confirmed that they have not identified any non-compliance
with accounting standards, and do not anticipate any material concerns from an
audit perspective.

Administration has taken note of the observation in the management letter.

Bentleys intend to issue an unmodified assurance opinion over the internal control
environment of City of Salisbury.

3. CONCLUSION /PROPOSAL

3.1

3.2

Bentleys will complete their work on financial internal controls and the financial
statements over the coming months and report their findings to the October 2021
meeting of the Audit Committee.

Actions arising from this audit will be followed up by the Internal Auditor & Risk
Coordinator and progress on completion will be reported to the Audit Committee.

CO-ORDINATION

Officer: R&GPM  Executive
Date: 2/07/2021 5/07/2021
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ITEM 7.1.2

ITEM

DATE

HEADING

AUTHOR

CITY PLAN LINKS

SUMMARY

RECOMMENDATION

7.1.2
AUDIT COMMITTEE
13 July 2021

Internal Audit Report on Events Incident Management Framework
Audit

Hussain Rafeeu, Internal Auditor & Risk Coordinator, CEO and
Governance

4.2 We deliver quality outcomes that meet the needs of our
community

4.4 We plan effectively to address community needs and identify
new opportunities

As per the approved Internal Audit Plan 2021-2023, City of
Salisbury engaged Galpins to perform an Event Incident
Management Framework audit in May 2021.

The audit identified 6 good practices (see section 3.2 below)
contributing to the effectiveness of event incident management
framework for City of Salisbury, and controls are in place and
working effectively in the event incident management process,
except for 3 findings and 2 improvement opportunities.

One (1) high, one (1) medium, one (1) low risk rated finding and
two (2) better practice opportunities for improvements were
identified as summarized below:
Finding Risk
1. A need to clarify stakeholder responsibilities High
and engagement in the risk and hazard
identification process

2. A need to ensure incidents and hazards have Medium
been appropriately ‘closed off” in SkyTrust

3. Opportunity to review and refine the risk Low
assessment template

4. Opportunity to involve risk staff in post-event Better
evaluations Practice

5. Opportunity to reflect full staff costs in event Better
budgets Practice

1. That the final audit report for the Event Incident Management Framework audit with
management comments as set out in Attachment 1 to this report (Audit Committee,
13/07/2021, Item No.7.1.2) is noted and that the responses of the Administration to the
Event Incident Management Framework Audit Report contained therein are endorsed.
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ATTACHMENTS

This document should be read in conjunction with the following attachments:

1.  Final Internal Audit Report on Event Incident Management Framework Audit

1. BACKGROUND

1.1

1.2

1.3

1.4

1.5

This audit aligns with the City’s current Strategic Risk — Inadequate response to a
business continuity or emergency event, or major incident at a Council run
Community event.

The objective of this audit is to provide assurance regarding the effectiveness of
the processes that are in place regarding the incident management framework.

The specific objective of this audit is to review and appraise the necessary plans,
policies and procedures and practices in place, and determine if they are fit for
purpose, and sufficient to safeguard and mitigate any consequences on staff,
contractors, volunteers and the public in the event of any incident during a City
sponsored or run event, including review of the following:

1.3.1 Event management guidelines;

1.3.2 Event management plans;

1.3.3 Council Community Land and Build Environ Use Policy;

1.3.4  Site Emergency Procedures and testing for venues that are made
available for community events;

1.3.5  Event staff, volunteer and contractor induction process;

1.3.6  Incident response plans and escalation process; and

1.3.7  Compliance to the relevant legislative requirements.

In addition, this audit also reviewed and assessed the Site Emergency Procedures
created for the Salisbury Community Hub with particular attention to those spaces
available to the public.

Incidents other than those related to the City sponsored and/or run community
events, are beyond the scope of this audit.

2.  CONSULTATION / COMMUNICATION

2.1 Internal
2.1.1 General Manager Community & Organisational Development.
2.1.2  General Manager Business Excellence.
2.13 Manager Governance.
2.14  Risk and Governance Program Manager.
2.1.5  Manager Community Experience & Relationships.
2.1.6  Manager Community Health & Wellbeing.
2.1.7  Team Leader, Events Management.
2.1.8  Team Leader Safety and Wellbeing.
2.1.9  Senior WHS Advisor.
2.1.10  Coordinator Security Services.
2.1.11  Volunteer Development Officer.
2.1.12  Client Engagement Officer.
2.1.13  Volunteer Program Officer.
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2.2 External
2.2.1 Tim Muhlhausler, Partner, Galpins.

222  Wayne Wilson, WHS Specialist, Adelaide OHS Consultants.
2.2.3  Suhara Gunawardena, Auditor, Galpins.
3.  REPORT

3.1 Attachment 1 to this report is the final audit report.

3.2 The report identified a number of positive findings where the audit confirmed that
controls are adequate and implemented effectively. Good practices observed
includes the following:

3.2.1  Event incidents / identified hazards are logged in the ‘SkyTrust’ system.
All known incidents for the period reviewed were reported and logged in
a timely manner.

3.2.2 A risk assessment template is in place, which was used as the basis for
risk assessing all events sampled by the Audit.

3.23 A comprehensive ‘Event Management Manual’ has been developed,
acting as a knowledge transfer / succession tool within the Events Team.

3.24 A 3 year events calendar and budget has been developed, allowing for
forward planning of all key events.

3.2.5 A volunteer management database is maintained, including evidence of
training and inductions.

3.2.6  Site plans were created for all sampled events, and used to support risk
assessment activities.

3.3 All findings and recommendations are agreed with management comments and
actions, identifying the relevant action owners and target action completion
deadlines.

3.4 The audit applied a Process Maturity Assessment Standard, and established that

3.5

the event incident management framework process is at a “defined” stage in its
process maturity level, which demonstrates the existence of a set of defined and
documented standard processes, subject to some degree of improvement over
time. These standard processes, including the good practices referred to above,
ensure consistency of process performance across the organisation in the Event
Incident Management process.

The report identified 3 findings (1 high risk, 1 medium risk and 1 low risk) and 2
better practice areas for improvements, as summarized below:

3.5.1  Finding 1: A need to clarify stakeholder responsibilities and engagement
in the risk and hazard identification process (High Risk)

Recommendations are made to address the gaps observed in the current
event incident management process, specifically relating to stakeholder
responsibilities and engagement in the risk and hazard identification
process.

Recommendation 1: Establish a definition of what constitutes a City of
Salisbury “Event” for the purposes of interpreting and enforcing event-
specific policies and business rules.
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352

Recommendation 2: Formally agree and document the roles and
responsibilities of stakeholder groups across Council in providing
expertise for the planning and delivery of events, including the level of
involvement expected of the WHS team in the risk assessment process
and to whom a copy of the risk assessment must be provided.

Recommendation 3: Develop a business rule to determine when events
are to be managed by the Events Team.

Recommendation 4: Formalise Administration’s expectations regarding
appropriate minimum lead times for consulting relevant stakeholders in
relation to the risk assessment and risk treatment processes for events.

Recommendation 5: Define risk-based categories for the grouping of
events, and assign each event to a category

Administration has agreed on these five recommendations, and target
deadlines for implementation has been agreed as stated on the final
report. An internal staff working party has been established to review and
implement these recommendations, in line with current risk assessment
processes.

Finding 2: A need to ensure incidents and hazards have been
appropriately “closed off” in SkyTrust (Medium Risk)

The audit identified that incidents are closed in SkyTrust while there are
open actions related to the hazards/incidents. It was observed in two out
of nine cases tested that the hazards/incidents were closed prior to
implementing the identified actions.

Administration explained the process in SkyTrust for closing incidents,
which involves a two-part process, whereby, firstly an “investigation” is
undertaken and close the incident/hazard when the “investigation” of
incident/hazard is over. The second part of the process is closing the
actions, which has its own monitoring process within SkyTrust, where
action owners are assigned with resources and timelines. The
investigation and action implementation are two distinct activities in
SkyTrust within the incident/hazard management process. The SkyTrust
has its own monitoring and escalation process for closing actions, and
monitoring and escalation to relevant superiors takes place at the moment
through SkyTrust.

Recommendation 6: Review the monitoring and escalation processes for
incidents and hazards recorded in SkyTrust to ensure that hazards and
incidents remain open until remedial actions have been confirmed as
complete.

Administration agreed to:

Review PR014 — Hazard Management Procedure, to ensure that hazard
reports are not closed until the responsible manager or delegate has
verified that the hazard has been effectively controlled.

Review PR0O07 — Accident/Incident Investigation & Reporting
Procedure, to ensure that the following matters are explicitly addressed:
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- The purpose of an incident report (to notify relevant persons within
the organisation of the occurrence of an incident and of the
immediate actions taken to make the situation safe).

- The purpose of an incident investigation (to evaluate evidence for the
purpose of identifying causal factors and to identify suitable controls
to prevent recurrence and/ or mitigate risk to within acceptable
tolerance (refer WHS risk score matrix and descriptors).

- The close off of an incident investigation may occur regardless of
whether all actions arising have been completed, provided that
interim controls have been verified as effective in mitigating
imminent or potential future risk to within acceptable tolerance (refer
WHS risk score matrix and descriptors).

- Responsible managers and their delegates are responsible for
deciding when an incident investigation may be closed off and where
appropriate, for reviewing controls for effectiveness at a pre-
determined future date.

3.53  Finding 3: An opportunity to review and refine the risk assessment
template (Low Risk)

The audit process identified that the current risk assessment template has
not been comprehensively reviewed since 2015, and there is an
opportunity to simplify the risk assessment template to increase its user
friendliness and reduce the likelihood of errors or omissions.

Recommendation 7: Perform a review of the risk assessment template
(involving key stakeholders from the WHS, operations, HUB security
and events teams), with a view to simplifying the document.

Specifically, the risk of insufficient resourcing should be addressed as
part of the risk assessment process and be included in the template to
prompt consideration.

Following this review, determine and record a required next review date
for the template.

Administration agreed to implement the following action plan:
1- Complete the revision of the risk assessment template.
2- Develop a 1-2 page risk assessment checklist.

3- Develop a scalable risk assessment or other event source material that
informs of relevant risk controls measures to support the risk
assessment checklist.

3.5.4  Finding 4: Opportunity to involve risk staff in post-event evaluations
(Better Practice)

Audit process identified that the current risk assessment template has not
been comprehensively reviewed since 2015, and there is an opportunity
to simplify the risk assessment template to increase its user friendliness
and reduce the likelihood of errors or omissions.
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Recommendation 8: A WHS Team representative is invited to post-event
evaluation meetings for all events.

Administration confirmed that a process is established now for event lead
to ask all staff/volunteers who have taken part in the event to provide
their feedback of the event via email and include their issues faced and
recommendations for future years. Some events, a conversation with the
WHS team will be required if any issues have arisen. Recommendation
implemented as it is taken on board and process implemented.

3.5.5  Finding 5: Opportunity to reflect full staff costs in event budgets. (Better
Practice)

Audit process identified that the budgets for events do not currently
reflect the full cost of staffing, as they do not account for overtime or out-
of-hours penalty rates. The audit further noted that unbudgeted cost
reduces available capacity in the budget to access external contractors or
internal assistance from other Council departments to ensure, for
example, adequate resourcing for transportation of plant and site
setup/set down. The expected overtime cost should be able to be reliably
estimated based on the event calendar and past experience.

Recommendation 9: The staffing budget for the Events Team is updated
to reflect the true cost of staffing by including estimates of expected
overtime and penalty rate costs.

Administration has a full-fledged budget process, and any such
observations would need to be discussed with relevant staff members,
and therefore management response in this instance was that this matter
will be discussed further with Finance Manager and General Manager
Business Excellence and revise budget where required.

4. CONCLUSION / PROPOSAL

1.1

1.2

1.3

The audit was undertaken with the objective of providing assurance on the
effectiveness of the process and controls in place regarding event incident
management framework implementation.

A number of positive findings were identified and the process maturity for event
incident management was assessed to be at the “defined” stage, where processes
are defined and standardised process are in place, that are used to establish
consistency of process performance across the events management process in City
of Salisbury.

Controls are adequate and operating effectively, for all areas tested, except for 3
areas, including the need to clearly identify stakeholder roles and responsibilities
(finding 1), the need to close off incidents and hazards in SkyTrust appropriately
(finding 2), and the need to review and refine the risk assessment template
(finding 3). Two other better practice observations were made as improvement
opportunities.

CO-ORDINATION

Officer: R&GPM Executive
Date: 25/06/2021 5/07/2021
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ITEM 7.1.3
AUDIT COMMITTEE
DATE 13 July 2021
HEADING Audit Committee Annual Work Plan 2021/2022
AUTHOR Hussain Rafeeu, Internal Auditor & Risk Coordinator, CEO and

Governance

CITY PLAN LINKS 4.2 We deliver quality outcomes that meet the needs of our

community
4.4 We plan effectively to address community needs and identify
new opportunities

SUMMARY This report introduces the Audit Committee Annual Work Plan for

2021/2022, seeking Audit Committee’s input and endorsement of
the Audit Committee Annual Work Plan 2021/2022 to ensure that
all essential areas are covered, in performing the roles and
responsibilities mandated under the Local Government Act 1999
(“the Act”) as stated in the Audit Committee’s Terms of Reference
(“TOR”).

RECOMMENDATION

1. That the Audit Committee Annual Work Plan for 2021/2022 as set out in section 2.6 of
this report (Audit Committee, 13/07/2021, Item No. 7.1.3) is adopted.

ATTACHMENTS

There are no attachments to this report.

1. BACKGROUND

1.1

1.2

1.3

1.4

An Annual Work Plan is a better practice instrument, recommended in the 3™
edition of 2017 Audit Committee — A Guide to Good Practice document jointly
published by the Auditing and Assurance Standards Board, Australian Institute of
Company Directors and The Institute of Internal Auditors-Australia.

Pursuant to section 41 of the Act, the Council has established an Audit
Committee, which forms part of the Council’s governance framework, to perform
the roles and responsibilities as stipulated in the Act.

The functions and responsibilities of the Audit Committee are detailed under
Special Term 1, Clause 2 of the TOR adopted by Council (resolution 0715/2020),
which is stated in 1.4 below.

In accordance with section 126(4) of the Act the functions of the audit committee
include —

“(a) reviewing annual financial statements to ensure that they present fairly
the state of affairs of the council; and

(ab) proposing, and providing information relevant to, a review of the
council's strategic management plans or annual business plan; and
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1.5

1.6

(ac) proposing, and reviewing, the exercise of powers under section 130A;
and

(b) liaising with the council's auditor; and

(c) reviewing the adequacy of the accounting, internal control, reporting and
other financial management systems and practices of the council on aregular
basis”.

The Committee, in order to fulfil its role and provide the necessary assurance to
Council, will:

- Satisfy itself that appropriate policies, practices and procedures of
internal control are implemented and maintained.

- Ensure that these controls are appropriate for achieving the council’s
goals and objectives, safeguarding the council’s assets and as far as
possible maintaining the accuracy and reliability of council records.

- Satisfy itself that the organisation is meeting its fiduciary and legislative
responsibilities.

Taking into consideration both the risk and the opportunities of matters
considered, so as to enable Council to act as an informed and responsible decision
maker representing the interests of the community.

For effective oversight and transparency on the coverage of activities carried out
by the Audit Committee, an annual work plan is developed elaborating on the
relevant functions required under the Act, as covered in the current TOR.

It is also noted that the Statutes Amendment (Local Government Review) Act 2020
assented to by the Governor on 17 June 2021, includes an expanded and more
prescriptive role for the Audit Committee, stipulating the functions of Audit and
Risk Committee as follows:

“(a) reviewing annual financial statements to ensure that they present fairly
the state of affairs of the council; and

(b) proposing, and providing information relevant to, a review of the
council's strategic management plans or annual business plan; and

(c) monitoring the responsiveness of the council to recommendations for
improvement based on previous audits and risk assessments, including those
raised by a council’s auditor; and

(d) proposing, and reviewing, the exercise of powers under section 130A;
and

(e) liaising with the council's auditor in accordance with any requirements
prescribed by the regulations; and

(f) reviewing the adequacy of the accounting, internal control, reporting and
other financial management systems and practices of the council on a
regular basis; and

(g) (1) if the council has an internal audit function—
(A) providing oversight of planning and scoping of the internal
audit work plan; and
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1.7

1.8

(B) reviewing and commenting on reports provided by the person
primarily responsible for the internal audit function at least on
a quarterly basis; or

(i1) if the council does not have an internal audit function, reviewing
and commenting on an annual report provided by the Chief Executive
Officer in relation to the policies and processes adopted by the council
to evaluate and improve the effectiveness of its internal control
practices and procedures; and

(h) reviewing and evaluating the effectiveness of policies, systems and
procedures established and maintained for the identification,
assessment, monitoring, management and review of strategic, financial
and operational risks on a regular basis; and

(1) reviewing any report obtained by the council under section 48(1); and

(j) performing any other function determined by the council or prescribed
by the regulations.”

The Statutes Amendment Act 2020 further states that:

1.7.1 s126(8)(b) - A council Audit and Risk Committee must— provide an
annual report to the council on the work of the committee during the
period to which the report relates.

1.7.2 s126(9) - A council must ensure that the annual report of its Audit and
Risk Committee is included in its annual report.

Given these expanded roles of the Audit Committee, the additional
responsibilities have been incorporated into the proposed Audit Committee
Annual Work Plan for 2021/2022, wherever possible.

2. REPORT

2.1

2.2

23

24

2.5

2.6

The Internal Auditor & Risk Coordinator has performed an analysis of all reports
presented to the Audit Committee since 2015, and reviewed them against the
requirements of the TOR and the Act, in the compilation of this Audit Committee
Annual Work Plan.

The frequencies and categories of previous reports presented to the Audit
Committee were analysed to consider timing and main categories of activities to
structure the Audit Committee Annual Work Plan for 2021/2022.

Additionally, the commencement dates proposed in the 3 year internal audit plan
and expected completion timelines are taken into account, for proposing the
timing of internal audit reports to the Audit Committee.

The key functional areas that are referenced in the Act and TOR are used to
structure the Audit Committee Annual Work Plan.

The relevant touch points from the TOR and the corresponding subsections from
the Act are noted in the Work Program against the relevant functional roles and
activities.

The proposed Audit Committee Annual Work Plan 2021/2022 is as follows:
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Audit Committee Annual Work Plan Relevant FY 2021 /2022
No. | Activity touch points | Jul- | Oct- | Nov- | Feb- | Apr-
(Act/TOR) | 2021 | 2021 | 2021 | 2022 | 2022
1.0 | Financial Reporting s126(4)(a)
1.1 | Review Annual Financial Statements for "
FY2020/21
- Review Asset Valuations 2020/21 o)
- Review methodology and approach to
Depreciation 2020/21
1.2 | Reviewing significant accounting and "
reporting issues, recent changes in standards o
and industry updates 2020/21
1.3 | Review Asset Valuations 2020/21 " o) o)
1.4 | Review methodology and approach to " 3 o
Depreciation 2020/21
2.0 | Internal Controls s126(4)(c)
2.1 | Review LG Better Practice Model Self- "
Assessment (External Auditor reviews as o
part of Controls certification)
2.2 | Annual Report - Internal Controls "
Framework and Audit Committee sections o)
(draft in April / Final in July)
2.3 | Review Internal Control Policies and " o
Procedures
3.0 | Risk Management s126(4)(c)
3.1 | Review of Strategic Risk Register " o) o) o) o
3.2 Risl.< Mgnagement & Internal Control " 3 o o 3
Activities
3.3 | LG Mutual Liability Scheme Risk Review " 3
2021 Report
4.0 | Internal Audit s126(4)(c)
4.1 | Review the 3 Year Internal Audit Plan " o o o o
4.2 | Review the status of Outstanding Audit "
Action Points (relating to Internal Audit /
External Audit / Internal Control Self o} o) o) d
Assessments / External Audit Management
Letters)
4.3 | IA Report - Event Incident Management " 3
Framework
4.4 | IA Report - Volunteers Audit " o)
4.5 | 1A Report - Capital Works Project Audit " o)
4.6 | IA Report - Fleet/Heavy Vehicle "
Management, High Value & Portable Asset o
Audit
4.7 | 1A Report - Strategic Reporting Process " o
Audit
4.8 | 1A Report - Cybersecurity Improvement "
Program Pre-Implementation Audit o
4.9 | 1A Report - IT Disaster Recovery Audit " o)
4.10 | IA Report - Independent External Review of "
Internal Audit Function 0
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4.11 | 1A Report - Data Governance Audit " o)
4.12 | In-confidence session with Internal Auditor Better
Practice
5.0 | External Audit s126(4)(b)
5.1 | Review Interim Audit Report "
5.2 | Review final External Audit Report "
5.3 | Review Management Representation Letters "
5.4 | Assess the appropriateness of Council's "
response to the Auditor's findings and
recommendations
5.5 | Overseee actions to follow up on matters "
raised by External Auditor
5.6 | Meet with External Auditor to: TOR 3.2
- invite presentation of audit methodology
and risk assessments within the External
Audit plan
- discuss any qualifications and comments
made in management letter
- invite comments on financial management
and internal controls, relative to other
benchmarks
- discuss any other relevant matters
5.6 | In-confidence session with External Auditor Better
Practice
6.0 | Reporting s126(4)(c)
6.1 | Audit Committee Self-Assessment report "
6.2 | Report on Audit Committee Work Program "
status and future proposals o
7.0 | Strategic, Financial and Management | s126(4)(ab)
Planning
7.1 | Review Annual Report 2020/21 " o)
7.2 | Review Annual Plan 2021/2022 & LTFP "
2021/2022 -2030/31 (Information & Input) o
7.3 | Review Annual Plan 2021/2022 & LTFP " o
2022/23 - 2031/32
7.4 | Review Annual Budget, Fees & Charges " 3
2022/23
8.0 | Policy and Procedure Review s126(4)(c)
8.1 | Review Fraud and Corruption Prevention "
Framework
8.2 | Asset Review Policy "
8.8 | Risk Management Plan / Framework " o)
8.9 | Business Continuity Policy / Plan " e}
8.2 | Internal Audit Manual " o)
9.0 | Other Matters s126(4)(ac)
9.1 | Review/Approve Audit Committee Annual " o o o
Work Program
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9.2 | Reports on other relevant matters " d o) o) o) o)

9.3 | Proposing and reviewing the exercise of s130A
powers under s130A of the Act

9.4 | Public Interest Disclosures cases reported "
and investigations undertaken

9.5 | Audit Committee Annual Report 2021/2022 s126(8)(B)

—to Council on the work of the committee Statutes S
during the period Amendment
Act 2020

3. CONCLUSION /PROPOSAL

3.1 This report outlines the proposed Audit Committee Annual Work Plan for
2021/2022.

CO-ORDINATION

Officer: R&GPM  Executive
Date: 2/07/2021 5/07/2021
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ITEM 7.1.4
AUDIT COMMITTEE

DATE 13 July 2021

HEADING Annual Report 2020/2021 - Internal Controls Framework and Audit
Committee sections

AUTHOR Janet Crook, Risk & Governance Program Manager, CEO and

Governance

CITY PLAN LINKS 4.4 We plan effectively to address community needs and identify

new opportunities.
4.5 We engage meaningfully and our community is aware of
Council initiatives.

SUMMARY The City of Salisbury Annual Report refers to the operations and

financial activities of Council in the previous financial year. It also
contains sections which detail the operations and membership of
the Audit Committee of Council and the Financial Internal Controls
Framework. This report contains the draft text for these sections of
the annual report for review by the Audit Committee.

RECOMMENDATION

1.  That the proposed inclusions in the annual report relating to the operations and
membership of the Audit Committee for the 2020/2021 financial year as set out in
Attachment 1 to this report (Item 7.1.4 Audit Committee, 13/07/2021) be approved.

ATTACHMENTS

This document should be read in conjunction with the following attachments:

1. Internal Controls Framework and Audit Committee section for inclusion in the Annual
Report 2020/2021

1. BACKGROUND

1.1

1.2

1.3

Council is required, under Section 131 of the Local Government Act 1999 to
publish an annual report. The annual report must be prepared and adopted by 30
November each year. Contained within the annual report is information regarding
Council’s operating and financial activities for the previous financial year. It also
includes information relating to the operations of the Audit Committee of Council.
The annual report is coordinated and published by the Community Experience and
Relationships Division.

Each year, the Audit Committee reviews the statements to be included in the
annual report concerning internal audit and risk management.

The full annual report is presented each year to the Governance and Compliance
Committee for review and recommendation to Council. To allow the Audit
Committee to consider sections relevant to its operations prior to inclusion in the
annual report, the relevant text is presented separately to the Audit Committee.
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2. REPORT

2.1

2.2

23

24

The City of Salisbury’s annual report is a vehicle for the publication of Council’s
end of financial year statements and a summary of its operating activities over the
previous financial year. Financial statements will be presented to the Audit
Committee for review at the October 2021 meeting.

The operations of the Audit Committee, together with information regarding the
Financial Internal Controls Framework are outlined in the annual report. A draft
of the proposed text for inclusion in the annual report on these subjects is
provided as Attachment 1.

The proposed text is concise and prepared on the basis that the audience will be a
variety of stakeholders including local residents and the Minister for Local
Government. It gives a brief explanation of the Financial Internal Controls
Framework, the work of the Audit Committee and its membership throughout the
year.

Once the Audit Committee have reviewed the proposed text the next step in the
process is to forward it to the Community Experience and Relationships division
for inclusion in the draft annual report, which will be presented to the Governance
and Compliance Committee.

3.  CONCLUSION /PROPOSAL

3.1

The proposed inclusions in the annual report provide information relating to the
operations and membership of the Audit Committee of Council in the 2020/2021
financial year. The draft text is provided for review, prior to submission for
inclusion in the draft annual report.

CO-ORDINATION

Officer: R&GPM  Executive
Date: 1/07/2021 5/07/2021
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ITEM 7.1.5
AUDIT COMMITTEE

DATE 13 July 2021

HEADING Risk Management and Internal Controls Activities

AUTHOR Janet Crook, Risk & Governance Program Manager, CEO and
Governance

CITY PLAN LINKS 4.2 We deliver quality outcomes that meet the needs of our

community
4.4 We plan effectively to address community needs and identify
new opportunities

SUMMARY This report provides an update on the risk management and internal

controls activities conducted in the 2020/2021 financial year.

RECOMMENDATION

1.  The information is received.

2. The Update on Risk Management and Internal Controls Activities for 2020/2021, as set
out in Attachment 1 to this report (Audit Committee, 13/07/2021, Item No. 7.1.5) is
endorsed.

ATTACHMENTS

This document should be read in conjunction with the following attachments:

AN T e

Risk Management and Internal Controls Activities 2020/2021
Fraud and Corruption Prevention and Management Framework
Policy Governance Framework

Risk Maturity Survey

Risk Maturity Stages

Strategic Risk Register

BACKGROUND

1.1 This report provides an update on the risk management and internal controls
activities to be undertaken in the 2020/2021 financial year. The report allows the
Audit Committee to monitor and review the activities and assurance they provide.

REPORT

2.1 Attachment 1 is a summary of the risk management and internal controls activities
to be undertaken in the 2020/2021 financial year. The plan was endorsed at the
August 2020 meeting of the Audit Committee.

2.2 The following activities in Attachment 1 have been updated since they were last
reviewed by the Audit Committee in April 2021:
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2.2.1

222

223

224

The review of the Fraud and Corruption Prevention and Management
Policy has been performed and the Policy has been adopted by Council.
A Fraud and Corruption Prevention and Management Framework has
been developed and approved by the Executive Group. Further
information on the Framework appears later in this report.

The Control Self-Assessment through the Control Track system been
completed and further information on the assessment appears later in this
report.

The Policy Governance Framework has been developed and approved by
the Executive Group. Further information on the Policy Governance
Framework appears later in this report.

Emergency Management Program - An Emergency Management Project
Coordinator was seconded to the Governance Division for 2020/2021 in
order to develop Council’s Emergency Management Policy, Plan and
Incident Operations Manual. The Emergency Management Policy and
Plan have both been approved by Council and the Executive Group,
respectively. The Incident Operations Manual has been drafted and is
awaiting approval by the Executive Group. The Emergency Management
Program has been extended for a further 12 months. Further information
appears later in this report.

Fraud and Corruption Prevention and Management Framework

2.2.5

2.2.6

The review of the Fraud and Corruption Prevention Strategy is an action
on the Risk Management and Internal Controls Activities annual plan for
the Audit Committee 2020/2021. The Fraud and Corruption Prevention
and Management Policy was adopted by Council in February 2021. The
Administration undertook that, following adoption of the policy, a Fraud
and Corruption Prevention and Management Framework (“the
Framework™) would be prepared to support the implementation of the
policy objectives and statements.

The Framework was approved by the Executive Group on 7 July 2021. A
copy of the Framework appears as Attachment 2 to this report for
information.

Internal Financial Controls self-assessment

2.2.7

2.2.8

229

2.2.10

City of Salisbury performs an annual self-assessment of its financial
internal controls using Control Track.

The External Auditors perform a review of our internal financial controls
as part of their annual external audit.

The City of Salisbury (CoS) utilises a risk and control management
application called ControlTrack, to monitor and review its internal
financial controls across 6 classes: Assets, Expenses, External Services,
Liabilities, Revenue and Strategic Financial Planning.

A five point rating scale is used when self-assessing the effectiveness of
our internal financial controls (1 = ineffective, 2 = requires significant
improvement, 3 = partially effective, 4 = majority effective and 5 =
effective).
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2.2.11

Of the controls assessed and reviewed in 2020/2021, six controls were
assessed as being partially effective or lower. Treatment plans have been
established to improve the rating for these six controls, as follows.

o Asset Management Plans are prepared and renewal expenditure and

programmed maintenance required is reviewed periodically to reflect
changing priorities, additional asset data and other relevant factors.

This is a control for the risk “Fixed Asset maintenance and/or
renewals are inadequately planned”. That risk is rated residually
Medium. The action plan is to complete the Asset Management Plans
by 31 December 2021, owned by Manager Infrastructure
Management.

Inventory is appropriately insured.

This is a control for the risk “Inventory is inadequately safeguarded”.
That risk is rated residually Low. The action plan is to identify an
appropriate entity to undertake and perform the valuations task by 31
December 2021, owned by the Insurance Officer.

There is a process in place to follow up and action incomplete
purchase orders.

This is a control for the risk “Purchase orders are either recorded
inaccurately or not recorded at all”. That risk is rated residually
Medium. The action plan is to develop a report which will check
divisions’ outstanding commitments by 30 September 2021, owned by
the Manager Strategic Procurement.

There is a process to ensure staff are aware of policies and
procedures referenced in the Better Practice Model.

This is a control for the risk “Staff are not aware of their
responsibilities to ensure good governance including compliance with
policies, procedures and relevant legislation”. That risk is rated
residually Medium. The action plan is to develop implement and
embed the Policy Framework by 30 October 2021, owned by the
Governance Coordinator.

There is a process in place to ensure the fees and charges are applied
in accordance with those adopted in the fees and charges register.

This is a control for the risk “Council does not apply User Pay
principles consistently”. That risk is rated residually Low. The action
plan is to implement a period review process of fees and charges
raised through webform as amount and account type by 28 February
2022, owned by the Senior Management Accountant.

There is a contract management process in place throughout the term
of the contract to ensure that supplier/contractor meet their
obligations.

This is a control for the risks “Council does not obtain value for
money in relation to its contracting” and “Council is not able to
demonstrate that all probity issues have been addressed in the
Contracting process”. Those risks are both rated residually Medium.

Page 67

City of Salisbury

Audit Committee Agenda - 13 July 2021



ITEM 7.1.5

2.2.12

The action plan is to implement a Contract Management Framework
by 31 December 2021, owned by the Manager Strategic Procurement.

The Treatment Plans will be monitored with the Improvement Owners to
completion.

Policy Governance Framework

2.2.13

2.2.14

2.2.15

2.2.16

In 2019 the ICAC undertook an evaluation of the practices, policies and
procedures of the City of Playford. A number of recommendations were
made that, while pertinent to the evaluation for the City of Playford, were
deemed by the Deputy Commissioner to be relevant to other councils and
public authorities. One of those recommendations was concerning the
creation, approval, dissemination, education and review of Council
Policies in the form of development of a Policy Framework.

Development of a Policy Governance Framework was considered
appropriate in order to ensure that a consistent approach is taken by all
stakeholders and Policy Owners within the organisation when developing
and reviewing Policies and Procedures.

In line with the ICAC recommendations, a Policy Framework has been
developed for CoS. When developing the Policy Framework a mapping
task was performed to identify current policies and procedures, both
those endorsed by the Executive Group and also Council. The Policy
Framework includes information regarding the lifecycle of a
policy/procedure - creation, approval, dissemination (including
registration on Council’s electronic document management system and
Council’s Internet/Intranet), education and review - and also a library of
definitions for consistent use in all Policies and Procedures.

The Policy Governance Framework has been approved by the Executive
Group and a copy of the Framework appears as Attachment 3 to this
report for information.

Emergency Management Program

2.2.17

2.2.18

2.2.19

2.2.20

The Emergency Management Program has been extended until 30 June
2022.

To date the Program has delivered, amongst other things, the Emergency
Management Policy, Plan and Incident Operations Manual (the latter will
be presented to the Executive Group in July 2021).

Following the delivery of these initiatives, it is deemed necessary for the
Emergency Management Program to continue for a further 12 months.
The purpose for the continued operation of the role is the development,
implementation, embedding and maintenance of a robust incident
management framework (including emergency and business continuity
management) that enables the City of Salisbury to effectively prevent,
prepare for, respond to and recover from emergency and business
continuity events and continue to deliver critical services while
minimising the impact to the organisation and the community.

Responsibilities of the role will include providing advice, support and
guidance on incident management processes; conducting education and
training sessions with staff; implementing activities to build the staff and
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community’s awareness and capacity in relation to incident management;
and maintenance of corporate documents including tools, plans and
instructional guides.

Risk Maturity Survey

2221

2222

2.2.23

2.2.24

A Risk Maturity Survey designed by Local Government Risk Services
(LGRS) was circulated to the Executive Group and Divisional Heads for
completion. The results of the survey are designed to establish a baseline
of risk maturity at CoS to assist with the further direction and
development of the Risk Management Program.

Attached to this report as Attachment 4 and Attachment 5 are copies of
the risk maturity survey tool, and risk maturity stages, respectively.

The risk maturity survey tool intended to help the evaluators through five
focus areas that are considered to be key aspects of an effective
Enterprise Risk Management (ERM) process. In each of the five focus
areas, the tool includes brief descriptors of critical elements of an ERM
process that are important to the strength of that focus area. The
evaluators needed to consider whether each of the critical elements is
currently present at the CoS.

The results received have been consolidated and provided to the LGRS
for them to analyse and report upon to CoS. That report will set out CoS’
current stage of risk maturity and will assist CoS to determine next steps
for the Risk Management Program. A report on the results of the survey
will be prepared for the Executive Group to consider.

Strategic Risk Register

2.2.25

2.2.26

Discussion was had at the April 2021 Audit Committee meeting
regarding the Strategic Risk Register. Changes have been made to the
Register as a result of the discussions and are set out in Attachment 6 to
this report.

The material changes to the Register are:

e Risk 5 (City of Salisbury financial sustainability is compromised by
internal decisions and / or external events.) — residual risk rating has
been re-visited and updated from Major/Possible — High, to
Major/Unlikely — Medium.

e Risk 7 — Following discussions between Manager Governance and the
CEO, the description of this risk has changed from “Failure to ensure
a safe working environment” to “Immature and inadequate work
health safety policies and procedures result in an unsafe working
environment”. This provides a more accurate description of the risk
faced by Council. As a result, bearing in mind the controls in place,
the residual rating for the risk has been reduced from Catastrophic /
Possible — High, to Major / Unlikely — Medium

e Risk 10 — The risk description has been changed to read “City of
Salisbury reputation suffers due to services provided not meeting
community needs and expectations, resulting in a reduction in
business investment.” Please refer to the red text in risk 10 to see the
updates to the risk.
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3. CONCLUSION/PROPOSAL

3.1 This report has provided a summary of the risk management and internal controls
work performed since the last Audit Committee meeting.

CO-ORDINATION

Officer: R&GPM MG Executive
Date: 2/07/2021 5/07/2021
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ITEM 7.1.6
AUDIT COMMITTEE
DATE 13 July 2021
HEADING 3-Year Internal Audit Plan 2021/22-2023/24
AUTHOR Hussain Rafeeu, Internal Auditor & Risk Coordinator, CEO and

Governance

CITY PLAN LINKS 4.2 We deliver quality outcomes that meet the needs of our

community
4.4 We plan effectively to address community needs and identify
new opportunities

SUMMARY Recommendations from the last Audit Committee are incorporated

on the 3 year Internal Audit Plan 2021/22 to 2023/2024, and
highlight any changes made to it since it was last presented to the
Audit Committee in April 2021.

RECOMMENDATION

1. That the updates made to the 3 year Internal Audit Plan 2021/22 to 2023/2024 as set out
in Attachment 2 to this report (Audit Committee, 13/07/2021, Item No.7.1.6) and the
accompanying high level indicative scope for pending audits as set out in Attachment 3
of this report (Audit Committee, 13/07/2021, Item No. 7.1.6), are endorsed.

ATTACHMENTS

This document should be read in conjunction with the following attachments:

1. Strategic Risk Register Mapping to Internal Audits
2. 3 year Internal Audit Plan 2021/22 to 2023/2024

3. Indicative Scope for Pending Internal Audits

1. BACKGROUND

1.1

1.2

1.3

1.4

Feedback was received in the last Audit Committee meeting in April 2021, to
review the internal audit plan against the Strategic Risk Register to ensure that all
strategic risks have mapped internal audit assurance engagements and
demonstrate the rationale for selecting and prioritizing audits.

The Strategic Risk Register was reviewed to determine and list down all internal
audits and reviews performed since 2007 for all causes of risks identified for the
strategic risks in the Strategic Risk Register.

Where it was identified that no audits have been undertaken in the past since 2007
to provide assurance against certain causes of risks in the Strategic Risk Register,
a potential audit for that area is noted and marked as “New”.

A total of 16 potential new audits are identified in this process, to be included in
the Internal Audit Plan covering future periods.
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1.5 Indicative scopes for all the remaining audits are prepared in consultation with the
senior management. However, further preliminary research and meetings are

required

to prepare realistic indicative scope for the new potential audits

identified, and therefore this will get updated in the November Audit Committee.

1.6  This report provides progress updates to the Internal Audit Plan since it was last
presented to the Audit Committee in April 2021, covering:

1.6.1

1.6.2
1.6.3
1.6.4
1.6.5

1.6.6
1.6.7

1.6.8

New audits identified from review of Strategic Risk Register [see 3.1 &
3.2];

Key changes to the 3 year Internal Audit Plan [see 3.3]

Update on completed audits [see 3.4];

Status of ongoing audits [see 3.5];

Audits that are removed or consolidated to prioritize new audits
identified, and justification for removal or consolidation [see 3.6 & 3.7];
Status of pending audits [see 3.8];

Rationale and justification on revised pending audits included in the 3-
year Internal Audit Plan [see 3.9]; and

Strategic Risk links for new audits identified, linking to the Causes of
Risks from the Strategic Risk Register [see 3.10].

2.  CONSULTATION / COMMUNICATION

2.1 External
2.1.1

3. REPORT

Craig Johnson, Independent Audit Committee Member, City of Salisbury

The outcome of the Strategic Risk Register review is summarized in 3.1 below. A more
detailed schedule with the key Strategic Risk Register columns including risk description,

causes, and controls,

attachment 1.

along with corresponding internal audit potential areas is given in

3.1 Strategic Risk Register Review Outcome and Risk Mapping to Internal Audits

STRATGIC RISK REGISTER INTERNAL AUDITS - MAPPED FOR ASSURANCE
e |5 NEW /
Ris |_. o g =3 =l . Audits for the 3 Year Internal | Current
ip|RIsk Deseription | /g g Prior Audits Audit Plan 2021/22-2023/24 | Audit Start
- - E - 13 - - i DatES et
. Event Incident Management

Event Incident Management .

Framework Audit (Dec 2016) || /amework Audit - Jun 2021 -
response to a Compliance With Bullding Proj Maintenance Audit NEW
business continuity Inspections Policy (Sep 2014) perty

4 |or emergency event, <, ||LGRS BCP Exercise Audit
or major incident at I |[(June 2018) Business Continuity Audit NEW
a Council run BCP Desktop Audit (Nov 2014)
Community event. LG Risk Evaluation Audit Risk Management Audit Mar-23

(Nov 2013)

Training & Competency NEW
Effectiveness Audit
— =
systems L | 2 ||LG Risk Evaluation Audit (Nov
¥ = ( Risk Management Audit Mar-23

2019)
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s |g NEW /
Ris | _. L 2 -g : : Audits for the 3 Year Internal Current
ip|RIsk Description |3 |5 || Prior Audits Audit Plan 2021/22-2023/24 | Audit Start

(-] S[e-] - |-| Dates -
Public and Environmental Health
| Management Audit (Dec 2017)
Lack of Administation of the Food Act
management of (Mar 2011) -
|3 public and Food Safety Audit (Apr 2020)
environmental - - -
health risks ;S,II:::BK Evaluation Audit (Nov Risk Management Audit Mar-23
By-Laws Management and NEW
Enforcemement Process Audit
Strategic Development Projects
| Audit (Mar 2018)
Failure to manage Tree Managen'lent Framework Aug—22
| the impact of Audit
environmental and g LG Risk Evaluation Audit (Nov  |Risk Management Framework Mar-23
4 social factors on S ([2019) Process Audit
Council = Social Infrastructure Assessment NEW
infrastructure, Framework Audit
assets and services Environmental Sustainability &
Climate Change Risk NEW
Management Audit
Corporate Credit Card Audit
(Oct 2020)
Trade Card and Trading
Account Audit (Nov 2020)
Financial Sustainability Audit
(Jun 2019)
Asset Management Audit (Mar
2020)
Payroll Audit (Sep 2010; March )
2037] (Sep Payroll Audit [Removed now] Jul-21
Procurement Audit (Sep 2014) |7rocUrement Audit[Removed Aug-21
City of Salisbury Fraud and Corrupfion . .
financial Prevention Control Audit (Jan gﬁ‘iﬁcﬂﬂ dci"t"””p""” Prevention | gep oo
sustainability is E |[201a3)
5 | compromised by T ||Grants Management Audit (Sep :
internal decisions 2 |2012) Grants Management Audit Nov-22
and / or external FleetHeavy Venhicle
events. Management, High Value & Jun-21
Pnrdahle Acset Andit
Revenue and Debtors Audit Jan-23
LG Risk Evaluation Audit (Nov
( Risk Management Audit Mar-23
2019)
Segregation of Duties & User Jun-23
Access Controls Audit -
Rates Setting Process Audit NEW
Budgetary Control Audit NEW
Investment Decision Making
Process Audit NEW
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s [m NEW /
Ris | L @ x(3 x| ) Audits for the 3 Year Internal | Current
kp|Risk Deserption | o4 g| Prior Audits Audit Plan 2021/22-2023/24 | Audit Start

- |5l - -| Dates|-
Legislative compliance Audit
(Jan 2021)
Complaint Handling Process
Audit (Mar 2021)
Contractor Management Audit
(Jan 2020)
Volunteers Audit (Mar 2008) Volunteers Audit Jun-21
Capital Works Projects Audit . . .
_ (Mar 2018) Capital Works Projects Audit Aug-21
Ineffective - -
govemance results Strategic Reporting Process Oct-21
in the provision of Audit
services which do Data Governance Audit Jan-22
not meet community LG Risk Evaluation Audit (Nov
expectations. 2019) ( Risk Management Audit Mar-23
Independent Post Implementation NEW
Audit of Major Projects
Training & Competency
Effectiveness Audit NEW
Performance Review of Strategic NEW
Business Units
KPIs and Performance
Management Audit NEW
Failure to ensure a Event Incident Management Event Incident Management
safe working Framework Audit (Dec 2016)  |~ramework Audit - Jun 2021
envionment (reported in Jul 2021 AC)
LG Risk Evaluation Audit (Nov | _ _
Risk Management Audit Mar-23
2019)
Business Systems and Solutions
Audit (Apr 2018)
Cyber Security Implementation
Project Pre-Implementation Audit Sep-21
and integrity of IT IT Investment Strategy Audit Jun-22
Eyitfmisnsifﬁz to Segregation of Duties & User 2
pgelivery Access Controls Audit j
Data Governance Audit Jan-22
Business Continuity Audit NEW
Training & Competency NEW
Effectiveness Audit
Climate Change | : -
negatively Impacts ;31':;5" Evaluation AU (NOV | ick Management Audit Mar-23
on City of
Salisbury's
operations,
infrastructure, Environmental Sustainability &
services and the Climate Change Risk NEW
community. Failure Management Audit
to adapt to climate
change.
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= NEW /
S s oescrpon (£ 52 3 oo avars puasfor e 3 Yo el | curnt
-] [~ |=[- =[] [~ -| Dates -
LG Risk Evaluation Audit (Nov
2019)
People & Culture Risk Review
(Jun 2015)
City of Salisbury Program Review of Twelve25
’Z‘L‘gﬂ"ﬁgfﬁfgf salisbury Youth Enterprise
: E ||Centre (Sep 2012)
10 provided not - 2 . _
meeting community @ Community Perception Survey NEW
needs = Effectiveness Audit
Community Consultation Proces
Audit N NEW
Internal Communication & Public
Media Release Audit NEW
Economic Development Initiatives
Effectiveness Audit - Polaris NEW
Centre
3.2 Key Observations from the Strategic Risk Register Review
3.2.1 A total of 16 new potential audits are identified as follows, which
were not subject to previous audits and are not reflected on the current
internal audit plan:
= Budgetary Control Audit [SRS5]
= Business Continuity Audit [SR1&8]*
= By-Laws Management and Enforcement Process Audit [SR3]
=  Community Consultation Process Audit [SR10]
= Community Perception Survey Effectiveness Audit [SR10]
= Economic Development Initiatives Effectiveness Audit - Polaris
Centre [SR10]
= Environmental Sustainability & Climate Change Risk Management
Audit [SR4&9]*
= Independent Post Implementation Audit of Major Projects [SR6]
= Internal Communication & Public Media Release Audit [SR10]
» Investment Decision Making Process Audit [SR5]
= Performance Reviews of Strategic Business Units [SR6]
= KPIs and Performance Management Audit [SR6]
= Property Maintenance Audit [SR1]
= Rates Setting Process Audit [SR5]
= Social Infrastructure Assessment Framework Audit [SR4]
» Training & Competency Effectiveness Audit [SR 1,6&8]*
P.S: Strategic Risk number is noted above in brackets [ ].

3.2.2 Some of the new potential audits are linked to more than one strategic risk,
indicated by *, perhaps suggesting a need to prioritise these audits over
others. Similarly the Risk Management Audit currently listed on the Internal
Audit Plan is linked to all the Strategic Risk and may need to be prioritised.

3.2.3 This report seeks Audit Committee’s feedback, comments and priorities on
these 16 new potential audits, for the Administration to determine relative
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priorities and bring back a further report to the Audit Committee covering
indicative scopes and timeframes for commencement.

3.2.4 Given the current resource constraints, Administration is of the view that the
new potential audits identified can be scheduled for the 3™ year 2023/2024
and possibly adding to a fourth year 2024/2025.

3.2.5 It is also noted that with every audit, the implementation of audit actions
often add to unplanned budget expenditure, in addition to workload and
resource commitments.

3.2.6 The strategic risk link, for these new audits are listed in 3.10 below,
identifying the relevant strategic risk cause or risk factors that have not been
assured through internal audit testing in the past, relating to the new potential
audits.

3.3 Key Changes to the 3 year Internal Audit Plan 2021/22 to 2023/2024
Key updates and changes made to the Internal Audit Plan are as follows:

o New audits are included following the review of Strategic Risk Register to
identify potential internal audit areas, and with the inclusion of additional
audits a further year is added to the plan, resulting in a 4 year Internal
Audit Plan 2021/22 to 2024/25.

o Some audits in the original 3 year Internal Audit Plan 2021-2023 are
removed and some audits merged, considering resource and risk priorities.

o The “Rationale for Inclusion” is expanded further to summarize the key
reasons for including the audit in the revised 4 year Internal Audit Plan.

3.4 Update on Completed Audits
3.4.1 Event Incident Management Framework Audit

This audit is completed by Galpins and being presented to the July 2021 Audit
Committee.

3.5 Update on Ongoing Audits
3.5.1 Capital Works Project Audit

The audit has commenced with Galpins on a co-sourced model, and audit is
60% complete as at the end of June 2021. The final audit report with
management comments is planned to be presented to the November 2021
Audit Committee.

3.5.2 Volunteer Management Audit

This audit is performed internally by the City’s Internal Auditor & Risk
Coordinator and is 90% complete as at the end of June 2021. The final audit
report with management comments is planned to be presented to the
November 2021 Audit Committee.

3.6 Update on Audits Removed from the Internal Audit Plan
3.6.1 Payroll Audit

Following the review of Strategic Risk Register, the strategic risks and causes
related to payroll process were in the area of fraud and unplanned spending
and it was decided that this area can be assured through the Fraud &
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Corruption Prevention Control audit as well. As such it was decided to remove
a full-fledged audit of the payroll process from the Internal Audit plan, as it
also gets partly assured every year by the external auditor through the
certification of internal controls testing.

3.6.2 Procurement Audit

For the same reasons above in 3.6.1, it is decided to remove the procurement
audit from the internal audit and cover relevant touchpoints within the scope
of the planned Fraud & Corruption Prevention Control audit.

3.6.3 Segregation of Duties & User Access Controls Audit

For the same reasons above in 3.6.1, it is decided to remove this audit from the
internal audit and cover relevant touchpoints within the scope of the planned
Fraud & Corruption Prevention Control audit. There are no specific
touchpoints on the strategic risk register related to this other than the fraud
risk and are more of an operational nature, hence it is best to remove from the
internal audit plan from a resource optimization point of view as well.

3.7 Update on Audits Consolidated and/or Commencement Dates Revised

3.7.1 Fleet and Heavy Vehicle Management Audit, merged with High
Value and Portable Asset Audit

From an internal audit resource utilization point of view it is established that
these two audits are better merged into one audit and undertaken at the same
time. The commencement date is deferred accordingly from June 2021 to
August 2021 to accommodate for staff availability.

3.7.2 Fraud & Corruption Prevention Control Audit

Given the removal of Procurement and Payroll audit which were originally
scheduled to commence in Q1 of 2021/2022 and that the scope of these audits
are now narrowed and concisely revised to fit into the Fraud & Corruption
Prevention Control Audit, it is perhaps timely to bring forward this audit
from September 2022 to March 2022. This is also in line with the strategic
risk priority and the fact that the Fraud and Corruption Prevention &
Management Policy has been rolled out in June 2021, it may be timely to
undertake an audit in this area in Q3/Q4 of 2021/2022.

3.8 Current Position of Pending Audits on the Internal Audit Plan

All other audits are on track as per original plan advised to the last Audit
Committee meeting in April 2021, and no changes on the need for delaying or
bringing forward of any audits are identified at this stage

3.9 Rationale, Overall Objective & Strategic Risk Relevance for Pending Audits

The rationale for selecting the audits to be included in the Internal Audit Plan
is given below with the overall audit objectives for the respective audit. See
attachment 3 for the indicative scope for the audits.

3.9.1 Fleet and Heavy Vehicles Management Audit — merged with High
Value and Portable Asset Audit, and commencement date deferred
from June 2021 to September 2021. See 3.6.1 above.

Rationale and Audit Objective: The City of Salisbury owns and operates a
significant fleet of vehicles. There a risk that the mismanagement of this fleet
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causes inefficiencies in regard to productivity and negative cost impact. This
review is to provide assurance that the established governance and risk
management in regard to management of this fleet is sufficiently robust to
protect the viability of these assets.
Relevant Causes in the Strategic Risk Register (SR5):

* Unplanned spending

* Inadequate valuation of assets or inaccurate depreciation

* Inadequate planning for infrastructure repairs or upgrades

3.9.2 Cyber Security Implementation Project Pre-implementation Audit —
Scope revised to undertake a Cybersecurity Improvement Program
pre-implementation audit. Commencement date is September 2021 as
originally agreed for the Cybersecurity Audit.

Rationale and Audit Objective: Cyber risk is recognised as an emerging and
ever changing risk for organisations which may lead to financial loss, service
interruption, data loss and/or reputation damage from an event impacting the
City of Salisbury information and or information systems.

It is acknowledged that COS has initiated a 5 year Cybersecurity Improvement
Program, and that program implementation is still in the early stages.

The objective of this audit is to assist management in identifying any gaps or
arcas for improvements in the approach, design and implementation strategy
of the Cybersecurity Improvement Program after reviewing the COS’s current
cybersecurity control environment.

Relevant Causes in the Strategic Risk Register (SRS):

» Lack of plans and procedures to inform response strategies when a
cybersecurity incident occurs

* Cyber-attack (Unauthorised access/network intrusion, denial of service,
vulnerability exploitation, malware, social engineering, hacking, phishing,
ransomware)

* Mobile device management with the potential for a lost or stolen device
being used to access Council systems

* Lack of auditing and logging functions to capture events

* Lack of monitoring of cybersecurity threats to organisational assets

* Lack of communication/training for all staff regarding information
security

* Information to facilitate action during a cybersecurity incident is not
available

3.9.3 Strategic Reporting Process Audit — Commencing in October 2021

Rationale and Audit Objective: City of Salisbury has established its strategic
plan, City Plan 2035, covering its 4 strategic key directions, followed by
critical actions and performance indicators for the medium to long term. The
audit will review the strategic reporting processes including but not
necessarily limited to reporting on; the City Plan 2035, and other relevant
plans including Annual Plan and Business Plans.

Relevant Causes in the Strategic Risk Register (SR6):
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* Inadequate performance measures which are not linked to objectives or
strategies

* Failure to deliver what is expected by the local community due to a lack of
alignment of strategic plans

* Limited meaningful corporate performance indicators in place

* Inconsistent reporting and data collection of corporate performance
indicators

* Processes and systems fail to address customer needs

» Failure to engage with all stakeholders in developing the City Plan

3.94 IT Disaster Recovery Audit — Commencing in October 2021

Rationale and Audit Objective: The information contained within City of

Salisbury critical core systems is significant. The ability to promptly recover

data is crucial to prevent service interruption to the core City of Salisbury

systems. This review is to provide assurance that, in the case of an unforeseen

event, the established procedures in regard to IT Disaster Recovery are

sufficiently robust to mitigate the potential of data loss and prevention of

service interruption.

Relevant Causes in the Strategic Risk Register (SRS):

» Lack of plans and procedures to inform response strategies when a
cybersecurity incident occurs

» Lack of auditing and logging functions to capture events

3.9.5 Independent External Review of Internal Audit Function -
Commencing in December 2021

Rationale and Audit Objective: As per the Attribute Standard 1312 of The
Institute of Internal Auditors (IIA)’s International Standards for Professional
Practice of Internal Auditing and the City’s Internal Audit Charter, an external
audit of the internal audit function is required to be performed every 5 years
for quality assurance of its operation. Since the last audit was performed in
2016, the next review is due in 2021.

3.9.6 Data Governance Audit — Commencing in January 2022

Rationale and Audit Objective: There is the risk that City of Salisbury data
management processes could result in loss of data or the inability to utilize the
data. This review will provide assurance regarding the adequacy of protection
of City of Salisbury information.

Relevant Causes in the Strategic Risk Register (SR 6&8):

* Limited meaningful corporate performance indicators in place

* Inconsistent reporting and data collection
* Lack of auditing and logging functions to capture events
» Failure to consider all options when improving a system or process

3.9.7 IT Investment Strategy — Commencing in June 2022

Rationale and Audit Objective: The City of Salisbury has significant reliance
upon technology to maintain and drive business requirements and efficiency
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gains. Failure to correctly manage the future IT acquisitions and costings may

impact the City of Salisbury with inefficient processes, legacy IT issues and

lagging IT systems leading to inefficiencies, financial impost, service

interruption and inability to maximize continued improvements. This review is

to provide City of Salisbury with assurance that the IT Investment Strategy is

sufficiently robust to support current and changing business requirements and

continuous improvement initiatives.

Relevant Causes in the Strategic Risk Register (SRS):

* Lack of business engagement and clarity of roles

» External pressure for changes to systems

* Failure to adequately involve IT when developing plans, strategies and
projects

» Failure to consider all options when improving a system or process

* Organisational change is not conducted in a structured and logical manner

3.9.8 Tree Management Framework Audit — Commencing in August 2022

Rationale and Audit Objective: The City of Salisbury has a street tree
population of over 76,000, made up of more than 70 different species, within
its streetscapes, parks and open spaces including reserves and wetlands, which
contribute to the Key Direction 2 ‘Sustaining Our Environment’ and Key
Direction 3 ‘The Living City’ in our City Plan 2035. A replacement value of
approximately $3.4m for trees is included within asset class “Roads, Bridges
and Footpaths” in the Audited Financial Statements for FY2019/20. COS has
an ongoing Street Tree Renewal Program that aims to renew about 1,000 trees
each year. To ensure the sustainability of this strategy, COS has established a
Tree Management Framework for the management of its urban forest,
covering policy measures in the area of tree planting, tree protection, tree
removal, tree asset management, community consultation and engagement,
and risk management.
This review is to provide assurance that the City of Salisbury’s Tree
Management Framework is adequate and implemented effectively.
Relevant Causes in the Strategic Risk Register (SR4):
* Inadequate understanding and planning for factors impacting the
environment
» Failure to consider environmental consequences when planning and
designing infrastructure

3.9.9 Fraud and Corruption Prevention Control Audit — Commencing in
September 2022

Rationale and Audit Objective: The revised Fraud and Corruption Prevention
and Management Policy presented to February 2021 Audit Committee states
that the City of Salisbury has a zero-tolerance stance towards fraud,
corruption, misconduct and maladministration.

The City has various policies and procedures and internal control measures for
prevention of fraud, corruption, maladministration and misconduct, and
independent assessment of systems and processes takes place as part of the
annual external audit and remains a part of many internal audits.

Given that there are continuous changes happening within the control
environment, systems, process, and stakeholders involved, the emergence of
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newer risk and failure of controls may occur and therefore an assessment of
controls for fraud is essential.

Hence, the objective of this audit is to determine the effectiveness of fraud
prevention strategies. This audit aims to ensure that current practices are
effective to prevent, detect, and manage risks related to fraud, corruption,
misconduct and maladministration, and ensure that controls are implemented
as per agreed policies and procedures. Key processes including payroll,
procurement and segregation of duties and access controls will be included
among other potential areas for audit.

Relevant Causes in the Strategic Risk Register (SR5):

e Fraud, misconduct or maladministration

* Unplanned spending

3.9.10 Grants Management Audit — Commencing in November 2022

Rationale and Audit Objective: The City of Salisbury offers many grants to
encourage develop and support community projects. Salisbury Grant Hub
provide the ‘Salisbury Grant Hub’ to all local businesses, community groups,
not-for-profits and individuals, and a web portal is created by COS in
partnership with GrantGuru, with registration option for receiving alerts on
new grants and updates on receiving application tips.
The website provides all information related to the grants, including
background and information required for grant application process, and
process to be followed in grant management, including record keeping,
reporting and acquitting grand funds.
COS offers many different categories of grants available for a broad range of
activities with a business or community focus, as listed on its website.
Key grant programs include:
e Community Event Sponsorship Program
Youth Sponsorship Program
Minor Capital Works Grant Program
Sports Lighting Assistance Program
Community Grants
Volunteer, Club Coach and Official Education Subsidy Program.
The aim of this audit is to provide assurance that the grants provide to City
of Salisbury community and businesses are awarded to eligible recipients,
and managed effectively as per approved policies, procedures and/or
Council endorsed Terms of Reference and Guidelines and aligned to the
City Plan 2035.
Relevant Causes in the Strategic Risk Register (SR5):
* Insufficient or reduction in grant funding

3.9.11 Revenue and Debtors Audit — Commencing in January 2023

Rationale and Audit Objective: The City of Salisbury has recorded total
revenue of $127.39m for FY2019/20 ($125.75m for FY 2018/19) which
includes revenue from Rates of $101.65m for FY2019/20 ($97.85m for
FY2018/19). Rates form approximately 80% of the total revenue while Grants,
Subsidies and Contributions represent 13% ($16.22m for FY2019/20,
$20.58m for 2018/19), and fees, other charges and income represent the
remaining 7% of revenue. City of Salisbury has pre-agreed chargeable price
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amounts for Rates, Levies, Fees, Fines, concessions, rebates etc. used for

invoicing purposes for the respective years.

Debtors are reflected on the Statement of Financial Position under Trade and

Other Receivables amounting to $8.07m for FY2019/20 ($8.97m for

FY2018/19).

Although revenue and debtors testing is included within the external audit

scope, the focus is more on true and fair view of revenue and debtors figure

reflected on the financial statements and the internal control assessment is

often not reviewed in greater depth and breadth with expanded detailed testing

of the revenue and collection process and controls as it is done in a typical

internal audit. Therefore, it is recommended to cover this audit at least once in

every 3 years as part of our internal audit program, as an industry best practice

measure.

The aim of this audit is to ensure that there are no revenue leakages, and that

the revenue charged and collected are accurate and complete, and revenue and

debtor management process is effective as per approved policies and

procedures in accordance with relevant legislation.

Relevant Causes in the Strategic Risk Register (SR5):

* Inadequate revenue and a failure to maximise revenue from all sources

» Financial cost associated with falling rates revenue or increasing bad or
doubtful debts

» City revenue has to be raised increasingly through more traditional
methods (rate rises)

* Potential new revenue streams/opportunities are not fully investigated

* Short term revenue is maximised at the expense of longer term revenue

* Revenue from the sale of assets (land) is not invested for the longer term
benefit of the community

3.9.12 Risk Management Audit — Commencing in March 2023

Rationale and Audit Objective: The City of Salisbury has made available on
its Internet, the relevant risk management information and guidelines as
follows:

* Risk Management Guide (Version 7.2) — which is the main document
covering the risk management process for City of Salisbury, including the
risk management stages, identification of risk, analysis of risks,
assessment and evaluation of risks, treatment of risks, risk rating table, and
format of strategic risk register.

* Risk Management Charter (as at Feb 2012) — covering the objectives of
risk management, responsibilities of various stakeholders, risk assessment
process and relationship with internal audit.

*  Guide to Control Self-Assessment — explaining the procedure for using
ControlTrack software tool for assessing and maintaining Financial Best
Practice Model Controls.

COS is currently reviewing its strategic risk register, getting input from the

senior management and EMs.

Risk Management being an integral part of our organizational process, this is

one of the essential areas to incorporate in the Internal Audit Plan as a

recurring audit at least every 3 years.
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The objective of risk management audit is to ensure that the City of Salisbury

has robust policies and procedures and framework in place for risk

management and controls are in place to manage risks effectively.

Relevant Causes in the Strategic Risk Register (SR1-10):

* Inadequate performance of risk assessments (SR2)

» Inadequate controls in place to prevent incidents occurring

» Insufficient reporting of incidents and near misses

» Safe work practices not documented or communicated to employees

* Inadequate induction, training and supervision

» Inadequate hazard management system

* Organisational safety attitude does not recognise the importance of
following WHS policies and procedures

3.9.13 Segregation of Duties & User Access Controls Audit -
Commencing in June 2023

Rationale and Audit Objective: The City of Salisbury has many software
systems that are accessed and used by many employees relating to their different
functional roles. The City has agreed approval limits and thresholds, and
approved delegations that are executed through different information systems.
For instance, the City has implemented financial delegations within the workflow
approval process in Technology One (Finance One) system, and user profiles are
created for individual users.

Segregation of duties (SOD) is essential to minimize potential fraud and as an
effective risk management measure to ensure that necessary demarcation of roles
and responsibilities are built in within the system and performed by officers
within approved delegations.

The objective of this audit is to ensure that SOD and appropriate user access
controls are in place, and aligns to approved delegations and ensure that no one
person has system access and ability to perpetrate and to conceal errors or fraud
in the normal course of their duties.

3.10 Strategic Risk Relevance for New Audits

The rationale for selecting the audits to be included in the Internal Audit Plan
is following the Strategic Risk Register review and identification of strategic
risk causes that has not been previously assured through internal audit. The
new audits and their relevant strategic causes are listed below:

3.10.1 Budgetary Control Audit

Relevant Causes in the Strategic Risk Register (SRS5):
* Unplanned spending

3.10.2 Business Continuity Audit

Relevant Causes in the Strategic Risk Register (SR1&8):
* Lack of plans and procedures to inform response strategies when a
business continuity or emergency event occurs
* Lack of communication/training for relevant staff required to respond to
business continuity and emergency events
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* Information to facilitate action during business continuity or emergency
events is insufficient or not available

* Impact of climate change on weather patterns

* COVID-19 pandemic

* Inadequate procedures and plans in place to prevent incidents
Inadequate valuation of assets or inaccurate depreciation

* Inadequate planning for infrastructure repairs or upgrades

* Business Continuity / Disaster Recovery Plans not tested or properly
documented

3.10.3 By-laws Management and Enforcement Process Audit

Relevant Causes in the Strategic Risk Register (SR5):
* Inadequate management, monitoring or testing
* Animal/vermon infestation
* Noctious plants
* Failure of waste disposal contractor to meet contractual obligations.

3.104 Community Consultation Process Audit

Relevant Causes in the Strategic Risk Register (SR10):
* Failure to undertake legislative requirements
* Lack of or ineffective community consultation and engagement

3.10.5 Community Perception Survey Effectiveness Audit

Relevant Causes in the Strategic Risk Register (SR10):
* Elected Member cohesion
* Lack of or ineffective community consultation and engagement
* Failure to deliver services expected by the community
* Customer service is not properly monitored or managed
 Not meeting strategic objectives

3.10.6 Economic Development Initiatives Effectiveness Audit - Polaris
Centre

Relevant Causes in the Strategic Risk Register (SR10):
* Failure to deliver successful projects
» Failure to deliver services expected by the community
» Not meeting strategic objectives

3.10.7 Environmental Sustainability & Climate Change Risk
Management Audit

Relevant Causes in the Strategic Risk Register (SR10):
* Business plans fail to adequately address evolving impacts of climate
change
* Lack of plans and procedures to inform response strategies when
climate change related event occurs
* Information to facilitate action is insufficient or not available
* Lack of communication and/or training for relevant staff
* Impact of climate change on weather patterns (e.g. more heatwaves,
decreased precipitation, increased severity of drought, more intense rain
and stroms, increased mean sea level)
* Inadequate monitoring plans and testing of recycled water systems
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» Weather events contribute to a recycled water system contamination
event

* Lack of asset management or maintenance

* Inadequate understanding of and planning for factors impacting the
environment

* Inadequate understanding of and planning for the impact of climate
change on infrastructure and assets

» Failure to consider environmental consequences when planning and
designing infrastructure

* Insufficient modelling of weather events used within Asset
Management PLanning

* Inadequate infrastructure to manage stormwater and sea level rises
* Coastal inundation and impact on biodiversity

* Failure to update Asset Management Plans

* Lack of adequate resourcing for climate and environmental
sustainability

3.10.8 Independent Post Implementation Audit of Major Projects Audit

Relevant Causes in the Strategic Risk Register (SR6):
» Failure to consistently conduct Post Implementation Reviews and
measure benefits realization

3.10.9 Internal Communication & Public Media Release Audit

Relevant Causes in the Strategic Risk Register (SR10):
» Government inquiry
* Negative media interest
* Inadequate capability and capacity (e.g. workforce plans, training and
development, technology, systems)

3.10.10 Investment Decision Making Process Audit

Relevant Causes in the Strategic Risk Register (SRS5):
* Poor investment decision making
* Failure to encourage investment in the City
» Unknown consequences of new infrastructure provision from other
levels of government or private sector investment

3.10.11 KPIs and Performance Management Audit

Relevant Causes in the Strategic Risk Register (SR6):

* Limited meaningful corporate performance indicators in place

* Inconsistent reporting and data collection of corporate performance
indicators

* Customer service is neither monitored nor managed

3.10.12 Performance Review of Strategic Business Units

Relevant Causes in the Strategic Risk Register (SR6):
* Failure to monitor organisational performance against stakeholder
expectations and to take action when necessary to correct it

3.10.13 Property Maintenance Audit
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Relevant Causes in the Strategic Risk Register (SR1):
* Lack of asset management and maintenance

3.10.14 Rates Setting Process Audit

Relevant Causes in the Strategic Risk Register (SR5):
* Inadequate revenue and a failure to maximise revenue from all sources
* Introduction of draft legislation regarding rate capping
* Fraud, misconduct or maladministration
* Changes to legislation/obligations imposed by other levels of
government
* Potential new revenue streams/opportunities are not fully investigated
* Council ultimately becomes financially unsustainable
» City revenue has to be raised increasingly through more traditional
methods (rate rises)
* Financial cost associated with falling rates revenue or increasing bad or
doubtful debts

3.10.15 Social Infrastructure Assessment Framework Audit

Relevant Causes in the Strategic Risk Register (SR4):
* Failure to monitor and forecast demographic changes in the City and
adjust objectives and plans accordingly
» City Plan becomes obsolete or fails to anticipate the financial impact of
demographic changes
* Failure to maintain a social infrastructure plan for the existing and
future assets

3.10.16 Training & Competency Effectiveness Audit

Relevant Causes in the Strategic Risk Register (SR6&8):
* Inadequate capability and capacity (e.g. workforce plans training and
development, technology, systems etc.)
» Failure to support the skill set of individuals responsible for the delivery
of business systems

Indicative scopes for these new audits will be prepared when they are agreed in
principle to be included in the 3 year internal audit plan.

4. CONCLUSION / PROPOSAL

4.1 This report outlines the progress made towards the completion of the Internal Audit
Plan since it was last presented to the Audit Committee in April 2021.

4.2 This report seeks Audit Committee’s feedback, comments and priority on the new
potential audits identified as a result of Strategic Risk Register review, and
endorsement of the proposed 3 year Internal Audit Plan 2021/22 to 2023/2024 and
accompanying high level indicative scope for pending audits.

CO-ORDINATION

Officer: TA&RC Executive
Date: 02/07/2021 5/07/2021
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ITEM 7.1.7
AUDIT COMMITTEE

DATE 13 July 2021

HEADING Outstanding Actions Arising From Internal Audits

AUTHOR Hussain Rafeeu, Internal Auditor & Risk Coordinator, CEO and
Governance

CITY PLAN LINKS 4.2 We deliver quality outcomes that meet the needs of our
community

4.4 We plan effectively to address community needs and identify
new opportunities

SUMMARY This report provides an update on the outstanding actions arising
from previously completed internal audits, including the status
update on Contract Management Audit, which was noted as an
Audit Committee Action Point from April 2020 Audit Committee
meeting. A specific update on this is included under 2.1.

RECOMMENDATION

1. That the Audit Committee endorses the update in this report and the full Internal Audit
Log Actions Register in Attachment 1 to this report (Audit Committee, 13/07/2021,
Item No.7.1.7) for Council approval.

Attachments This document should be read in conjunction with the following attachments:

1.  Internal Audit Log Actions Register

1. BACKGROUND

1.1  This report provides a status update on the outstanding action points from past
internal audits, showing a summary position, and numbers by risk rating and the
movement of positions since it was last presented to the April 2021 Audit
Committee meeting.

2.  REPORT

2.1 Update on the Contract Management Audit Report

An Audit Committee action point was noted in the April 2020 meeting, for
Administration to report on the status of the Contract Management Audit.

A Contract Management Audit was performed by Galpins in December 2019, and
reported 7 findings (4 high, 1 medium, 1 low risk rated and 1 better practice).

Page 169 City of Salisbury
Audit Committee Agenda - 13 July 2021



ITEM 7.1.7

2.2

The implementation of recommendations from this audit was delayed due to
resource constraints and with the recruitment of a new Strategic Manger
Procurement in March 2021, resolution of these actions triggered at full speed.

As of today, 3 out of 7 findings have been closed and confirmed by Internal
Auditor & Risk Coordinator as appropriately resolved. The closed 3 findings are
all high risk findings, and there is only 1 high risk finding remaining now,
which is scheduled to be completed by end of October 2021.

There are 4 findings remaining open, and all have reasonable completion dates
agreed. Following is a summary of the actions pending.

1.

There is a lack of framework / procedure to provide explicit guidance for
contract management (High Risk). The remaining action is now to develop a
Contract Management Framework.

[Update: An external party is now engaged to deliver this, and Manager
Strategic Procurement is following up this, with the aim of completing it by
31/10/2021].

There is opportunity to strengthen record-keeping in relation to contracts
(Medium Risk). Recommendation was to ensure that staff obtain and record
quotations in relation to pieces of work conducted under contract; remind staff
of the importance of obtaining and recording quotations for individual pieces
of work (where required), and to consider conducting periodic sample-based
testing to ensure that key documentation, including quotations for work, is
obtained and stored appropriately in the CoS records management system.

[Update: It was agreed that once CM Framework document, tools/templates,
policy completed, and then internal training and awareness sessions for key
internal stakeholder groups will be undertaken to resolve this finding.
Targeted to be completed by 31/10/2021].

There is a need for standardised storage of policies, procedures and contract
documentation (Low Risk). Recommendation was to implement a process to
ensure that policy, procedural and contract documentation is stored in one
consistent location, with desirable features including approval process,
capturing metadata, standard naming conventions, use of standard templates
etc.

[Update: This areas will get resolved with the implementation of the new CM
Framework, to be completed by 31/10/2021].

There is a need to clarify expected processes in relation to contract closure
(Better Practice).

[Update: This will get resolved with the development of the new contract
management framework, to be completed by 31/10/2021].

A high level summary on movement of actions from internal audits are shown
below.
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Internal Audit Log Register

2

S 50 [ -
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Y #

o 20 /

é 10 - -

= Bal. as at Closed* |Re-Opened Bal. as at

< 21 April 13 July
2021 2021

|lTotaI 43 9 2 6 40

Total number of outstanding Audit actions reported to April 2021 Audit
Committee was 43, of which 9 were closed, 2 re-opened and with 6 new
additions, the closing balance of tasks to be completed by 13 July 2021 is 40 now.

23

2.4 The risk profile summary position is shown below.

Actions Movement & Risk Profile

45

2 40

o 35

e

Q

< 30

y— 25

o

- 20

(]

.g 15

S 10

z 5

O - - AN SN ..
1_Very 2_High | 3_Mediu | 4_Low | 5_Better |6_LGASA Total
High m Practice | Baseline
Not Met
*

M Bal. as at 21 April 2021 1 8 17 5 7 5 43
M Closed* 1 2 3 1 1 1
1 Re-Opened 2
B New 1 4 1
M Bal. as at 13 July 2021 0 7 18 5 6 4 40

2.5 The 6 new additions are from the Complaints Handling Process Audit reported to
Audit Committee in April 2021.

Closed Actions

2.6 2 high risk tasks that were reported as closed are now Re-opened because there
were some actions pending, and they are added back to the pending tasks list.
These are related to the Purchase Card Audit, undertaken in October 2020.
Administration has been advised on what further supporting documentation and
actions required to close these re-opened 2 tasks.
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2.7 The 9 closed Actions include 1 very high risk, 2 high risk, 3 medium risk, 1 low
risk, 1 better practice task and 1 task from the LGASA Risk Revaluation report .

2.8 A total of 22 findings from the Outstanding Audit Log register are in closed status
now, including 13 reported as closed in April 2021 and 9 additional actions closed

upto July 2021.

2.9 The City's Internal Auditor & Risk Coordinator tested and confirmed that all of
the 22 closed actions are resolved. There are no reported closed actions that are
currently pending to be tested and validated by the Internal Auditor & Risk
Coordinator. These 22 actions summarized in below table will therefore be
removed from the next Audit Committee reporting as they are implemented and

verified by the Internal Auditor & Risk Coordinator.
-
Log Al Title: Finding/Opportunity for . ,E Aundit Comment
# E_ E Improvement R ascntiee g as at 13/07/2021
@
[~ - | -] A NNES ]
- E That a separate Purchase Card Policy is developed and
Tl e "Sensitive expenditure"” purchased either| adopted by Council or included within the Procurement | 4
39| 32 _,E via creditors or purchase card could | Policy. The policy needs to cover sensitive expenditure | 2 Resolved.
2 E cause cotumumity concern. and Council’s direction on the type and nature of ©
i expenses that are deemed appropriate.
g
> gn _ 2.2 Improving contrals to ensure 1. Ensme,thitd:;uildmg co;}d:‘h:nd assessments ;nd gtn;‘or
| g | 2 | buildings condition assessment and *fit PUIPOSE audis are p.er orm i on a regular basis . E
13 al= ’I:I for purpose* audits are performed on 2 used as part of buildings capital investment planning o Resolved.
ol e [ 9 regular basis (inchuding predicting expenditure for maintenance, =
- ) renewals and new assets/upgrades).
[+
1. Establish a governance structure to oversee contract
management at the CoS. Consideration should include a
leadership team forming a sub-committee to oversight
contract management and/or adding contract
management to the terms of reference of an existing
E committee.
?ﬂ 2. Allocate responsibility (and resourcing as required) for
gl g - 1. There is a need to assign central |contract management oversight to a central team/position -
18 5| = %‘ ownership and to establish governance | for example the Strategic Procurement Team. This team E Resolved
; R over contract management within would be responsible, for example, for: 5 )
o = Council O developing high-level contract management guidance
3 O monitoring select indicators, for example contract
o performance, trends, risk management approaches,
O promoting/providing training across the organisation on
contract management
O reporting to a governance committee
O sample-based monitoring of compliance with any
established contract management guidelines.
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Title: Finding/Opportunity for

Improvement

Audit Comment
as at 13/07/2021

CLE = allE o

Recommendations

£
2

*
Ijepnrt Date
Status

6. Implement a consistent process/set of principles to
ensure that up to date due diligence documentation from
contractors is maintained — for example; insurance, 6. Agree with
licences etc. This will assist the CoS to be assured that management that
contractors are qualified/suitable for ongoing engagement. this
4. There is a need for a consistent recommendation is
approach to ensuring that “due 7. Implement a consistent process to ensure that conflicts not practical.
I | diigence’ documentation is updated of interest in relation to ongoing contracts are regularly Considered
throughout the life of contracts reviewed (for example, annually, when a new staff acceptable and
member is onboarded. when a contract is managed by a closed. Resolved.
different contract superintendent, when a staff member
undertakes higher duties in a role that requires CM), and 7. Resolved.
that staff are asked to declare conflicts in relation to anv
contracts that they manage.

gh

21

24-Jan-20

3. Contract Management
2 Hi
Closed

10. Review the WHS responsibilities placed on project
officers and the Council in relation to WHS and
Contractor engagement. Consider and confirm, at a
strategic level the level of responsibility Council wants to
accept in managing contractor WHS comphliance (note —
Audit found that Council currently accepts a high level of

5. A need for clear staff training and | responsibility). Confirm the intent of responsibilities for
awareness regarding their contract- project officers in relation to WHS.
related WHS responsibilities

gh

Resolved.

2 Hi
Closed

3
24-Jan-20

11. Develop a targeted training program to assist staff to
fulfil their responsibilities in relation to WHS. For
example, training on how to conduct a WHS audit, how to
mnduct contractors, how to determine a safe work
environment and how to discharge their responsibilities
appropriately.

3. Contract Management

That Council review their processes and parameters
around the generating of the Council quarterly purchase
card report to ensure consistency and completeness of
the transactions being reported. It is also suggested that a
review process be implemented by an independent
employee to ensure that all transactions are being
captured and correctly reported on the Council website.

2. Variance in Executive's Purchase

Card Spending reported on Website

compared to actual Purchase Card
transactions.

gh

Resolved.

=
30-Oct-20
5. Purchase Card
2 Hi
Closed

d) That reconciliation timeframes be enforced and to

5. Timely acquittal and Reconcilation of | introduce escalation process to senior management in
Purchase Card Statements. cases where unreconciled purchase card transactions

remain beyond a certain agreed timeline.

gh

43 Resolved.

30-Oct-20
3. Purchase
Card
2 Hi
Closed

Review current capital investment planning in place for
2.6 Improving Parks, Streetscapes and parks, streetscapes and street trees ensuring that
Street Trees Renewal processes and | renewals are planned not only on the age of the assets,
maintenance regime but alse on other relevant factors such as asset condition,
asset hierarchy and asset criticality.

15 Resolved.

Closed

3 Medium

19-Dec-19
2. Asset Managemen
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z £
=
(=] 4 o oo o o
Log Title: Finding/Opportunity for . ,E Audit Comment
= Recommenda
2|3 E Improvement endations & |asat13/0722021
@ =
BLE N EINLE k1 -] =
~ B
2 @ 1. Contaminated Sites Register d t o . s
2|5 =| € on 2 . £s Register does no Further consideration should be given to the inclusion of a
2 |E 2| 2 |curently consider the source, pathway, o =
T = oo source, pathway, receptor model when assessing risks o
25| Z |2 E B receptor model when assessing risks . . = Resolved.
" lg E = . . related to contaminated sites or the Recycled Water 5
b 2 *E o related to contaminated sites or the Svstems
.= Recycled Water Systems. ¥ ’
-
Suggested improvements / corrections outlined in the
Mockinya Consulting letter should be undertaken, in
conjunction with the following:
» Identification of potential contaminants of concern;
» Further consideration regarding the completeness of
existing information;
» Consideration for inclusion of non-Council owned sites;
o * Inclusion of any active or ongoing monitoring,
s 2 investigati t acti
_E# investigations or management act ons currently No specific action
& |8 =| E . undertaken at each site;
& |5 2 —5 4. Suggested improvements / * Breaking down the existing information into general E recommended,
28| 2 (25| 2 corrections outlined in the Mockinya . .. . S | considered closed.
F |2 E = . categories to assist in determining the confidence level of |
o g Consulting Letter. :
b= =« each risk assessment. Resoved
Cs » Breaking previous information into the relevant i
categories presented in the National Environmental
Protection Measure (NEMP) Schedule B2 - Site
Characterisation (ie. Preliminary Site Investigation,
Detailed Site Investigations, Risk Assessment); and
* Inclusion of a potential source, pathway, receptor model
in line with previous recommendations and outlining
potentially contaminated media (i.e. surface water,
groundwater, soil vapour etc.)
-~ &
= |E _'-’7;' = Further consideration should be given to the Potential
o
?n E 2 _E 12. Potential Contaminants of Concern | Contaminants of Concern (PCOCs) relating to historic | 2
36 é @ g E (PCOCs) relating to historic landfilling | landfilling activities within the various catchments. This E Resolved.
é g E - activities should consider the location, construction, the type of v
< g waste received and the potential receptors.
z
= 1. COS should ensure that all those who incur
o 7] . -
o E .. . enditure on behalf of the Couneil h t
(s - | .= 1. Policies & Procedures on having &P eon . orthe i o a.ve appropriately =
zl 5| 2 . . . authorized financial delegations. z
451 =5 £ | Financial Delegation & for Trade Card . . . ES Resolved.
: = . . 2. COS should ensure that its policies and procedures 5
- I and Trading Account spending \ . .
SlE |7 reflect financial delegations as a mandatory requirement
F_ to be authorized to spend on behalf of council.
o
g
= Confirm with Dulux Australia that the COS requires
= [T} . - P N
o = P P dditional controls in the goods for COS
c;-: — = 3. Identification Verification of Trade ¥ on. OO n [1e 200Cs 18suing procesi_; or . : -
2l 2| = authorized trade account purchase officers, including a 2
Tz 5| & Cardholders / Trade Account . iy o c Resolved.
ol I EI Authorised Buvers mandatory requirement to show personal identification |
= E G W documents like driver’s license, prior to Dulux issuing
[T goods.
=)

Page 174 City of Salisbury
Audit Committee Agenda - 13 July 2021



ITEM 7.1.7

z £
=
(=] o oo o o
Log c Title: Finding/Opportunity for . ,E Audit Comment
# |3 E Improvement Recommendations £ |asat13/0712021
2 z
{06 - | - [O.| -] AN -]
Follow a strict cut-off time so that the 5pm deadline for
sending Notices to EMSs is met, to comply with the 3 clear
o day timeframe required under section 83(1) and 87(4) of
o
= -% é E 2. Partial compliance with s83(1) & the Local Government Act 1993, -
9 —g = =| 3 |s87(4) - on Council & Committee notice| Where necessary implement a process ensuring that the | 2 Resalved
g . . . . . = esalved.
E Eﬂ e EI deadline not meeting the 3 clear day | notice of meeting and the agenda only (list of mattersto |
Sl H e requirement be considered where reports are not finalised) are
distributed to Elected members prior to the S5pm deadline,
s0 as to enable report finalisation and distribution of
agendas with reports post the 5pm deadline.
B
s = 3. Risk M. t system lackin .
S5 = anag@fnm system fackie a The risk management system should ensure robust
W |E B robust mechanism for the system to i iy . =
ER . e mechanisms are in place to ensure the system remains ]
27 | Z |2 E remain dynamic, fterative, and .. . . 3 . o Resolved.
~ |5 & . . . dynamic, iterative, and responsive to change, including |
o = responsive to change including . . .
==z . . . completion of any outstanding reviews.
-5 completion of any outstanding reviews.
Include a standing agenda item on the Urban Services
_lg s Committee, covering an update on the performance of
2 E E 1. Partial compliance with s41(9) - on | Tree Management Appeals Sub Commiittee, and ensure | 3
48 [ 2 ERS Tree Management Appeals Sub- the agenda item is reported to the Council or including E Resolved.
2= 3 Committee Reporting to Council advice that the sub-committee has not met, to comply v
= with the reporting requirement under section 41(9) of the
Local Government Act 1999
‘-;I“ - § 5o 2.8 Improving controls to ensure that | 1. Process capitalisations on a more regular basis (i.e. not -
2 |% B|% 3| capitalisations are processed on a more concentrating capitalisations towards vear end). ]
7o |= Za 2 : . . . . = Resolved.
2 | Bl & regular basis and based on “as 2. Base asset capitalisations on ‘as constructed 5
- = constructed’ drawings drawings.
EE
= | 2
8 § = E The document map provided in multiple documents could -
= 5 E| £ |5 Document Map to contextualise into | be contextualised into a framework, outlining where this | 2
29| Z (2E| 4 . . E Resolved.
& |5 E| 2 a Framework document fits in relation to other key documents and &}
S = 2 o guidelines
=
s O own
The consequence descriptors particularly relating to the
assessment of environmental impacts and reputational
risks should be revised to be more prescriptive.
Some possible additions to the environmental aspects
have been provided below for consideration:
» Catastrophic — Permanent widespread irreversible
- impact to land, groundwater or surface water
[
E é o environment;
o |2 = . . - . . .
?n E E 5 7. Revision of The Consequence Major — Significant widespread lt-npact to ]a.nc%, -
@5 B £ . . . groundwater or surface water environment which canbe | 2
31 | 2 [ .E| g5 | Descriptors, relating to Environmental iy ) Resolved.
g == £ Impacts and Reputational Risk restored within 5-10 vears; &l
== = = + Moderate — Medium term impact to land. groundwater
. =
= D or surface water environment which can be restored

within 12 months;

» Minor — Localised impact to land. groundwater or
surface water environment which can be restored in less
than 12 months; and

» Insignificant — Localised temporary impact on
immediate area around asset or activity which can be

restored within a month.
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A |
=
a . r o . n
Log Title: Finding/Opportunity for . _E Andit Comment
1= Reco
#|g E Improvement mmendations & | asat13/07/2021
5 %
(- (04 - [ - [ -1 - 5 =
E é 2 Further consideration should be given to the potential
= |= - o g . .
?n % E E 10. Potential indicators used to assess md:u;ar:zs .use;i‘;ot ass:e::;tw::wma;ir igs:]gf:{;:dm =
34 é T aR=1 Wastewater Derived Impacts and eng . > P . . 3 Resolved.
< |5 g 2 E ine Contaminant transport mechanisms to assess longer term impacts in [
: mer ontammants .. © e _
il = E £| eng addition to those used to assess individual contamination
~ D w events.
= |3
= E = Donot seethisasa
S E E legislative
= |5 = § It is recommended to put a process in place, whereby CoScan | = requirement under
7 zo - Z(&m 2" Roads and Fooot Paths request for sighting an appropriate current public lability ] s221. Considered
Vol == 3 s N By 5}
o |= Eg 4 insurance certificate prior to approval of the permit. closed.
@}
’J- = 3| Resolved.
o o
=
2 The Emerzency Management Plan was finalised in 2012 and
& since then has not been updated. City of Salisbury is currently
g - in the process of developing an Emergency Management
k= 2" project which will review the current Emergency Management
% = Plan. In addition, City of Salisbury is wotling with the Council
= [5 E Ready Program to assist with its emergency management
o | e 5 needs. As perthe Council Ready Program, the Emergency =
9 Zo 5 Z | Update the Emergency Management Plan. | Management Plan needs to be reviewed every 3 years in order E Besolved.
& | = : to take into account relevant and current emergency scenrios | -
- é 4 and Council staff responsible for emergency management. As
- 3 the document is older than 3 years, sector baseline was not met.
e I
.¢ =)
] It is recommended for CoS8 to work with the LGA Emergency
'_! Management team to update the Emergency Management Plan
= which is already currently in process.
Outstanding Actions
2.10 There are 40 Actions remaining on the Audit Log Register as at 13 July 202 to be
closed still.
Closing Balance as at 13 July 2021
40
35 |
30
25 |~
20
(%]
= L~
£ BT
o 10
T 5 [ B
g 0 s
] 1_Very 2_High | 3_Mediu | 4_Low | 5_Better | 6_LGASA Total
< High m Practice | Baseline
e Not Met
H *
N New 1 4 1 6
M Re-Opened 2
m Not Due Yet 4 14 4 6 4 32
M Total 0 7 18 5 6 4 40
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2.11 The 40 outstanding actions are made up of 2 re-opened tasks, 6 new additions, and

32 actions not due yet based on current agreed deadlines.

2.12 Actions outstanding as at 13 July 2021 is further broken down by audits in below
graph, showing the incompletion percentages out of the total number of findings

per audit.

Incompletion %

1. Business Systems
and Solutions - Apr

O
"- 0%
%
8. LGASA 2019 Risk 3
Evaluation Report - Nov

Nov 2020

2018
100%
9. Complaints Handling 90% 2. Asset Management -
80%
Process - Mar 2021 [ 0

Jan 2020
\\ \\\ 3. Contract
‘\\\ Management - Dec

2019** A‘ 2019
\ L] | /
S
A“ N ,
7. Legislative \‘_// 4. Man.agemen_t of
. [\ Contaminated Sites -
Compliance - Feb 2021 J T\ Oct 2020*
A— ct
[\
6. Trade Card Review~/___ \5 Purchase Card - Aug

2020

2.13 The number of actions remaining can be read easily from the following table used

to plot the above graph.

Total # Incompletion
g Vit Actions Pending % i
1. Business Systems and Solutions - Apr 2018 10 5 50%
2. Asset Management - Jan 2020 8 3 38%
3. Contract Management - Dec 2019 7 4 57%
4. Management of Contaminated Sites - Oct 2020* 14 7 50%
5. Purchase Card - Aug 2020 7 3 43%
6. Trade Card Review - Nov 2020 3 1 33%
7. Legislative Compliance - Feb 2021 9 7 78%
8. LGASA 2019 Risk Evaluation Report - Nov 2019** 6 4 67%
9. Complaints Handling Process - Mar 2021 6 6 100%
TOTAL 70 40
* Findings were not risk rated on the report
** Findings were not risk rated, but identified as "LGASA Sector Baseline Not Met".
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2.15

2.16

2.17

2.18

Following the last April 2021 Audit Committee, a follow up action to trigger
closure of old outstanding action was instructed by the CEO, advising the
Manager Governance to issue an Internal Memo to all action owners having
outstanding actions past 100 days from the original completion date. The memo
also urged action owners to prioritise action closure and work out an action plan
and to liaise with the relevant General Managers to work out resource
arrangements if further resources are required.

The 7 high risk findings, includes the 2 re-opened actions, 4 actions that are
within the agreed completion dates, and 1 new finding included in the register
which is not due yet.

All of the 7 pending High Risk rated findings are within the revised target
completion dates.

A full list of the Internal Audit Log Actions Register, covering the findings based
on Very High Risk, High Risk, Medium Risk, Low Risk, Best Practice, and
LGASA Base Line Not Met are included in Attachment 1.

3. CONCLUSION /PROPOSAL

3.1

3.2

This report provides a summary of the position on outstanding actions from past
internal audits, since the last Audit Committee meeting.

A total of 22 Actions have been closed and tested to be resolved, and will be
removed from the Audit Log Register.

CO-ORDINATION

Officer: IA&RC R&GPM  Executive
Date: 1/7/2021 2/07/2021 5/7/2021
Page 178 City of Salisbury

Audit Committee Agenda - 13 July 2021



7.1.7 Internal Audit Log Actions Register

Page 180 City of Salisbury
Audit Committee Agenda - 13 July 2021



7.1.7 Internal Audit Log Actions Register

Page 181 City of Salisbury
Audit Committee Agenda - 13 July 2021



7.1.7 Internal Audit Log Actions Register

Page 182 City of Salisbury
Audit Committee Agenda - 13 July 2021



7.1.7 Internal Audit Log Actions Register

Page 183 City of Salisbury
Audit Committee Agenda - 13 July 2021



7.1.7 Internal Audit Log Actions Register

Page 184 City of Salisbury
Audit Committee Agenda - 13 July 2021



7.1.7 Internal Audit Log Actions Register

Page 185 City of Salisbury
Audit Committee Agenda - 13 July 2021



7.1.7 Internal Audit Log Actions Register

Page 186 City of Salisbury
Audit Committee Agenda - 13 July 2021



7.1.7 Internal Audit Log Actions Register

Page 187 City of Salisbury
Audit Committee Agenda - 13 July 2021



7.1.7 Internal Audit Log Actions Register

Page 188 City of Salisbury
Audit Committee Agenda - 13 July 2021



7.1.7 Internal Audit Log Actions Register

Page 189 City of Salisbury
Audit Committee Agenda - 13 July 2021



7.1.7 Internal Audit Log Actions Register

Page 190 City of Salisbury
Audit Committee Agenda - 13 July 2021



7.1.7 Internal Audit Log Actions Register

Page 191 City of Salisbury
Audit Committee Agenda - 13 July 2021



7.1.7 Internal Audit Log Actions Register

Page 192 City of Salisbury
Audit Committee Agenda - 13 July 2021



7.1.7 Internal Audit Log Actions Register

Page 193 City of Salisbury
Audit Committee Agenda - 13 July 2021



7.1.7 Internal Audit Log Actions Register

Page 194 City of Salisbury
Audit Committee Agenda - 13 July 2021



7.1.7 Internal Audit Log Actions Register

Page 195 City of Salisbury
Audit Committee Agenda - 13 July 2021



7.1.7 Internal Audit Log Actions Register

Page 196 City of Salisbury
Audit Committee Agenda - 13 July 2021



7.1.7 Internal Audit Log Actions Register

Page 197 City of Salisbury
Audit Committee Agenda - 13 July 2021



7.1.7 Internal Audit Log Actions Register

Page 198 City of Salisbury
Audit Committee Agenda - 13 July 2021






ITEM 7.1.8

ITEM 7.1.8
AUDIT COMMITTEE

DATE 13 July 2021

HEADING Asset Policy Review

AUTHOR Matthew Coldwell, Senior Accountant Projects & Assets, Business
Excellence

CITY PLAN LINKS 4.4 We plan effectively to address community needs and identify

new opportunities

SUMMARY This report seeks consideration by the Audit Committee prior to

submitting to Council the opportunity to review our Asset
Depreciation Policy within the statutory required review period.

RECOMMENDATION

1. That the information be received.

2. That the Audit Committee recommends the Asset Depreciation Policy, as set out in
Attachment 1 to this report (Audit Committee 13/07/2021 Item No. 7.1.8), to Council
for adoption.

ATTACHMENTS

This document should be read in conjunction with the following attachments:

1. Asset Depreciation Policy
1. BACKGROUND
1.1 The development and adoption of accounting policies and procedures with regard
to assets, is an essential component of the long term financial management and
asset management planning of Council. It is an important step in ensuring the
consistency of the financial information being presented to its users, especially
within the context of Council assets worth approximately $2.1 billion in total.
2.  CITY PLAN CRITICAL ACTION
2.1 Council governance and practices
3.  CONSULTATION / COMMUNICATION
3.1 Internal
3.1.1  Nil
3.2 External
3.2.1 Nil
4. REPORT
4.1 The requirements for treatment of infrastructure assets are governed by Australian
Accounting Standards, the Local Government Act 1999, and the Local
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4.2

43

Government (Financial Management) Regulations 2011 and consequently require
a limited amount of policy decisions to be made by the Council with respect to
infrastructure assets.

However, the Asset Depreciation Policy is tabled to Council, as it states the
Depreciation Method to be applied in calculating the depreciation on Council
infrastructure assets, enabling Council to appropriately consider its policy position
via the stand alone policy attached.

There are no changes in the policy position from the previous review.

5. CONCLUSION / PROPOSAL

5.1

5.2

The attached policy is provided for Audit Committee review prior to Councils
consideration and is reflective of a need for council policy decisions in relation to
our infrastructure assets.

In endorsing this policy, Council is not making any changes to their current policy
position.

CO-ORDINATION

Officer: Executive
Date: 5/07/2021
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