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 AGENDA 

FOR AUDIT COMMITTEE MEETING TO BE HELD ON 

15 NOVEMBER 2016 AT 6:30 PM 

IN COMMITTEE ROOMS, 12 JAMES STREET, SALISBURY 

MEMBERS 

Mr P Brass (Chairman) 

Ms K Briggs 

Mr C Johnson (Deputy Chairman) 

Cr G Caruso 

Cr G Reynolds  

 

REQUIRED STAFF 

Chief Executive Officer, Mr J Harry 

General Manager Business Excellence, Mr C Mansueto 

General Manager City Development, Mr T Sutcliffe 

Manager Governance, Ms T Norman 

Business Analyst - Internal Audit & Risk, Mr G Kendall 

  

APOLOGIES  

LEAVE OF ABSENCE    

PRESENTATION OF MINUTES 

Presentation of the Minutes of the Audit Committee Meeting held on 11 October 2016.  

PRESENTATIONS 

PRES1 City Plan 2030 including Critical Actions 

 
The Chief Executive Officer will present the City Plan 2030 including Critical 

Actions. 

  

 

PRES2 Community Hub Project 

 
The General Manager City Development will present the Community Hub 

Project. 
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REPORTS 

Administration 

4.0.1 Future Reports for the Audit Committee of Council ............................................... 7 

4.0.2 Proposed Audit Committee Meeting Schedule for 2017 ......................................... 9  

Reports 

4.2.1 Audit Committee Self-Assessment Questionnaire and Process ............................ 11 

4.2.2 Internal Audit Plan ................................................................................................ 17 

4.2.3 Update on Risk Management and Internal Controls Activities for the 

2016/17 financial year ........................................................................................... 49 

4.2.4 Local Government Association Mutual Liability Scheme Annual Risk 

Review 2016 .......................................................................................................... 63 

4.2.5 New and Emerging Risks ...................................................................................... 79 

4.2.6 Review of the Management of the Storm Event and Statewide Power 

Outage on 28 September 2016 .............................................................................. 83  

OTHER BUSINESS   

CLOSE 
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MINUTES OF AUDIT COMMITTEE MEETING HELD IN COMMITTEE ROOMS, 12 

JAMES STREET, SALISBURY ON 

11 OCTOBER 2016 

 

MEMBERS PRESENT 

Ms K Briggs 

Mr C Johnson (Deputy Chairman) 

Cr G Caruso 

Cr G Reynolds  

 

STAFF 

Chief Executive Officer, Mr J Harry 

General Manager Business Excellence, Mr C Mansueto 

Manager Governance, Ms T Norman 

Business Analyst - Internal Audit & Risk, Mr G Kendall 

Acting Manager Financial Services, Mr T Aplin 

Assistant Accountant, Ms M Hamilton 

  

The meeting commenced at 6.34 pm. 

The Deputy Chairman welcomed the members, staff and the gallery to the meeting. 

 

APOLOGIES  

An apology was received from Mr P Brass.  

LEAVE OF ABSENCE    

Nil. 

PRESENTATION OF MINUTES 

 Moved Ms K Briggs 

Seconded Cr G Caruso 

The Minutes of the Audit Committee Meeting held on 12 July 2016, be 

taken and read as confirmed. 

 

  
CARRIED 
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REPORTS 

Administration 

4.0.1 Future Reports for the Audit Committee of Council 
 

 
Moved Cr G Reynolds 

Seconded Cr G Caruso 

1. The information be received. 

 

 

 
 

CARRIED 

Reports 

 

4.2.1 FI End of Financial Year Statements and Analysis 
 

 
Moved Cr G Reynolds 

Seconded Cr G Caruso 

1. The information be received. 

2. In accordance with Section 126(4)(a) of the Local Government Act 

1999 the Audit Committee advises that it has reviewed the annual 

financial statements of the Council for the year ended 30 June 

2016 and is satisfied they present fairly the state of affairs of 

Council. 

3. In accordance with Regulation 22 of the Local Government 

(Financial Management) Regulations 2011 clauses (3) (a) and (4), 

that the Chief Executive Officer and the Chair of the City of 

Salisbury Audit Committee sign the statement to certify the 

independence of the Council Auditor, Deloitte Touch Tohmatsu. 

 

 

 
 

CARRIED 

 

 

4.2.2 Financial Internal Controls Report 2016, prepared by Deloitte 
 

 
Moved Cr G Caruso 

Seconded Ms K Briggs 

1. The information be received. 

 

 

 
 

CARRIED 
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4.2.3 Report to the Audit Committee for the year ended 30 June 2016, 

prepared by Deloitte 

 

 
Moved Cr G Caruso 

Seconded Cr G Reynolds 

1. The information be received. 

 

 

 
 

CARRIED 

  

OTHER BUSINESS  

Nil 

 

 

The meeting closed at 7.39 pm. 

CHAIRMAN……………………………………. 

 

DATE……………………………………………. 
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ITEM 4.0.1 

AUDIT COMMITTEE   

DATE 15 November 2016 

HEADING Future Reports for the Audit Committee of Council 

AUTHOR Michelle Woods, Projects Officer Governance, CEO and 

Governance  
 

CITY PLAN LINKS 4.4 To ensure informed and transparent decision-making that is 

accountable and legally compliant 

SUMMARY This item details reports to be presented to the Audit Committee of 

Council as a result of a previous Council resolution.  If reports have 

been deferred to a subsequent meeting, this will be indicated, along 

with a reason for the deferral. 
 

RECOMMENDATION 

1. The information be received. 
 

ATTACHMENTS 

There are no attachments to this report.  
 

1. BACKGROUND 

1.1 A list of resolutions requiring a future report to Council (via the Audit 

Committee) is presented to each meeting for noting. 

2. REPORT 

2.1 At the time of preparing this report, there are currently no resolutions of Council 

requiring a further report to be presented to the Audit Committee. 

3. CONCLUSION / PROPOSAL 

3.1 Future reports for the Audit Committee of Council have been reviewed and there 

are none that require a report to be presented to the Audit Committee. 

 

CO-ORDINATION 

Officer:   Executive Group MG   

Date:  20/10/16   
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INFORMATION 4.0.2 

ONLY 

AUDIT COMMITTEE   

DATE 15 November 2016  

HEADING Proposed Audit Committee Meeting Schedule for 2017 

AUTHOR George Kendall, Business Analyst - Internal Audit & Risk, CEO 

and Governance  
 

CITY PLAN LINKS 4.3 Have robust processes that support consistent service delivery 

and informed decision making. 

SUMMARY This report provides the proposed Audit Committee of Council 

meeting schedule for 2017.  It should be noted that this schedule is 

provided for information only as it has not yet been endorsed by 

Council.   
 

RECOMMENDATION 

1. That the information be received. 

 
 

ATTACHMENTS 

There are no attachments to this report. 
 

1. BACKGROUND 

1.1 Under section 87(1) of the Local Government Act 1999 (the Act), Council must 

determine the time and place of ordinary meetings of a Council committee. 

1.2 Section 87(2) of the Act provides that a Council or Council committee must, in 

appointing a time for the holding of an ordinary meeting of a Council committee, 

take into account; 

1.2.1 the availability and convenience of members of the committee; and 

1.2.2 the nature and purpose of the committee. 

1.3 The Audit Committee is a standing committee of Council.   

1.4 Meetings of the Audit Committee need to be arranged at suitable intervals to 

ensure that the Council remains sufficiently informed of its activities. 

2. REPORT 

2.1 The following dates have been proposed for the Audit Committee of Council 

meetings in 2017; 

2.1.1 Tuesday 14th February 2017 

2.1.2 Tuesday 11th April 2017 

2.1.3 Tuesday 11th July 2017 

2.1.4 Tuesday 10th October 2017 (financials only) 

2.1.5 Tuesday 14th November 2017 
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2.2 The start time of each meeting will be 6:30pm, which is consistent with Council’s 

resolution for the commencement time of other standing committees of Council 

and is a change from the current 6pm start time.  It is also proposed that an in 

camera session of the Audit Committee and the Internal and External Auditors 

will be held between 6pm and 6:30pm on Tuesday 10
th

 October 2017. 

2.3 Council is responsible for endorsing the official meeting schedule for 2017 and as 

such the above dates may be subject to change. 

3. CONCLUSION / PROPOSAL 

3.1 A proposed 2017 meeting schedule for the Audit Committee has been provided in 

this report for information purposes.  

 

CO-ORDINATION 

Officer:   MG      

Date:       
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ITEM 4.2.1 

AUDIT COMMITTEE   

DATE 15 November 2016  

HEADING Audit Committee Self-Assessment Questionnaire and Process 

AUTHOR George Kendall, Business Analyst - Internal Audit & Risk, CEO 

and Governance  
 

CITY PLAN LINKS 4.4 To ensure informed and transparent decision-making that is 

accountable and legally compliant 

SUMMARY Best practice indicates that the performance of the Audit 

Committee of Council should be reviewed on a regular basis.  One 

method of doing this is through a self-assessment process.  This 

report outlines the proposed methodology for self-assessment of the 

Audit Committee and seeks endorsement for the conduct of the 

assessment following the November 2016 Audit Committee 

Meeting. 
 

RECOMMENDATION 

1. The information be received. 

2. The self-assessment questionnaire, as set out in Attachment 1 to this report (Item No.   , 

Audit Committee, 15/11/2016) be issued to members of the Audit Committee for 

completion after the November 2016 meeting of the Audit Committee of Council, with 

results to be collated and presented at the Audit Committee of Council meeting in 

February 2017. 

 
 

ATTACHMENTS 

This document should be read in conjunction with the following attachments: 

1. Audit Committee Self-Assessment Questionnaire   
 

1. BACKGROUND 

1.1 It is considered best practice to review the performance of an Audit Committee on 

a periodic basis.  One method of conducting this performance review is through a 

self-assessment questionnaire, completed by the members of the Audit Committee 

of Council.  This is the method that has been used for the previous 8 years at the 

City of Salisbury and it has been shown to be an effective tool over this period.   

1.2 Self-assessment questionnaires are an efficient method for conducting the 

performance review because they can be completed at the convenience of the 

Audit Committee members, without the need to arrange or attend any additional 

meetings or interviews.  The questionnaire also has the advantages of producing a 

collective Audit Committee response, without recourse to third parties, with the 

exception of the BA Internal Audit & Risk who will collate and present the 

results. 
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1.3 A significant amount of work was undertaken on the Audit Committee Self-

Assessment Questionnaire earlier in 2016 and in the last few months of 2015, 

therefore no changes have been proposed to the questionnaire that was endorsed 

by the Audit Committee in February 2016. A copy of the proposed self-

assessment questionnaire is provided as Attachment 1 to this report. 

1.4 The self-assessment questionnaire is an annual process and was last completed for 

the 2015 calendar year.  Audit Committee members completed the questionnaires 

for the 2015 calendar year after the Audit Committee meeting in February 2016.  

The results were collated and presented at the July 2016 Committee meeting. 

2. REPORT 

2.1 It is good practice to have an annual review of the Audit Committee’s 

performance.  Since it has been almost a year since the last review, which was 

conducted on the 2015 calendar year, a self-assessment questionnaire has been 

proposed that would enable the Audit Committee to review their performance for 

the 2016 calendar year.  

2.2 The focus of the self-assessment questionnaire is primarily to drive continuous 

improvement in the performance and effectiveness of the Audit Committee.  It is 

with this in mind that there is considerable space on the attached questionnaire for 

constructive comments and meaningful suggestions for improvements.   

2.3 It is proposed that the attached self-assessment questionnaire be circulated to 

members of the Audit Committee for completion based on the 2016 calendar year, 

with the results collated and fed back to the Committee by the BA Internal Audit 

& Risk at the February 2017 meeting. 

2.4 To achieve this timeline, the questionnaire would be circulated to members on 29 

November 2016 (the day after the Council meeting which would endorse the 

Audit Committee’s recommendation to undertake the self-assessment).  

Completed questionnaires would need to be returned no later than 20 January 

2017 to enable results to be compiled and reported at the Audit Committee of 

Council meeting on 14 February 2017. 

3. CONCLUSION / PROPOSAL 

3.1 The attached self-assessment questionnaire is a useful tool for assessing the 

performance of the audit committee and identifying areas for improvement. 

3.2 On the basis that it is good practice to conduct a self-assessment annually, it is 

proposed that the Audit Committee of Council complete the attached self-

assessment questionnaire, with the results disseminated to the Audit Committee at 

the next meeting in February 2017. 

 

CO-ORDINATION 

Officer:   MG      

Date:       
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ITEM 4.2.2 

AUDIT COMMITTEE   

DATE 15 November 2016  

HEADING Internal Audit Plan 

AUTHOR George Kendall, Business Analyst - Internal Audit & Risk, CEO 

and Governance  
 

CITY PLAN LINKS 4.4 To ensure informed and transparent decision-making that is 

accountable and legally compliant 

SUMMARY The Internal Audit Plan outlines the audit work to be undertaken in 

the calendar years 2016-18.  It was developed by analysing the 

risks in the strategic risk register and identifying issues that should 

be the focus of the Internal Audit function for the relevant period.  

Some updates have been made to the Internal Audit Plan since it 

was presented to the Audit Committee in July; the changes are 

highlighted in this report. 
 

RECOMMENDATION 

1. The information be received. 
 

ATTACHMENTS 

This document should be read in conjunction with the following attachments: 

1. Internal Audit Plan including links to the Strategic Risk Register  

2. Strategic Risk Register v2.2 September 2016  

3. Payroll Audit Scope   
 

1. BACKGROUND 

1.1 Attachment 1 to this report details the internal audit work to be undertaken by, or 

on behalf of, the BA Internal Audit & Risk for the period commencing 1 January 

2016 up to and including the 31 December 2018.  An Internal Audit Plan has been 

produced with reference to the Strategic Risk Register, which is reviewed by the 

Executive Group on a quarterly basis. 

1.2 The purpose of this report is to inform the Audit Committee of the Internal Plan 

and the Strategic Risk Register and to highlight any changes made to them since 

they were last presented. 
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2. REPORT 

2.1 The Strategic Risk Register 

2.1.1 The Internal Audit Plan and Strategic Risk Register were presented at the 

July meeting of the Audit Committee, both documents are attached to 

this report.  At the July meeting the Audit Committee made three 

suggestions regarding the Strategic Risk Register; 

 Cyber security risks be added to the register,  

 Control effectiveness ratings be included on the controls in the 

register; and  

 A heat map of strategic risks be developed. 

2.1.2 All three changes were considered by the Executive Group and were 

recommended for inclusion in the Strategic Risk Register. The Strategic 

Risk 10 now incorporates cyber security risks.   

2.1.3 In addition to incorporating these changes the Executive Group also 

recommended the following changes to the Strategic Risk Register when 

it was reviewed in August; 

 Incorporation of Strategic Risk 11, Organisational Culture impedes 

the delivery of City objectives into Strategic Risk 7, Strategic and 

operational outcomes are not delivered; 

 Removal of Strategic Risk 12, Lack of sustainable economic growth in 

the City; 

 Incorporation of Strategic Risk 13, Lack of capacity to respond to 

social and societal changes, into Strategic Risk 5, Failure to manage 

the impact of environmental and social factors on Council 

infrastructure, assets and services; 

 A table of residual risk descriptors be added to the end of the Strategic 

Risk Register. 

2.2 The Internal Audit Plan 

2.2.1 As a result of the changes to the Strategic Risk Register the audit on 

Organisational performance and culture, which was scheduled for the 

second quarter of 2018, has been removed.  In its place will be an audit 

of Contract Management. 

2.2.2 The Internal Audit Plan has been updated with the changes made to the 

Strategic Risk Register. 

2.2.3 A draft report has been produced for the Event Management Audit and is 

currently being discussed with all the relevant stakeholders.  The final 

report will be presented at the February 2017 meeting of the Audit 

Committee of Council. 

2.2.4 The Payroll audit has been scoped and a copy of the scope is Attachment 

3 to this report.  Tenders were invited through the City of Salisbury’s 

procurement process.  The tenders have been evaluated and Galpins have 

been selected to undertake, and subsequently commenced work on, the 

audit. 
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3. CONCLUSION / PROPOSAL 

3.1 Updates have been made to both the Internal Audit Plan and Strategic Risk 

Register since they were last presented to the Audit Committee in July 2016.  

These changes are highlighted in this report.  The Internal Audit Plan and 

Strategic Risk Register will next be presented at the February 2017 Audit 

Committee meeting. 

 

CO-ORDINATION 

Officer:   MG      

Date: 21/10/2016      
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ITEM 4.2.3 

AUDIT COMMITTEE   

DATE 15 November 2016  

HEADING Update on Risk Management and Internal Controls Activities for 

the 2016/17 financial year 

AUTHOR George Kendall, Business Analyst - Internal Audit & Risk, CEO 

and Governance  
 

CITY PLAN LINKS 4.3 Have robust processes that support consistent service delivery 

and informed decision making. 

 

SUMMARY This report provides a summary of the planned risk management 

and internal controls activities to be completed in the 2016/17 

financial year.  The report also includes an update on the 

outstanding actions from internal audits. 
 

RECOMMENDATION 

1. The information be received. 
 

ATTACHMENTS 

This document should be read in conjunction with the following attachments: 

1. Risk Management and Internal Controls Activities 2016-17 v1.1  

2. Outstanding Actions   
 

1. BACKGROUND 

1.1 This report is necessary in order to provide an update to the Audit Committee of 

Council on the risk management and internal controls activities to be undertaken 

in the 2016/17 financial year by the BA Internal Audit & Risk. 

2. REPORT 

2.1 Changes to the status of items in the Risk Management and Internal Control 

Activities 2016-17 document since the last Internal Audit Update was provided to 

the Audit Committee in July 2016 include: 

2.1.1 The completion of the External Audit of internal financial controls, 

details of which were presented at the October meeting of the Audit 

Committee. 

2.1.2 Completion of the residual risk assessments in the Control Track system. 

2.1.3 Completion of Cash Management internal controls checks as a part of the 

internal controls framework that was externally audited. 
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2.1.4 Completion of a revised risk matrix for the City of Salisbury, the results 

of which have been endorsed by the Executive Group and will be 

presented to the Audit Committee in February 2017. 

2.1.5 The Risk Management Guide has also been reviewed and revised as a 

result of the new risk matrix.  This revised Risk Management Guide has 

been endorsed by the Executive Group and will be presented to the Audit 

Committee at the next meeting in February 2017. 

2.2 Outstanding Actions 

2.2.1 The table in Attachment 2 of this report provides an update on the status 

of all agreed action items arising from completed internal audit work. 

2.2.2 All outstanding actions have, and will continue to be, followed up with 

the relevant Divisional Manager by the BA Internal Audit & Risk. 

3. CONCLUSION / PROPOSAL 

3.1 This report has provided a summary of the risk management and internal controls 

work completed to date by the BA Internal Audit & Risk in the 2016/17 financial 

year.  Further updates and any changes to the schedule of work will be provided at 

the February 2017 Audit Committee of Council meeting. 

 

CO-ORDINATION 

Officer:   MG      

Date: 02/11/2016      
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INFORMATION 4.2.4 

ONLY 

AUDIT COMMITTEE   

DATE 15 November 2016  

HEADING Local Government Association Mutual Liability Scheme Annual 

Risk Review 2016 

AUTHOR George Kendall, Business Analyst - Internal Audit & Risk, CEO 

and Governance  
 

CITY PLAN LINKS 4.3 Have robust processes that support consistent service delivery 

and informed decision making. 

 

SUMMARY The Local Government Association Mutual Liability Scheme 

(LGA MLS) conducts an annual risk review on the City of 

Salisbury’s management of risk.  A summary of the findings is 

presented in this report. 
 

RECOMMENDATION 

1. That the information be received. 

 
 

ATTACHMENTS 

This document should be read in conjunction with the following attachments: 

1. LGA MLS Risk Profile Review - Data Report 2016   
 

1. BACKGROUND 

1.1 Each year the Local Government Association Mutual Liability Scheme (LGA 

MLS) conducts a review to assess the City of Salisbury’s management of risk.  

The results of the review together with the City of Salisbury’s last 7 years claims 

experience are used to calculate the bonus applied as a discount to the next year’s 

premium, which is referred to on the attachment as “Performance Bonus”.  Claims 

experience is still the main factor in determining the amount of bonus; however 

the LGA MLS continue to review the bonus structure. 

1.2 The City of Salisbury has consistently performed well in past reviews due to the 

processes in place to manage risk.  Results of the 2015 risk review were not 

circulated by the LGA MLS and as a result there is no Risk Profile Review Score 

for 2015.  The methodology for calculating this score was changed by the LGA 

MLS in 2016, so the 2016 figure is not directly comparable with previous year’s 

scores. 



ITEM 4.2.4   

Page 64 City of Salisbury 

Audit Committee Agenda - 15 November 2016 

 I
te

m
 4

.2
.4

  

2. REPORT 

2.1 Attachment 1 details the City of Salisbury’s Risk Profile Review Data Report for 

2016.  This year the City has once again achieved a positive outcome in terms of 

the risk management components of the review.  As a result the City will receive a 

performance bonus of $106,982 (up significantly from $83,938 in 2015). 

2.2 These results represent a 25% performance bonus, which has been discounted 

from the City’s overall contribution of $527,682 for 2016/17.  The City’s net 

contribution for the 2016/17 year is therefore $420,700 which is a 3% decrease on 

the 2015/16 net contribution of $434,924. 

2.3 The risk profile review was conducted across 10 risk management areas; 

2.3.1 Reputation and Integrity 

2.3.2 Strategic Risk and Governance 

2.3.3 Procurement, Contract Management Systems 

2.3.4 Volunteers/Vulnerable Groups/Committees 

2.3.5 People 

2.3.6 Environment/Vegetation/Trees 

2.3.7 Emergency Management 

2.3.8 Community Land Recreation/Leisure Services 

2.3.9 Road and Footpath Management 

2.3.10 Use by Other Parties – Facilities/Land 

2.4 Across all the above categories, the City of Salisbury scored higher than the 

metropolitan average in 6 categories, in line with the metropolitan average in 1 

category and below the metropolitan average in 3 categories.  Of the 3 areas that 

were below average, the primary reason for the reduced scores in the 2 areas of 

Strategic Risk and Governance, and People categories was because the City of 

Salisbury does not currently use an operational risk register.  This will be 

addressed and is currently on the schedule of risk management work to be 

completed by the BA Internal Audit & Risk in 2016/17.  The reason for the 

reduced score in the Emergency Management category was because the City has 

yet to fully implement i-Responda. 

2.5 The i-Responda Framework has been developed by the Local Government 

Association (LGA), to assist Councils in the planning and implementation of their 

response to emergency incidents.  In these situations, Councils are sometimes 

asked to volunteer plant, equipment and personnel to assist the authority 

responsible for managing the incident.  The framework is not mandatory; however 

the City of Salisbury has chosen to implement it.  Implementation is scheduled for 

completion by the 31 December 2016 and it is also a treatment plan for Strategic 

Risk 1, Inadequate preparation and response to a business continuity event.  This 

treatment plan is monitored through the Strategic Risk Register. 

2.6 Overall the City of Salisbury’s 2016 score for the risk profile review of 80.5 

across all 10 categories compares favorably against the metropolitan average of 

77.6 and the local government average of 63.5. 



ITEM 4.2.4   

City of Salisbury  Page 65 

Audit Committee Agenda - 15 November 2016 

 I
te

m
 4

.2
.4

  

3. CONCLUSION / PROPOSAL 

3.1 Once again the City of Salisbury has achieved a good result from the LGA MLS 

Annual Risk Review.  This excellent result has led to the City receiving a 

performance bonus of $106,982 for the 2016/17 financial year. 

3.2 Actions are in place to ensure that risk management continues to improve at the 

City of Salisbury. 

 

CO-ORDINATION 

Officer:   MG      

Date: 19/10/2016      
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ITEM 4.2.5 

AUDIT COMMITTEE   

DATE 15 November 2016  

HEADING New and Emerging Risks 

AUTHOR George Kendall, Business Analyst - Internal Audit & Risk, CEO 

and Governance  
 

CITY PLAN LINKS 4.3 Have robust processes that support consistent service delivery 

and informed decision making. 

4.2 Develop strong capability and commitment to continually 

improve Council’s performance. 

SUMMARY In response to a request from the Audit Committee of Council at 

the July 2016 meeting, a report highlighting new and emerging 

risks will now be presented at each Audit Committee meeting.  

This report is the first of those reports and outlines new and 

emerging risks identified for the City of Salisbury, together with 

responses to these risks.  
 

RECOMMENDATION 

1. The information be received. 
 

ATTACHMENTS 

There are no attachments to this report. 
 

1. BACKGROUND 

1.1 To assist with risk identification, monitoring and management by the Audit 

Committee a regular report will now be presented that highlights new and 

emerging risks for the City of Salisbury.   

1.2 The consideration of this report will also provide the opportunity for Audit 

Committee members to contribute information regarding emerging issues/risks 

based on their broader audit/risk management activities that warrant consideration 

by the City of Salisbury. 

1.3 This report sets out new and emerging risks identified for the City of Salisbury, 

together with the responses to those risks. 

2. CONSULTATION / COMMUNICATION 

2.1 Internal 

2.1.1 Discussions were held with the CEO, General Managers and specific 

Divisional Managers regarding the identification of any new and 

emerging risks facing the City of Salisbury, and the controls/responses 

that are in place to mitigate those risks. 
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2.2 External 

2.2.1 Discussions on new and emerging risks were also undertaken with risk 

management functions at many other South Australian Councils, through 

networks and forums such as the Local Government Risk Managers’ 

Network and the Risk Managers’ Group.  

3. REPORT 

3.1 Four new/emerging risks have been identified from discussions with senior 

management and industry peers.  The following risks are listed in no specific 

order. 

3.1.1 Risks related to the City of Salisbury Community Hub Project 

A presentation on the Community Hub Project will be given to the Audit 

Committee by the General Manager City Development at the November 

2016 meeting.   

The scope and scale of this project is such that risk management will play 

an important part in the delivery of the project in line with the 

expectations of all stakeholders.  Risks associated with this project range 

from the design of the Hub and ensuring it meets the expectations of the 

community, staff and elected members; to the cost of the project, which 

is considerable and the ambitious timescale for the delivery of the 

project.  Key controls for the management of risks associated with this 

project include: 

 A well-defined governance structure with a Project Control Group 

which includes experienced external advisers. 

 Break points in the project and in the contracts associated with it, 

which give the Council the option to stop the project without penalty 

at each key decision point. 

 Regular reporting by the project to the Executive Group and to 

Council.  

 A detailed risk management plan. 

3.1.2 Social Media Risks 

There are risks associated with the use of social media by staff, elected 

members and also by the community.  These range from the potential 

reputational risk or the legal/regulatory/financial risk that could result if a 

member of staff were to post something on social media which was either 

inappropriate or confidential; to the risk that a minor operational issue 

becomes a major issue because the City of Salisbury is slow to react to 

comments made by residents on social media platforms.  The current 

controls in place to respond to these risks include: 

 The Media Policy and Procedure, which details how staff are 

expected to respond to media enquiries and how they can use social 

media tools in both an official and personal capacity. 

 An Elected Member Media Policy, which is similar to the staff Media 

Policy and details how Elected Members should respond to the media 

and use social media. 
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 Information Security policies and procedures such as the Internet Use 

Policy. 

 A Digital Communications Officer who monitors incoming social 

media posts on the City of Salisbury’s social media accounts during 

work hours.  

3.1.3 Risk of Contamination of Salisbury Water 

The Department of Defence (Defence) provided advice to the City of 

Salisbury that they were investigating the possible occurrence of Per- and 

Polyfluoroalkyl substances (PFAS) contaminants on and around RAAF 

Base Edinburgh, as part of an Australia wide review of this issue.  

Subsequent advice from Defence is that a detailed environmental 

investigation at the RAAF Base Edinburgh will be undertaken November 

2016 to identify the extent and levels of PFAS on, and in the vicinity of, 

the Base. 

The proximity of the Kaurna Park and Edinburgh South wetlands to the 

RAAF Base Edinburgh prompted City of Salisbury to sample stormwater 

in the drains, wetlands and aquifer used for stormwater recharge in the 

catchment directly below the Base.  City of Salisbury also took the 

precautionary decision to turn off all recycled stormwater (Salisbury 

Water) sourced from the affected areas following receipt of advice of the 

possible contamination from Defence. 

Testing conducted by the City of Salisbury detected several parts per 

billion of PFAS in two Salisbury Water schemes in the vicinity of the 

RAAF base at Edinburgh.  Whilst the levels detected were still below the 

interim guidelines for safe levels in drinking water, as set by the 

Environmental Health Standing Committee (enHealth), this remains a 

risk for Salisbury Water and a strategic risk for the City of Salisbury.   

As a consequence of the above, the risk of contamination from PFAS, 

which are a diverse group of compounds resistant to heat, water, and oil; 

which have for decades been used in hundreds of industrial applications 

and consumer products, has been identified in addition to the strategic 

risk already contained with the Strategic Risk Register. 

The controls currently in place to respond to this risk include; 

 Supply of water from the two Salisbury Water schemes that are in 

proximity to the RAAF base at Edinburgh will continue to be 

withheld until the Department of Defence has completed their 

investigation into this issue. 

 Additional testing for PFAS substances at all Salisbury Water sites on 

top of the monitoring regime already in place. 

 City of Salisbury does not supply water to any customer for drinking 

purposes. 

 Currently, all recycled water that City of Salisbury is providing is 

being sourced from the Little Para River and Dry Creek Catchments, 

which have tested clear of PFAS. 
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3.1.4 Risk of being forced to take ownership of infrastructure assets in 

poor condition 

With the new Northern Connector project the Department of Transport, 

Planning and Infrastructure (DPTI) will own the new Expressway (M20) 

between Wingfield and the Max Fatchen Expressway.  There will, 

however, be significant pieces of infrastructure connecting to this new 

Expressway that will ultimately be owned by the City of Salisbury.  

DPTI has the legal authority to impose ownership of infrastructure assets 

that it has built to connect to DPTI owned infrastructure (such as the new 

Expressway) on the City of Salisbury.  There is therefore a risk that the 

quality of the infrastructure that the City of Salisbury will inherit will be 

poor, which could ultimately affect the financial sustainability of the City 

of Salisbury.  Controls that are in place to respond to this risk include: 

 A 2 year defects period for the new infrastructure has been agreed, 

during which time extensive assessments will be undertaken on the 

inherited infrastructure to judge its condition. 

 An ongoing dialogue is being maintained with DPTI to minimise the 

possibility of misunderstandings. 

 Should discrepancies by identified between the infrastructure that 

was supposed to have been built and the infrastructure that is actually 

inherited, action can be taken against DPTI. 

As we gain further information about the nature and costs of the assets 

that will transfer to Council, these will be incorporated into our long term 

financial plan for asset value, depreciation and maintenance aspects. 

4. CONCLUSION / PROPOSAL 

4.1 This report outlines four new/emerging risks that have the potential to affect the 

City of Salisbury and its operations.  It is not intended to be an exclusive or an 

exhaustive list of new risks, simply those emerging risks that have the greatest 

potential to impact upon the City’s objectives.   

4.2 Local and industry forums will continue to be monitored to identify risks that are 

of concern to other Councils and South Australian organisations.  Ongoing risk 

discussions are held with Divisional and General Managers in order to understand 

the risks that they face. 

4.3 This report is the first of a regular series of reports to the Audit Committee 

identifying new and emerging risks that the City of Salisbury is responding to.  

The next report on new and emerging risks will be provided at the February 2017 

Audit Committee meeting. 
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INFORMATION 4.2.6 

ONLY 

AUDIT COMMITTEE   

DATE 15 November 2016  

HEADING Review of the Management of the Storm Event and Statewide 

Power Outage on 28 September 2016 

AUTHOR George Kendall, Business Analyst - Internal Audit & Risk, CEO 

and Governance  
 

CITY PLAN LINKS 4.2 Develop strong capability and commitment to continually 

improve Council’s performance. 

4.3 Have robust processes that support consistent service delivery 

and informed decision making. 

SUMMARY On 28 September 2016 an unprecedented storm event hit South 

Australia which resulted in significant disruption and a state wide 

power outage.  This report summarises the events that occurred and 

City of Salisbury’s response to them. 
 

RECOMMENDATION 

1. That the information be received. 

 
 

ATTACHMENTS 

There are no attachments to this report. 
 

1. BACKGROUND 

1.1 A one in 50 year storm was forecast to hit the Adelaide metropolitan area in the 

early afternoon on 28 September 2016.  Forecasts predicted strong to gale force 

south-westerly winds averaging 50-60 kph, with gusts up to 90-100 kph expected 

to develop behind the storm front.  Between 50-100mm of rain was also forecast 

for Adelaide.   

1.2 This report provides a chronological summary of the series of events as they relate 

to City of Salisbury operations, as well as the actions that were taken by the City 

of Salisbury in anticipation of, and response to, the storm event and subsequent 

power outage. 

2. REPORT 

A chronology of events is set out below. 

2.1 Tuesday 27 September 2016 

2.1.1 Operations Centre staff prepared for the forecast storm by putting 

sandbags on pallets, checking specific storm water drains, preparing 

signage for road closures and liaising with the State Emergency Service 

(SES). 
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2.2 Wednesday 28 September 2016 

2.2.1 Sand was provided to the SES Edinburgh region and organised for 

delivery to St Kilda. 

2.2.2 The CEO called a meeting of the Business Continuity Incident 

Management Team (IMT) at 11:08am.  While the IMT was convened, 

the Business Continuity Plan was not activated. At this meeting the 

following items were discussed/decided for action: 

 The General Manager City Infrastructure advised that the Operations 

Centre staff had just been recalled (11:04am). 

 A banner was to be placed on the City of Salisbury website and posts 

to be made on social media outlining contact details for 

agencies/assistance residents could use in an emergency. 

 An email was to be issued to elected members informing them of the 

situation and the Mayor was to be briefed by the CEO. 

 An email was to be issued to all staff allowing them to return home 

in order to prepare for the storm, if it was necessary and safe for 

them to do so. 

 Uninterruptable power supplies were confirmed as already in place 

at both the Operations Centre and at James Street, which allowed for 

a controlled shut down of systems in the event of a power cut. 

 Customer Services Staff who could locate to the Operations Centre if 

necessary, were identified. 

 The GM Business Excellence was appointed the CEO’s delegate, in 

the event that the CEO could not be contacted and a decision was 

necessary. 

 The Chief Warden was invited to attend the meeting and was tasked 

with briefing the Wardens and First Aid Officers, as well as 

checking the list of people who need assistance in evacuating the 

building. 

2.2.3 The CEO called a further meeting of the IMT, including the Chief 

Warden at 2:00pm.  At this meeting the following issues were 

discussed/decided for action: 

 Operations Centre staff had gone out at 1:30pm to check specific 

sites that were prone to flooding. 

 Some incidents of localised flooding were being reported. 

 Customer Service Centre staff were advised of a script to be used, 

should it become necessary to transfer calls to the Operations Centre. 

 PCs and phones for Customer Service Centre staff were organised at 

the Operations Centre. 

 Parafield Gardens Recreation Centre and Ingle Farm Recreation 

Centre were nominated as emergency relief centres and Belgravia 

were informed. 
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 Morella Community Centre and Parafield Gardens Recreation Centre 

were also nominated for use by Housing SA, should the need arise 

for emergency housing for their tenants. 

 All remote sites were confirmed as still operational. 

 It was confirmed that Fire Wardens and First Aid Officers had been 

briefed. 

 A building assessment was scheduled to be undertaken on key City 

of Salisbury buildings before staff attended work on 29 September 

2016. 

 Weather warnings continued to be monitored. 

2.2.4 At approximately 4:00pm the power supply was lost across all of South 

Australia.  The uninterruptable power supply was activated automatically 

at the Operations Centre and the James Street buildings and staff were 

asked to leave the City of Salisbury buildings and go home at this time.   

2.2.5 An orderly shutdown of the IT systems commenced shortly after 4:00pm 

and was completed by approximately 4:30pm. 

2.2.6 Power started to return to the City of Salisbury at approximately 8:00pm. 

2.2.7 Approximately 30mm of rain fell during the night.  

2.2.8 Work commenced at approximately 10:30pm on re-starting and restoring 

the City of Salisbury’s IT systems in James Street and work commenced 

on the IT systems at the Operations Centre at around 6am the following 

morning. 

2.3 Thursday 29 September 2016 

2.3.1 By 7:30am all of the main City of Salisbury IT systems had been restored 

and were back online.  No server based work was lost and there were no 

hardware failures. 

2.3.2 The CEO convened the IMT at 8:00am on 29 September 2016.  At the 

meeting the following items were discussed: 

 The CEO thanked those staff that had worked through the night 

restoring IT systems or responding to issues in the community. 

 It was confirmed that the main City of Salisbury buildings had all 

been inspected and no issues were identified except for a minor leak 

at the Bagsters Road Community Centre. 

 Operations Centre staff had commenced the cleanup, including the 

removal of debris on roadways. 

 Optus and Telstra networks went down overnight. 

 Calls were transferred to the out of hours centre overnight due to the 

Optus and Telstra networks being down. 

 The City of Salisbury Facebook page was updated after the 

communications systems were checked and confirmed as 

operational. 
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 Only emergency issues were referred to the Operations Centre for 

action on the 29 September 2016 to allow field staff to focus on 

clean up work. 

 A watching brief was to be kept on the wind storm expected on 29 

September 2016. 

 GMs were authorised to determine whether to send their non-core 

staff home before the forecast storm arrived. 

2.3.3 The forecast storm did not transpire as forecast and therefore staff were 

not sent home.  

2.4 Debrief on the Storm Event on 11 October 2016 

2.4.1 On 11 October the CEO chaired a debrief meeting on the storm event 

with the IMT and the Chief Warden.  Prior to the meeting attendees were 

requested to provide feedback on the event and any learning points or 

actions required to address issues identified.  The following issues and 

actions were discussed: 

 The Customer Centre phone network requires specific software to be 

installed onto workstations in order to function. This software 

therefore needs to be pre-installed onto specific workstations at the 

Operations Centre in readiness for any transfer of Customer Centre 

functions to that site.  These workstations need to be identified and 

maintained accordingly. 

 In relation to the Operations Centre: 

- A sign in process for field staff needs to be implemented, similar 

to the one used for inclement weather events, to confirm that all 

field staff have returned after being recalled. 

- Procedures need to be put in place to ensure agency field staff 

are provided with appropriate inclement weather clothing. 

- Procedures need to be in place to ensure that general staff and 

call-out staff always go out in pairs in weather events, 

particularly at night. 

 Emergency management plans need to make reference to power 

outage and thought needs to be given as to where Assembly Areas 

should be in the event of heavy rain and storms. 

 Consideration will be given to purchasing a generator for the Globe 

Derby site. 

 Procedures need to be in place to communicate to staff when they 

are required to go home. 

 Procedures to secure sites could be improved. 

 A check on the IT system re-start process needs to be undertaken to 

confirm whether the re-start followed the documented plan.  

 The Incident Management Team Business Continuity Plan was 

referred to during the event, which identified it requires updating to 

reflect changes in personnel. 
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2.4.2 Actions listed above will be followed up by the BA Internal Audit and 

Risk to confirm completion.  

2.4.3 A desk top walk-through based on this incident will also be scheduled by 

the BA Internal Audit and Risk for February 2017.  This walk-through 

will provide ongoing exposure to the application of business continuity 

procedures for relevant staff and enable conformation that all the relevant 

documents and procedures have been updated. 

3. CONCLUSION / PROPOSAL 

3.1 Overall the City of Salisbury managed to minimise the potential for disruption to 

operations caused by the storm event and subsequent power outage.  Key aspects 

to the successful management of this event were the decisions and actions taken at 

the appropriate time by senior management, divisional managers and staff 

members.   

3.2 The amount of additional and out-of-hours work undertaken by some staff during 

events of this nature should not be underestimated.  As a result of efforts applied 

during the storm event hazards were monitored and minimised, systems were re-

instated quickly and the public were kept informed of the status of Council 

operations. 

3.3 As a result of the storm event several opportunities to improve systems, processes 

and documentation were identified.  These opportunities will be worked on by the 

relevant process owners and incorporated into the desk top walk-through in 

February 2017. 

 

CO-ORDINATION 

Officer:   MG      
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